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230 Machine Learning and IoT

14.1 WHAT IS IoT?

The most profound technologies are those that disappear. They weave themselves into 
the fabric of everyday life until they are indistinguishable from it.

Mark Weiser

With the emergence of smart home solutions and the variety of smart health wearables 
in the market today, IoT (Ashton 2009) has brushed aside all skepticism to become 
the most disruptive technologies of the twenty-first century.

It is predicted that by 2020 about 7.6 billion people will be connected via 50 billion 
devices worldwide. Business analysts predict IoT will lead to an economic growth of 
4.6 trillion dollars globally in the public sector by 2020. No wonder IoT has become 
the buzzword of the decade. It is perhaps the only technology which has successfully 
leveraged on the advancements in big data, artificial intelligence, and embedded 
systems (Wigmore 2014) to create new avenues for democratizing technology. Even 
preliminary discussions about IoT reveal its behind the scene nature with the simplest 
of IoT implementations focusing on smart systems.

Looking back we find that one of the first IoT devices was a Coke dispensing machine 
at the Carnegie Mellon University, which could not only keep records of its inventory, but 
could also determine if the drinks recently loaded were chilled. Besides being a pretty 
simple idea, it highlights the concept of an intelligent solution using the Internet. In fact 
it was Mark Weiser’s 1991 paper on ubiquitous computing, “The Computer of the twenty-
first Century,” as well as academic venues such as UbiComp and PerCom who produced 
the contemporary vision of IoT (Weiser 1991; Mattern and Floerkemeier, 2010).

Although a variety of definitions exist, the term Internet of things or IoT was 
recognized officially in 2005, when the ITU Internet Reports defined it as:

A new dimension has been added to the world of information and communication 
technologies (ICTs): from anytime, any place connectivity for anyone, we will now 
have connectivity for anything…. Connections will multiply and create an entirely new 
dynamic network of networks—an Internet of Things.

From these introductory definitions, we have come a long way since Kevin Ashton 
(then at Proctor and Gamble) coined the term “Internet of Things.” Apart from IoT, 
similar concepts have been called Internet of Everything (IoE), Internet for things, 
or Smart Things, etc.

When a number of physical devices fuse into a network capable of synchronizing 
several sensors (or actuators) and software components together for data exchange, 
the complete system is dubbed as the “Internet of things.”

They can be considered as an “inextricable mixture of hardware, software, data, 
and service.” A smart thing (Santucci, 2015) is one that connects to the Internet and 
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231The IoT Revolution

with other devices to exchange data to create an integrated environment (Vermesan 
and Friess 2013).

In simple terms, IoT provides an end-to-end solution, where the device acquires 
information continually (through sensors), processes them to produce meaningful 
data, which can be fed to other devices (as input to process further), or can be used 
directly by users. Due to the wide applicability of such an end-to-end solution, IoT 
will become an integral part of technology in the coming decades. Some argue that if 
all objects and people were equipped with identifiable tags such as RFID, computers 
would be able to manage and inventory them (Magrassi and Berg 2002; Wood 2015).

Since IoT is posed to be the foundation for future infrastructure and improve our 
quality of life in multiple areas (some of which are currently being envisioned, such as 
smart cities and IIoT), it is crucial we form a strong understanding of the challenges 
encountered and the advantages gained through an IoT-based process.

14.1.1 aDvantages

The above definitions of IoT and the “things” in IoT provide us with a clear 
understanding of the core idea. After that brief discussion on the nature of  IoT, we 
can form a structured idea about the nature of problems IoT can solve. Bearing in 
mind the characteristics of IoT, it is easy to understand that the way IoT interacts with 
other devices produces some unique advantages over other existing technology. Some 
of them have been mentioned below.

14.1.1.1 Smart Technology
The idea of smart technology has been around for some time. Computers are smart, 
our phones have becomes smarter, even our watches and TVs have become smart. 
Therefore, the claim of a newer, smarter technology can’t account for its market 
disruptive behavior on just its claims of being smart. Speaking specifically of IoT, 
we are aware that machine learning (ML) and artificial intelligence (AI) form a key 
component of the technology. The main difference between traditional smart devices 
and AI powered devices is the latter evolves with the user. AI has has the potential 
of eliminating humans from the scene altogether—even though it may take another 
century, but who knows!

AI forms a fundamental part of IoT and when we consider a technology developed 
for evolving to future trends, we can truly say that finally we have something smart 
enough to be called truly smart.

14.1.1.2 User Engagement
Passive user engagement remains one of the key problems of analytics today. It not 
only leans on indirect methods of obtaining required data, but also suffers from 
incorrect conclusions due to the lack of exact data. These drawbacks are characteristic 
of any passive data collection system. The only method of overcoming these concerns 
is replacing passive data collection by “active data collection.” It removes blind 
spots in data collection by increasing the scope of collection. IoT adds new areas 
of machine-to-machine interaction and human-to-machine interaction, thereby 
adding new opportunities for data assimilation. In today’s world, humans are not the 
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232 Machine Learning and IoT

only users of technology—machines have become the primary user with 50 billion 
machines expected to be connected to the Internet by 2020. With the ever-increasing 
number of devices in our lives and the advent of cheap and reliable sensors, operating 
machines has become more engaging and IoT has added a plethora of opportunities 
to improve upon them.

14.1.1.3 Enhanced Data Collection
Consider the following data:

1. Internet users send 204 million e-mails, tweet 278,000 times, and upload
over 200,000 photos (just on Facebook) per minute.

2. By 2021, the estimated number of RFID tags sold is expected to reach 209
billion, from a mere 12 million in 2011.

3. Experts opine the big data industry is posed to reach US$54.3 billion
(by 2017) in revenues, from US$10.2 billion (2013)—a fivefold increase
(Figure 14.1).

The vastness of the information is mind blogging. It shows not only are we 
generating massive amounts of data every second, but ignoring this data can prove 
counterproductive. The kinds of conclusions that can be drawn from it have the 
potential of changing the very fabric of human–machine interaction. Also, we realize 
that the data is collected through active engagement with the users. It supports our 
previous claim of active user engagement for improving the scope of data analytics. 
The kind of data we are collecting each second has been available only due the 
efficient deployment of IoT solutions at specific locations. IoT solutions have made 
it simpler for machines to mine data from newer sources. In fact, IoT can be said to 
create sources of data collection. The IoT has thus created a more detailed and more 
exact picture of our world.

IoT connectivity trends
60

50

40
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20
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Population Connected devices Connected devices per person

2010 2015 2020

FIGURE 14.1 Growth of M2M connections since 2003.
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233The IoT Revolution

14.1.2 LiMitatiOns

Like any other technology, IoT is no magic wand. Although it ventures into areas 
deemed unfathomable earlier, it brings along multifaceted solutions, and its very own 
set of limitations (Hendricks, 2015). If these are not understood completely, it can 
render the IoT revolution useless. Addressing these concerns, a study was conducted 
by Noura Aleisa and Karen Renaud at the University of Glasgow entitled “The 
Internet of things’ potential for major privacy invasion is a concern.” Also, Louis 
Basenese, an investment director at the Wall Street Daily, expressed that “Despite 
high-profile and alarming hacks, device manufacturers remain undeterred, focusing 
on profitability over security. Consumers need to have ultimate control over collected 
data, including the option to delete it if they choose… Without privacy assurances, 
wide-scale consumer adoption simply won’t happen”(Basenese, 2012). According 
to the 2016 Accenture Digital Consumer Survey, which was taken by over 28,000 
consumers across 28 countries, security “has moved from being a nagging problem 
to a top barrier as consumers are now choosing to abandon IoT devices and services 
over security concerns.”

Therefore, we must open ourselves to these possible challenges and fully 
understand them. Among the many limitations in an IoT-based system, the most 
important are those involving security and privacy. Let us have a look at them one 
by one (Figure 14.2).

14.1.2.1 Security
Our basic understanding of IoT tells us it creates an ecosystem of continually connected 
devices communicating over numerous networks, which leaves the network exposed 
to various kinds of attacks: more devices lead to more opportunities for compromise. 
IoT systems’ nature of amorphous computing is a major security concern for many. 
As it does not always allow the patch fixes to reach every subsystem in the entire 
net of devices (Franceschi-Bicchierai, 2015; Kingsley-Hughes, 2015). When security 
patches do not reach older, outdated systems, some estimate it renders 87% of active 

IoT
limitations

Security

Sensor risks

Ecosystem
risks Authentication

Ethical norms

Confidentiality Enforcing
regulations

Lack of
standardization

Privacy Compliance Flexibility

FIGURE 14.2 Major limitations of IoT.
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234 Machine Learning and IoT

devices vulnerable (Tung, 2015). Additionally, it allows for postsale manipulations 
by corporations (Walsh, 2016).

The lack of strong security protocols fuel increased risks of other types of 
compromise, namely, sensor-related risks and ecosystem risks.

Sensor-related risk: IoT devices are susceptible to various types of sensor-related 
risks such as:

1. Counterfeit products: Duplicate products ingrained with malicious programs. 
At times only certain components are modified to allow unauthorized access
to the system or subsystems. Identity spoofing is a commonly used technique 
for gaining such access.

2. Information extraction: Malicious code designed to extract sensitive information 
from any sensor or connected device(s).

Let us consider a situation where the ABC Corporation wants to use sensors to 
track its equipment. Now, for ABC Corporation, it is convenient and economical to 
adapt existing sensors to the IoT system designed for its procedures. But the sensors 
themselves have intelligence; they can independently process information and take 
their own course of action. Since the sensors and systems are designed independently, 
the generic sensors may not employ the strict security protocols the corporation 
requires. If malicious actors were able to break into such a device, they may cause it 
to malfunction or fail. These actors might even make attempts to steal sensitive data, 
manipulate other sensors within the network, or adversely impact plant operations.

The above example showcases how the lack of proper planning regarding the 
deployment of IoT solutions—for increased efficiency in operation—can ultimately 
prove counterproductive. The other kind of security risk is the ecosystem risk a 
compromised system poses.

14.1.2.1.1 Ecosystem Risk
It is the weakest link that determines the strength of a chain. Therefore, as corporations 
extend IoT systems to third parties, the user data flows through multiple devices and/
or databases where each one of those devices or databases may be under independent 
third party control. These third parties include but are not limited to vendors, supply 
chains, network operators, cloud services providers, device manufacturers, and end 
users who may not recognize the implications of the lack of secure strategies used 
by each stakeholder. The complex nature of IoT ecosystems make it imperative for 
businesses to understand their shared responsibility in creating a robust security 
infrastructure capable of tackling threats of all kinds.

14.1.2.2 Privacy
Although the IoT claims to revolutionize active user engagement, it has already 
proved to be a great tool for passive engagement with users—especially in situations 
where a single device is used by multiple users, as for instance in public places.

Privacy concerns have nudged many experts into believing that infrastructures 
based on big data, such as IoT, are inherently incompatible with the concept of privacy. 
The recent example of hoardings and billboards having cameras hidden in them—to 

6

Ta
yl

or
 a

nd
 F

ra
nc

is
 N

ot
 fo

r D
is

tri
bu

tio
n



235The IoT Revolution

track the demographics of all the commuters who showed a considerable interest in 
the specific advertisement, has been cited to support the claims of “invasion of public 
space.” Considering the smart home systems, we can easily realize how the security 
and privacy of most households are susceptible to compromise by simple analysis of 
the smart home system traffic patterns.

The Internet of Things Council’s comparison between Bentham’s Panopticon 
and the increasing use of IoT-based digital monitoring systems is not unfounded. 
Editorials published in WIRED have expressed major concerns over this issue, one 
stating “You aren’t just going to lose your privacy, you’re going to have to watch the 
very concept of privacy be rewritten under your nose” (Webb, 2015). The American 
Civil Liberties Union (ACLU) has stated “Chances are big data and the Internet of 
things will make it harder for us to control our own lives, as we grow increasingly 
transparent to powerful corporations and government institutions that are becoming 
more opaque to us” (Howard, 2015).

Hence, we observe that despite the immense potential offered by IoT for 
empowering citizens and making governments transparent, there are mammoth-sized 
privacy threats such as the potential for social control through political manipulation. 
In fact, many fear the advent of IoT can lead to an Orwellian dystopia.

14.1.2.3 Flexibility
One of the major concerns regarding viability of an IoT-enabled system lies in its 
inability to integrate seamlessly into another system. Due to the lack of interoperability 
standards (Kovach, 2013; Raggett, 2016; Piedad 2015), it is a common belief that the 
potential of IoT may never be realized. IoT systems suffer heavily from platform 
fragmentation and the lack of technical standards (Ardiri, 2014; Bauer et al., 2015; 
Wallace, 2016; Wieland, 2016).

The incompatible and often conflicting protocols employed make it difficult to 
extend an IoT system (Franceschi-Bicchierai, 2015; Kingsley-Hughes, 2015). The 
key aspect of this problem can be ascribed to platform fragmentation, which is 
a situation where the sheer variety in IoT systems makes the task of developing 
consistent applications working with inconsistent platforms difficult (Brown, 2016). 
With proprietary systems there is always the risk of the technology fading out. These 
issues pertaining to the flexibility of IoT-based systems is a major hurdle in achieving 
mass adoption.

14.1.2.4 Compliance
IoT aims to democratize technology but the vastness of government regulations make 
compliance for any technology a tedious job. Adding to it the range of security and privacy 
concerns, we end up with a potentially groundbreaking system tangled in legal knots. 
Confusing terminology in the field of IoT is another hassle, which makes compliance 
difficult. However, regarding IIoT, the Industrial Internet Consortium’s Vocabulary 
Task Group has created a “common and reusable vocabulary of terms,” which ensures 
“consistent terminology” in all publications by the Industrial Internet Consortium.

Owing to the increasingly tougher regulation in the fields of privacy, future 
technologies like IoT, big data, and AI must prove themselves against stringent moral 
and ethical questions, as well as legal norms.
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236 Machine Learning and IoT

14.2 COMPONENTS

The concept of IoT originated from the amalgamation of various technologies such as 
AI (and ML), real-time analytics, wireless communication, and embedded systems. 
The advances in all of these fields have contributed to the current boom in IoT.

14.2.1 ai anD ML

The essence of IoT is in making objects “smart” and AI plays a pivotal role in 
achieving this, as AI and ML improve both accuracy and speed in big data analytics. 
Machine learning can be defined as “a field that deals with the construction and study 
of systems that can learn from data, rather than follow only explicitly programmed 
instructions.” It can help corporations and governments alike in taking millions 
of collected data points and reducing them to meaningful information. It aims to 
analyze data collected in order to detect patterns, which can be further used to be 
learned from and for making better decisions. The realization of the IoT vision can be 
successful only through leveraging its ability of gaining the hidden insights obtained 
from the enormous and growing sea of data available. Owing to the sheer volume of 
data available today, it’s time to let the machines take the front seat in pointing out 
the areas where opportunities truly lie.

14.2.2 COnneCtivity

IoT creates small networks between subsystems for the exchange of information 
(Figure  14.3). Therefore, it becomes imperative to have knowledge about the 
various means and protocols of connectivity. There are various short, medium, and 

User

IoT
process

Objects

M2M

P2M

Data
(through
sensors)

P2P

FIGURE 14.3 Components of an IoT system.
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237The IoT Revolution

long-range connectivity solutions based on the needs of the users. A comprehensive 
list of commonly used wireless systems is provided below for quick reference.

• Short-range systems: Radio-frequency identification or RFID tags, near-
field communication or NFC, Wi-Fi, Wi-Fi Direct and Li-Fi (Light-Fidelity),
ZigBee, Bluetooth, QR codes, barcodes, and Z-Wave.

• Medium-range systems: LTE-Advanced, HaLow.
• Long-range systems: Long-range Wi-Fi connectivity, low-power wide-area

networking (LPWAN), and very small aperture terminal (VSAT).

14.2.3 sensOrs anD MODuLes

Sensors form a key component of IoT systems, since in most designs they are the 
primary source of data collection. Without sensors it would be nearly impossible to 
collect the variety of data forming the basis of IoT systems. The following is a list of 
some of the most extensively used sensors in the IoT industry.

14.2.3.1 Optical Sensors
Measures different quantities simultaneously. The technology behind this sensor 
allows it to monitor electromagnetic energy, which includes electricity and light 
among others.

14.2.3.2 Chemical Sensor
Chemical sensors transform information regarding chemical properties such as the 
concentration of ions, chemical activity, etc. into useful signals.

Major uses of chemical sensors include CO detectors, glucose detectors, pregnancy 
test kits, and others.

14.2.3.3 Image Sensors
The image or imaging sensor determines and transmits information constituting any 
image. An image sensor gives an output of small packets of current.

14.2.3.4 Accelerometer Sensors
An accelerometer measures linear acceleration of any movement.

14.2.3.5 Gyroscope Sensors
The gyroscope, aka gyro, tracks information pertaining to rotation that an 
accelerometer can’t determine. The output of a gyro is generally in the form of an 
angular rotational velocity.

14.2.3.6 Water Quality Sensor
These sensors are used to measure temperature, dissolved oxygen, conductivity, pH, 
and so on of the water sample. Major applications of water quality sensors include 
among others determining soil quality, monitoring water quality, water treatment, 
and modeling an ecosystem.
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238 Machine Learning and IoT

Other commonly used sensors include:

• Temperature sensors
• Proximity sensor
• Pressure sensor
• Gas sensor
• Smoke sensor
• IR sensors
• Motion detection sensors
• Humidity sensors

14.3 MICROCONTROLLERS FOR IoT

IoT prototyping boards play today an essential role in simplifying the prototyping 
process of IoT-based systems. These boards are microcontrollers and microprocessors 
with chipsets to handle wireless connections. These development boards with Cloud 
IoT platforms enable the quick deployment of IoT processes. The commonly used 
development boards include the following.

14.3.1 arDuinO unO

Arduino Uno is among the preferred development boards. It is an open-source 
development board based on ATmega328P.

It has both analog and digital pins. Another aspect of this board is it can be 
expanded using shields, that is, another board can be plugged into Arduino Uno to 
add new functionalities such as GSM, WIFI, etc.
Specifications:

Operating voltage: 5 V
8bit
16 MHz

14.3.2 arDuinO Mkr1000

Arduino MKR1000 is one of the latest boards based on the Atmel ATSAMW25.
Just like Arduino UNO, this board supports analog and digital pins. Additionally, 

it can be powered using an external Li-Po battery.
Specifications:

Operating voltage: 3.3 V 32bit
48 MHz WIFI

14.3.3 raspBerry pi 2 MODeL B

Raspberry can be considered as a small computer owing to it’s features. It is powered 
by Linux.

10

Ta
yl

or
 a

nd
 F

ra
nc

is
 N

ot
 fo

r D
is

tri
bu

tio
n



239The IoT Revolution

Specifications:

• Quad-core BCM2837, 900 MHz
• 1Gb RAM
• Four USB 2.0 ports
• 40 GPIO pins
• HDMI and RCA video output

14.3.4 raspBerry pi 3

The newer Raspberry Pi 3 Model B has been built on its predecessors’ features fused 
with a faster processor on board to enhance clock speed. It as the following specifications:

• Micro USB power source up to 2.5A
• 1.2 GHz 64-bit quad-core ARMv8 CPU
• 40 GPIO pins
• Four USB 2.0 ports
• 802.11n WLAN
• Bluetooth 4.1
• Bluetooth Low Energy

14.3.5 inteL eDisOn

Intel Edison is a very powerful IoT development board and is available in several 
variants.

Specifications:

• Intel Atom
• 500 MHz dual-core x86 1GB RAM
• Wi-Fi 802.11n
• Bluetooth v4.0

14.3.6 pinguinO 45k50

Built by Pinguino, it gives students and designers from the art community a powerful 
microprocessor. It has the following features:

• 8-bit 12 MIPS processor, 48 MHz
• 17 digital pins for both input and output
• 5 shared analog inputs
• 2 PWM outputs
• UART for serial data transfer

14.3.7 teensy 2.0

The sole reason for developing Teensy 2.0 was to offer a great alternative to Arduino. 
It not only offers Arduino-like features but can also run the Arduino IDE allowing 
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240 Machine Learning and IoT

Teensy 2.0 to access Arduino’s extensive library. It flaunts 25 input and output pins 
and is powered by a 16 MHz AVR processor.

14.3.8 nanODe

The Nanode is a great alternative to the Arduino Uno, Mega, and Yun. The features 
of the Nanode include:

• ATMega328P, 16 MHz
• Red and green LEDs for program diagnostics
• Mini USB power connector
• ENC28J60 Ethernet controller, 25 MHz

14.3.9 MeDiatek Linkit One

The Linkit One is based on the smallest SOC and comes with compatible Arduino 
pinout features. Linkit One can be used for rapid prototyping of connected IoT 
systems owing to its rich connectivity features. Its software development kit (SDK) 
comes with libraries for connecting the board to AWS and PubNub.

• MT2502A based chipset, 260 MHz
• GPS, GSM, GPRS, WiFi, and Bluetooth
• Supports Arduino shields

14.4 APPLICATIONS AND EVERYDAY ELECTRONICS

IoT has taken the center stage in making the 4th industrial revolution a reality. It can 
be exploited by almost every industry to deliver more efficient solutions, increase 
their scale of operation, and improve profitability (Westerlund et al., 2014).

Newer areas for deployment of IoT services are cropping up routinely, which 
undoubtedly means the sky is the limit for IoT applications.

The sheer variety of IoT applications creates a need to classify them. Although 
many different aspects can be considered for the classification of IoT applications, 
the most popular scheme is based on the end user, which is

• Consumer application—for the general consumer. For example: home
automation solutions, wearable technology, etc.

• Enterprise (business) application—for providing business solutions to a
myriad of enterprises. It is estimated that by 2019, enterprise IoT (EIoT) will 
account for 9.1 billion devices. For example: manufacture control, automatic 
shipment tracking, etc.

• Infrastructure applications application—for maintenance and improving
infrastructure. For example: smart traffic control, automatic toll collection, etc.

• Health care application—for improving efficiency, accuracy, and precision of 
current medical instruments through responsive and integrated systems. For 
example: remote health monitoring system, wearable heart rate monitor, etc.
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241The IoT Revolution

Listed below are some fields transformed by the ongoing IoT revolution. The 
IoT is finding newer applications every day with improvements in technology and 
innovative deployments. The given list is only meant as a reference to enable readers 
to grasp the scope of the practicality of IoT-based systems.

14.4.1 hOMe autOMatiOn

Smart home or home automation have been the most googled words last year in 
reference to IoT applications. An ever-growing number of consumers are excited 
about them, partly because almost every major electronics company, including 
Google and Amazon, have invested heavily in this area. Another strong reason for 
the general public to advocate for domotics (another name for home automation) is 
because of the plethora of opportunities it creates. The capabilities of even the most 
basic of smart home systems feel otherworldly. A recent study by Intel has revealed 
that an astonishing 71% of consumers expect to see “at least one smart home device 
in every home as early as 2025.” The buzz around Amazon Alexa and Google Home 
indicates we are at the cusp of a home automation revolution.

IoT-based home automation systems monitor and control the electrical and 
mechanical aspects of any place of residence including private and public areas. 
These aspects include lighting, air conditioning, and security solutions (Kang et al., 
2017). The most appealing feature of these systems is their ease of use. However, the 
omnipresent security threats looming at the edges and the high initial establishment 
costs often outweigh the benefits.

Some commonly implemented features of home automation include:

• Providing assistance to the elderly by utilizing assistive technology to
accommodate specific requirements such as voice control for users with
limited sight and mobility, monitoring systems for medical emergencies, etc.

• Connecting the user with a home appliance regardless of geographical
distance.

• Providing the user with the latest news while he/she is busy performing other 
chores (Figure 14.4).

14.4.2 MeDia anD aDvertiseMent

IoT has enabled a more ambitious targeted media era. The last few years have 
witnessed rapid development in the fields of conversation tracking, click rate, and 
so on. The data collected through these studies of consumer behavior has opened 
boundless opportunities for gaining meaningful insights into the salient traits of 
customers. The media industry is primarily concerned with maximizing the effect 
of advertisements and their content through known customer habits in line with their 
now predictable behaviors. IoT-based systems have allowed corporations to fine tune 
their advertisements according to individual needs, thereby improving customer 
experience. These detailed reports also enable business houses to make a better 
analysis of customer preferences and improve their own business strategies in the 
long run.

13

Ta
yl

or
 a

nd
 F

ra
nc

is
 N

ot
 fo

r D
is

tri
bu

tio
n



242 Machine Learning and IoT

Other than corporations, government agencies, TV soaps, and so on also stand 
to gain from this ever-growing range of insights into the masses. For instance, 
governments can now predict with far larger accuracy the behavior of their citizens 
during specific situation; TV soaps can alter the story of the show according to the 
perceptions of their viewers and so on.

14.4.3 ManufaCturing anD inDustry

The manufacturing industry packs a series of processes within its scope of operation 
including maintaining logistical records of assets, supporting supply chain networks, 
dynamic time-response to manufacturing demands, and optimization of all of these 
tasks in real time. Control and management of these operations is within the purview 
of IoT systems used in the manufacturing industry. Digital control systems able to 
automate a myriad of process controls and successfully optimize manufacturing, 
industrial safety, and so forth through real-time analysis of critical parameters make 
IoT an indespensible aspect of future manufacturing industries.

The range of applications for IoT is so large that these IoT solutions and the systems 
delivering them have been dubbed the Industrial Internet of Things (IIoT). Basically, 
IIoT is the use of IoT technologies in the manufacturing sector. The IIoT holds 
immense potential for quality control, green practices, and profound improvements 
in supply chain dynamics. By some estimates, the potential for growth through IIoT 
is worth $12 trillion globally by 2030.

Thermostat

Fire
safety

sensors
Lights

Smart
home

Appliance Irrigation

Locks Security
camera

FIGURE 14.4 Common features of home automation.
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The IIoT combines a variety of recent trends including AI, big data, machine to 
machine (M2M) communication, and automation technologies, which have already 
existed in industrial settings for a long time (Perera et al., 2015). The replacement 
of humans by machines not only increases the efficiency of the process by limiting 
the scope of error, but also attempts to quantify the ineffective points in the system. 
The quantified information pertaining to the drawbacks of the systems in use allows 
companies to improve upon them easily and save valuable time and resources. In 
such a situation, IIoT is posed to become a key driver in growth and competitiveness 
of industries around the globe.

Although newer areas of application of IIoT are being discovered routinely, there 
is a common consensus about the main aspects of benefit from IIoT, namely:

1. Improving efficiency—IIoT has enabled enterprises to capture more data
about industrial processes that provide critical information, which can help
increase the efficiency of their business practices.

2. Innovative business models—due to the added capabilities of machines
through improved connectivity and faster processing, new and innovative
products have emerged. These new business models open up previously
unexplored sources of revenue for corporations. As the industry has
previously worked with the counterparts of IIoT, such as ML and AI, it can
easily monetize its experience to create new streams of IoT services for their 
customers, requiring little external support.

3. Increasing safety—constant surveillance and making decisions on the fly
based on the collected data is one of the key attributes of IoT. IIoT can thus
help corporations to monitor manufacturing and related procedures, as well
as produce alerts when sensing irregularities.

In today’s economy where industry drives the governments’ and countries’ 
prosperities, it is essential to introduce smart machines to empower our markets to 
gather and analyze data in real time in order to make informed decisions.

14.4.4 agriCuLture

Agriculture is a labor-intensive process relying largely on human intervention for 
successful production. The reason for this dependence is because the best farming 
techniques are decided based upon multiple environmental variables including 
temperature, humidity, humus content in soil, nutrient requirements, pests, etc. Now, with 
the use of various sensors linked to an IoT-based system, most of these parameters can 
be very accurately monitored for making informed decisions. Once decisions are made, 
various automation techniques can then be used to improve yields and reduce waste.

14.4.5 energy ManageMent

Integration of sensing and power-generating stations can potentially optimize 
power distribution and management through centralized control hubs. Experts 
predict IoT would enable the integration of all kinds of energy consuming devices 
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including lights, fans, and A/Cs among others to enable remote control of these 
devices. Apart from this, the data pertaining to the energy usage patterns can 
prove extremely valuable for smart grids. This information can be exploited to 
improve efficiency and reliability of power grids while ensuring sustainability in 
the production of energy.

14.4.6 envirOnMentaL MOnitOring

Environmental monitoring is one the toughest and exhaustive fields of work, and it has 
benefited greatly from the advent of IoT. Although the lack of standardized wireless 
protocols and interoperability standards have stunted development in this area, 
nevertheless, IoT systems have been deployed on a major scale. They are being used 
mainly for environmental protection by monitoring air and water quality, atmospheric 
and soil conditions, etc. (Li et al., 2011). IoT has also assisted in monitoring the 
movements of wildlife and their habitats. Active research is currently underway to 
leverage IoT for developing early warning systems against natural calamities such 
as tsunamis.

14.4.7 MeDiCaL anD heaLth Care

The most fundamental contribution of IoT in the area of medical care has been to 
improve the accuracy and efficiency of current instruments by providing real-time 
analytics and more precise information. It has drastically enhanced the collection of 
critical patient information, which had been impossible to assemble earlier.

IoT devices have made remote health monitoring and emergency notification 
systems a reality for blood pressure and heart rate monitors among others. Some 
additional innovative uses of IoT in the health care industry are:

• Smart beds detecting occupancy and movement in order to adjust themselves 
for ensuring appropriate pressure and support to the patient.

• Specialized sensors installed within living areas for the surveillance and
evaluation of the general well being of senior citizens and infants.

• Consumer devices to encourage healthy living, including wearable heart
monitors (Istepanian et  al., 2011) to help in managing health vitals and
recurring medical needs (Swan, 2012).

• Battery-powered prosthetic arms, powered by myoelectricity (converting
muscle group sensations into motor control).

14.4.8 transpOrtatiOn

Simplifying transportation has been one of the most extensive and successful 
applications of IoT. The integration of communication systems, information 
processing units, and control mechanisms across various transportation systems 
has enabled a dynamic interaction between transportation components such as the 
vehicle, driver, and IoT-based system for smart traffic and parking control, safety 
assistance, automated toll collection, etc.
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14.5 CONCLUSION

With the rapid pace of developments in IoT and the ever-increasing interest in this 
field, IoT as undoubtedly become the star child of the century. However, despite 
sincere dedication challenges such as standardization, security, and so on remain 
constant. Apart from these, perhaps the biggest challenge today is the overhype 
regarding IoT. We must understand the abilities and limitations of any technology, 
and focus instead on viable solutions, which are not a “source of confusion for the 
end user.” As Mike Farley quotes, “Instead of convincing consumers that they need 
complex systems to serve needs they don’t have, we should fix real problems people 
struggle with every day.”

Identifying the problem is the first step towards any solution (Yarmoluk, 2012), 
especially with IoT. We must first dedicate ourselves to understanding this technology 
before wielding it in order to create an efficient and sustainable ecosystem reaping 
benefits for all of humankind.
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13.1 introduction
Nowadays, with the convergence of the Internet and advanced communication 
technologies, the mobile Internet has become a reality. The advent of fifth gen-
eration  (5G) wireless technology will further promote the rapid development of 
the Internet of Things (IoT) industry. Compared with the current 4G technology, 
the 5G technology will increase its peak rate by several tens of times and support 
access to more networks, which can better meet the massive access scenarios such 
as IoT [1]. The 5G delay is shorter, which makes it a great advantage in the field of 
vehicle network vehicle safety. The higher reliability of 5G enables home facilities 
such as home appliances with wireless communication capabilities in smart home 
applications to access smart terminals. It is foreseeable that the 5G will play a very 
important role and support in IoT era in the near future (Figure 13.1) [2]. 

In the meantime, IoT also arms location-based services (LBSs) with more pos-
sibilities. The application of the LBS system in IoT is mainly to realize the basic 
information and location information of the target object in real time by deploying 
sensing devices of various sizes to facilitate people’s daily work and life. For example, 
in elderly apartments, LBS can get real-time information about the elderly, which 
greatly improves management efficiency and safety for the elderly. For upcoming 
5G systems, positioning requirements are much stringent (less than 1 m accuracy 
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Figure 13.1 5G-enabled iot scenarios. (a) 5G iot networks and (b) 5G iot 
applications.
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for both indoor and outdoor users, including humans, devices, machines, vehicles, 
and so on). Consequently, significant improvements in positioning accuracy is 
achievable by appropriately redesigning positioning reference signals for 5G radio 
access technology. This will enable LBSs to continue enjoying growing popular-
ity now and in near future  [3–7]. The most popular LBSs include map applica-
tions (e.g., Google Maps), points of interest search (e.g., HERECITY), coupon or 
discount push (e.g., Shopkick), location-based game applications (e.g., MyTown), 
location-aware social networks (e.g., Foursquare), and check in applications (e.g., 
Gowalla), and so on, which have largely improved users’ daily lives.

However, 5G-enabled LBSs have also raised severe privacy concerns  [8–11]. 
When enjoying 5G-enabled LBSs, users have to provide their location information 
embedded in the LBS queries to the LBS server. Such location information often 
implies sensitive personal information, such as religious activities, social relation-
ships, health conditions, and living habits. It is found that, the LBS server may 
either deliberately or inadvertently disclose the location information involved in 
LBS queries [12–15]. For example, the black hat “Peace” disclosed over 167 million 
users’ information  (along with their locations) from LinkedIn in 2013  [16] and 
about 360 million from MySpace in 2016 [17].

Alternatively, an adversary who has compromised the LBS server can also 
infer sensitive privacy information of the users. For example, Hoh et al. [18] and 
Krumm  [19] showed that a driver’s home location can be inferred from Global 
Positioning System (GPS) data collected on his/her vehicle even if the location data 
were pseudonymized or anonymized. In another study, Matsuo  [20] exploited a 
user’s indoor location data to infer a variety of personal information such as work 
role, smoker or not, coffee drinker or not, and even age. Moreover, Gruteser and 
Hoh [21,22] showed that individuals’ tracks can be reassembled from completely 
anonymized GPS data from three or even five users by using multiple hypotheses 
tracking (MHT) [23].

Therefore, the location privacy disclosed in LBSs has raised severe privacy con-
cerns of the LBS users. For instance (Figure 13.2), 90% of investigated users express 
concern about their location privacy that may be disclosed to advertisers, strangers, 
friends, and employers, 6% of investigated users do not care about their privacy, 
and 4% of investigated users are not sure whether their location privacy is disclosed 
in LBS [24]. In such grim situations, how to supervise LBSs while preserving user’s 
location privacy has been a hot research topic for years [25,26]. 

Researchers have long been aware of the potential privacy risks associated 
with LBSs, and have proposed a number of promising schemes that can help 
users protect their privacy. In this chapter, we provide a comprehensive overview 
on the state of the art and the key fundamentals of LBS privacy-preserving tech-
niques (LPPT). We classify the up-to-date techniques with respect to different 
privacy-preserving approaches, and point out the similarities and differences of 
all research efforts. To understand the trade-offs of each approach, we also pres-
ent the advantages and disadvantages of each technique. Finally, we highlight 
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the issues in existing solutions and new research directions to augment privacy 
protection in LBS systems.

The remainder of this chapter is organized as follows: Section 13.2 gives an over-
view of the context of 5G-enabled LBSs and the privacy threats in LBSs. Section 
13.3 describes the general architecture LPPT. Section 13.4 presents the taxonomy 
of LPPT. Sections 13.5 through 13.8 review several typical works in each category 
of the existing LPPT. Section 13.9 discusses new challenges and future research 
topics. Finally, Section 13.10 concludes the paper.

13.2  Privacy issues in 5G-enabled 
Location-Based Services

13.2.1  5G-Enabled Location-Based Services 
Application Scenarios

LBSs have become popular over the last years due to the global adoption of 
smartphones and the worldwide availability of the GPS and other positioning 
methods. A typical LBS system consists of mobile users and the LBS server, as 
shown in Figure 13.3. In LBS, users send LBS queries to the LBS server, and the 
LBS server returns LBS results to mobile users. In general, there are two LBS 
application  scenarios: single-query scenarios and continuous-query scenarios.

Strangers knowing too much about my activities

My information being shared and used for marketing purposes

Personal safety

Government knowing too much about my activities

Family and friends knowing too much about my activities

Employer knowing too much about my activities

Not concerned about location-based apps and services

Do not know

Privacy concerns about LBS, according to US mobile 
users.

24%

24%

21%

12%

5%

4%

6%

4%

Figure 13.2 the privacy concerns about LBS, according to SACA’s research on 
US mobile users.
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Single-query scenarios: In this scenario, users send only one or multiple que-
ries containing users’ location information to the LBS server. Upon receiving 
users’ queries, the LBS server searches and returns personalized LBS (i.e., query 
results) to users, according to the users’ current locations. For example, users 
can search POI (e.g., restaurant hotel) through HERECITY (Figure 13.4a), 
and MyTown provides location-based games  (Figure  13.4b). Single-query 
scenarios include neighbor query  (e.g., search hotels around users), Top-k 
query (e.g., search k nearest hotels), range query (e.g., search all hotels within 
a range), among others.

Continuous-query scenarios: In continuous-query scenarios, users con-
tinuously or periodically send LBS queries containing users’ location 
information to the LBS server. The LBS server returns personalized LBS 
to users, according to the users’ movement trajectories. For instance, 
Google Maps returns real-time traffic and navigation route to users, while 
users continuously provide Google Maps their locations  (Figure  13.4c), 
and Gowalla provides a specific user with the locations of his friends 
around him when Foursquare acquires the knowledge of his continuous 
locations (Figure 13.4d).  

Figure 13.3 A typical architecture of 5G-enabled LBSs.

Figure 13.4 examples of  (a,b) single-query applications and  (c,d) continuous-
query applications. (a) HeReCitY, (b) Mytown, (c) Google Maps, and (d) Gowalla.
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13.2.2 Privacy in 5G-Enabled Location-Based Services

Based on the two LBS application scenarios, the privacy in LBSs largely refers to 
both location privacy and trace privacy as described below. 

Location privacy (unidentification) refers to users’ location information con-
tained in the LBS queries and other personal information (e.g., occupation, 
health, religion) that can be inferred from users’ locations.

Specially, location privacy involves whether users can be precisely located, 
or whether other personal information can be deduced from the users’ loca-
tions. Thus, protecting users’ location privacy is to prevent attackers from 
getting users’ exact locations and inferring other personal information from 
locations.

Trace privacy (unlinkability) refers to users’ query content contained in LBS 
queries and other personal information inferred from query content.
 When a query content is mapped to a specific user, the user’ query privacy 
is breached because query content indicates the user’s hobby or other personal 
information. Thus, query privacy involves whether a specific user’s query con-
tent is identified by attackers, and whether other personal information can be 
deduced from query content.

13.2.3 Privacy Threats in 5G-Enabled Location-Based Services

Typically, the LBS server is assumed to be semi-honest  (i.e., it provides LBSs to 
users while it attempts to disclose the users’ location privacy), and wireless channels 
and mobile devices are assumed to be secure, which is the general privacy threat 
model in LBSs  [27,28]. Therefore, location privacy in LBSs can be disclosed by 
mobile devices, wireless transmission, and the LBS server. First, users’ personal 
information can be disclosed when mobile devices are attacked. Safeguarding 
mobile devices is a parallel topic and is out of the scope of this chapter; interested 
readers can refer to techniques [29,30]. Second, attackers may eavesdrop on users’ 
queries during wireless transmission, which can be solved by Encryption and hash-
ing mechanisms [31,32]. Third, the LBS server may be malicious or be attacked, 
and all users’ location privacy will thus be breached.

13.3  Architecture of LBS Privacy-Preserving 
techniques

The architecture of LPPT can be classified into centralized, distributed, and mixed 
architecture as shown in Figure 13.5. 

The centralized architecture consists of mobile users, trusted server, and the LBS 
server (Figure 13.5a). The trusted server collects users’ queries and protects users’ 
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privacy through privacy-preserving algorithms, and thereafter sends protected que-
ries to the LBS server. Upon receiving the protected queries, the LBS server searches 
the results and sends them to the trusted server. The trusted server then forwards 
related results to users. However, the centralized LPPT suffer from two draw-
backs: (1) It is nontrivial to deploy the trusted server in practice, and (2) when the 
trusted server is attacked, all users’ privacy is breached.

The distributed architecture includes mobile users and the LBS server 
(Figure  13.5b). Users communicate with each other through single-hop and 
multi-hop communication to protect their privacy, or each user locally executes 
a privacy-preserving algorithm. Then protected LBS queries are sent to the LBS 
server. Finally, the LBS server returns the results to users. Although the distributed 
LPPT do not rely on the trusted server, they enlarge the overhead of mobile users. 
Furthermore, when some users taking part in the distributed privacy-preserving 
algorithms are malicious, then other trusted users’ privacy can be disclosed. In 
addition, when users’ locations are very sparse, it is time consuming to perform the 
distributed privacy-preserving algorithms.

The mixed architecture encapsulates both the centralized and distributed mod-
ules. So mixed privacy-preserving techniques can conserve both the overhead of 
mobile users and the trusted server. Unfortunately, complicated parameter setting 
limits the application of the mixed privacy-preserving techniques [33].

13.4 taxonomy of LBS Privacy-Preserving techniques
LBS privacy has attracted the attention of academia over the last decades, and 
we classify the privacy-preserving techniques as in Figure 13.6. At the beginning, 
LBS privacy-preserving techniques intuitively prevented potentially untrusted 
LBS server from accessing users’ location information contained in LBS queries 
through rule protocol-based privacy-preserving techniques [34–37], for example, 
GeoPriv [38] and P3P [39]. But rule protocol-based privacy-preserving techniques 
cannot protect users’ location privacy because the execution of rule-based proto-
cols heavily rely on the supervision of economy, society, and government, and the 

Figure 13.5 (a) the centralized architecture and (b) the distributed architecture 
of privacy preserving techniques.
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LBS server may often disclose users’ location information to advertisement or ana-
lytic servers for the economic benefits [12–15]. Furthermore, rule protocol-based 
privacy-preserving techniques cannot weigh the privacy protection and quality of 
service (QoS) [34–37]. 

Another line of protecting privacy in LBSs is to encrypt the data so that the sen-
sitive information carried by the data cannot be available to others. Though encryp-
tion techniques has been well established and powerful for privacy preserving, the 
common encryption techniques protect privacy at the sacrifice of the data usability, 
which is unsuitable to LBS. In LBS applications, the location information is the 
key to service, if it cannot be obtained by the server, then services cannot be pro-
vided, and this intrinsic conflict is exactly the difficulty of LBS privacy protection. 
Some cryptographic techniques like the private information retrieval (PIR) proto-
col [31,32] and space transformation [40,41] can be used in some applications of 
LBSs such as the Nearest Neighbor (NN) query and the shortest path calculation 
and achieve a high level of privacy and QoS. However, they suffer from disadvan-
tages of complex deployment and high cost in computation and communication, 
making it necessary to design optimization algorithms.

Thus, the flow-up research work in LBS privacy preserving strives to design 
rigorous algorithms to protect LBS users’ location privacy. Because the possibil-
ity of attackers getting a specific user’s location and other personal information 
deduced from his location is proportional to the attackers’ preknowledge about the 
user, it is nontrivial to compute this possibility. For example, some LPPT taking 
users’ moving speed into consideration have to deal with the NP (Non-Polynomial) 
problems [42]. As a result, in this period, most if not all LPPT employ heuristic 
algorithms that assume that a specific user’s location privacy is only related to the 

LBS Privacy Preserving
Techniques

Rule Protocol
based Encryption Heuristic Cachingbased

Space transformation
based

PIR based Cloaking

Dummy

Perturbation

Pseudomy

Figure 13.6 taxonomy of LBS privacy-preserving techniques.
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location information in the LBS query. The heuristic LPPT mainly include pseud-
onyms, cloaking, dummy and perturbation.

Pseudonym is used to prevent the LBS server from mapping a specific user’s 
LBS queries to the user by replacing the user’s identity information with pseud-
onyms [43]. So, Pseudonym mainly protects the query privacy of users. Thus, when 
a user applies for an LBS with Pseudonym, even though attackers can obtain the 
locations of the users, they cannot recognize the identity of the users correspond-
ing to their locations directly. However, using only Pseudonym cannot provide 
enough protection level for query privacy. It is very easy for attackers to infer the 
true identity of users with some background knowledge. Even though frequently 
changing the pseudonym, attackers can still continuously track the user through an 
identity match attack model, thus invalidating the role of Pseudonym. So, a more 
effective technique called Mix Zone has been proposed. Levente et al. [44] divides 
the road network into the observed zone and the unobserved zone, which functions 
as a mix zone. The identity of vehicles in the observed zone are visible, whereas it is 
invisible in the unobserved zone, and vehicles mix and change pseudonyms within 
this zone, making it difficult for attackers to associate the pseudonyms used by 
a specific vehicle before entering and or after exiting this zone. So, the mix zone 
is more suitable for services that need to track a user’s movement like Vehicle Ad 
hoc Networks (VANETs). Furthermore, it can be used in the continuous-query 
scenarios according to some modified version, which will be described in detail 
in Section 13.7.1. Somehow, mix zone can improve the effectiveness of changing a 
pseudonym, but weaknesses still exist: (1) mix zone is dependent on the third-party 
anonymity server, (2) mix zone fails to provide query service for users who locate in 
the mix zone such that the QoS of the system is degraded.

In 2003, Gruteser et al. introduced the notion of k-anonymity from relational 
database to the context of LBS and proposed spatiotemporal cloaking to achieve 
location k-anonymity.

k-anonymity is the most commonly used location privacy cloaking technique.
Location k-anonymity works on the principle that generate a cloaking region that 
includes k users sharing some property of interest, and then querying the server for 
this cloaking region. The size of cloaking region and the number of users in this 
region, that is, k directly affects the efficiency and effectiveness of the privacy pro-
tection. So, many cloaking region generation methods that aim at generalizing the 
space have been proposed, including clique cloaking, Casper and Hilbert cloaking, 
and so on. On the other hand, aiming at the weaknesses of k-anonymity in pro-
tecting the sensitive attributes of queries, more privacy-preserving principles such 
as l-diversity, p-sensitivity and t-closeness have been proposed, all of which bear 
advantages and disadvantages, as will be discussed in Section 13.7.2.

Initially, the spatial and temporal cloaking [45] proposed by M. Gruteser et al. 
in 2003 relies heavily on the anonymizer and have a traceability problem, that is, 
an attacker can easily determine a rough trajectory through tracing a user’s data 
for several minutes. In addition, in 2004, Hong et al. [46] proposed a method that 
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users send a landmark instead of actual location to service providers. However, this 
method fails to provide accurate query results for users when a landmark is far from 
the user. Motivated by that prior work, Kido et al. proposed a dummy-based tech-
nique [47] in 2005 to address the traceability problem without the help of an anon-
ymizer. It sends several fake locations and the actual location together to the server 
so that the LBS server cannot distinguish the user’s location from the dummy ones. 
Compared with cloaking, the dummy-based technique leaks less location informa-
tion about users. Service providers cannot get the precise location, but they can 
know the range of users who use the cloaking technique. While using a dummy-
based technique, users can generate several distant fake locations such that even 
servers do not know the range. This method can guarantee the precision of query 
results, but it places extra burden on the server. Furthermore, dummy locations are 
useful only if they are sufficiently similar to the actual location. So, how to generate 
fake locations or traces which are sufficiently similar with the actual location is a 
hot problem in current research.

Mix zone, dummy and cloaking are designed on the basis of attackers’ side 
information and are therefore susceptive to side information-based attacks  (e.g., 
location tracking, restricted space attacks, observation attacks, location-dependent 
attacks [45,48,49]). What is more, when users require high-level privacy protection, 
they either send very coarse-grained location information or they cannot provide 
location information to the LBS server, resulting in deteriorated QoS.

In [50], the authors state that they believe that the abovementioned methods 
have failed to obtain a good trade-off between the desired level of privacy and the 
usefulness of the LBSs and therefore introduce the notion of differential privacy 
from statistic databases into LBSs. Differential privacy works on the principle that 
distort the sensitive data by adding noise to achieve the privacy preserving while 
keeping the statistic attributes of data. It is independent on the background knowl-
edge that attackers have and provides a rigorous, quantitative representation and 
proof for privacy exposures. Presently, differential privacy is the most rigorous tech-
nique for LBS privacy preserving. However, it does not suit applications in which 
only a single user is involved.

In addition, there are other ways to achieve the privacy preserving the LBS from 
the perspective of reducing the interaction with servers. For example, Cache  [51] 
uses the cache mechanism to cache part of data on local mobile phones. Users can 
query the local cache data with a request for LBS, which avoids disclosing location 
information to servers. Moreover, a collaborative framework MobiCrowd [52] pro-
poses that users query neighbors for similar data first before query the LBS server. 
Many LBS privacy-preserving methods combine multiple techniques, making it 
difficult to simply classify them into one of these categories.

In summary, rule protocol-based privacy-preserving techniques can guarantee 
QoS, but can provide only a low level of privacy protection. Most heuristic privacy-
preserving techniques can gain a better balance between QoS and privacy protection 
but are susceptive to side information-based attacks, and differential privacy suffers 
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from limit application scenarios; encryption-based privacy- preserving schemes can 
add protection privacy while rendering heavy computation and communication 
overhead as well as degrading the availability of the data. Their comparisons are 
shown in Table 13.1. 

13.5 Rule Protocol-Based techniques
Rule protocol–based LPPT prevent an untrusted LBS server from accessing, stor-
ing, and using users’ location information through regulatory strategies. That is, 
the LBS server is required to obtain users authorization before accessing users’ 
locations. For example, GeoPriv  [38] defines a location object that encapsulates 
every user’s location and an according regulatory strategy to prevent the user’s loca-
tion privacy being breached when his location information is created, stored and 
used. For another instance, W3C develops open standards to ensure the long-term 
growth of the Web that describes Web communication protocols (e.g., HTML and 
XHTML) and other blocks [39].

Because the privacy level of users’ location information sometimes changes with 
the variation of locations, privacy policies should allow users to manage and publish 
location information according to their requirements. [53] proposed a privacy pro-
tection architecture for global location services where users can decide who will get, 
and to what extent they will get, the location and identity information. However, 
users are often reluctant to directly manage complex privacy policies, so they some-
times refuse to participate. In continuous-query scenarios, [54] proposed a method 
to protect privacy in continuous location-tracking applications. It claims that users’ 
desired levels of privacy can be situation-dependent and adopts a context-aware 
application to enable automatic privacy policies decisions.

table 13.1 Comparison of Privacy-Preserving techniques

Techniques

Architecture LBS Privacy

Centralized Distributed Mixed Location Trace

Rule Protocol based ✓ ✓ ✓

Encryption ✓ ✓

Heuristic Pseudonym ✓ ✓ ✓

Cloaking ✓ ✓ ✓ ✓

Dummy ✓ ✓ ✓

Perturbation ✓ ✓ ✓

Caching based ✓ ✓
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However, to preserve users’ privacy through rule protocol–based privacy-
preserving techniques, the LBS server should follow the regulatory strategies and 
be resilient to system attacks. Unfortunately, the LBS server is always untrusted, 
for example, according to  [55], there are 15 of the 30 investigated Apps such as 
MySpace and Trapster, disclosing users’ location data to advertisement or analytic 
servers. More severely, the black hat “Peace” disclosed over 167 million users infor-
mation  (including location information) from LinkedIn in 2013  [16] and about 
360 million from MySpace in 2016 [17]. What is more, the LBS server is always 
vulnerable to system attack, even though it follows the regulatory strategies. For 
example, Heartbleed, a serious vulnerability in the popular OpenSSL crypto-
graphic software library, allows stealing the information protected by the secure 
socket layer  (SSL)/transmission layer security  (TLS) encryption, under normal 
conditions [56].

In addition, in the era of Big Data and the 5G IoT, rule protocol–based privacy-
preserving techniques cannot obtain the privacy-utility trade-off. Specially, in the 
era of Big Data and the IoT, data mining enables the LBS server to mine more util-
ity of users’ information contained in LBS queries. On the down side, there is high 
overhead for the LBS server to obtain users authorization before utilizing users’ 
data. So rule protocol–based privacy-preserving techniques can only preserve users’ 
privacy or data’s utility.

13.6  encryption-Based LBS Privacy-Preserving 
techniques

Instead of cloaking users’ true location inside a crowd or fake locations, encryp-
tion-based techniques aims at making it completely invisible to the LBS servers. 
Encryption-based privacy preserving techniques adopts decentralized architecture 
to achieve the tradeoff between the utility and quality of LBS that users wish to 
receive and the location privacy they are ready to compromise.

13.6.1 Private Information Retrieval Protocol

The PIR protocol [57] was first applied to outsourcing data in access networks 
that allow a user to retrieve an item in private from a server of a database without 
revealing which item is retrieved. According to the level of privacy protection, 
its implementation can be classified into information theoretic PIR protocol [57] 
and computational PIR protocol  [58]. Computational PIR protocol ensures 
that an attacker cannot distinguish the access of user to different data items by 
reducing the complexity of theoretically insoluble or computationally infeasible 
problems. The information theoretic PIR protocol ensures privacy no matter 
how strong the computing capacity of attackers. However, due to the fact that 
the transmission cost of returned query results by information theoretic PIR 
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protocol is too high, computational PIR protocol is more commonly used. Most 
techniques are expressed in a theoretical setting, where the database is an n-bit 
binary string X. The client wants to find the value of the ith bit of X (i.e., Xi). 
To preserve privacy, the client sends an encrypted request q(i) to the server. The 
server responds with a value r(X, q(i)), which allows the client to compute Xi. 
Computational PRI employs cryptographic techniques and relies on the fact 
that it is computationally intractable for an attacker to find the value of i and 
given q(i). Furthermore, the client can easily determine the value of Xi based on 
the server’s response r(X, q(i)).

This approach has several advantages including that it does not reveal any spa-
tial information, it is resistant against correlation attacks, and it does not require 
any trusted third party, among others. The approach is expensive in terms of com-
munication and computation; some of the improvements and optimizations the 
authors have proposed include compressing the data sent by the server, having rect-
angular grids/matrices in addition to square ones, and using off-line data mining to 
avoid redundant computation. However, the server reveals large amounts of extra 
information, which results in exposing large portions of the server’s data assets to 
the client.

13.6.2 Space Transformation

Space transformation makes over the information of location and queries to a 
different space using some encryption techniques like Space Filling Curves (SFC) 
and the one-way Hash function prior to transmitting it to the LBS and assess-
ing the queries in this encrypted space. In this way, only mobile users can 
 transform the transformed data into the original one. The data stored in the LBS 
server and the location information about the query sent by mobile users are 
encrypted, so the server can return correct query results without revealing the 
true location corresponding to the encryption location. For instance, HilCloak, 
a Hilbert curve-based location cloaking method, fist rotates the whole space at 
some angle, and builds a Hilbert curve with the key H, which is only available 
to mobile users and trusted entities in this rotated space. In the phase of prepar-
ing queries, trusted entities transform each point of interest (POI) into Hilbert 
value H(pi) and send this value to the server. When starting a query, user q sends 
H(q) to the server and obtains a Hilbert value nearest to H(q) from the server. 
HilCloak can ensure users’ query privacy only once although it preserves the pri-
vacy of any location distribution. However, a standard Hilbert curve transforms 
POIs without considering the distribution characteristics of POIs, so it cannot 
achieve hierarchical access control due to identical granularity division.

Cryptographic techniques can achieve a good performance in privacy pre-
serving, but this would degrade the quality of LBS services that mobile users can 
receive, especially in applications like POIs or navigation. Furthermore, they are 
costly in computation time and in the communication and resources needed.
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13.7 Heuristic Privacy-Preserving techniques
The success rate of obtaining users’ location privacy is proportional to the side 
information attackers get. Thus, it is nontrivial to quantify the risk of users’ loca-
tion privacy being disclosed, for example, some privacy-preserving techniques con-
sidering users’ moving speed have to deal with NP hard problems [42]. So most 
existing privacy-preserving techniques in this period are heuristic. These heuristic 
approaches can be generally classified into four categories: pseudonyms, dummy, 
cloaking and perturbation.

13.7.1 Pseudonym

Pseudonym employs the centralized architecture because the release, use and revo-
cation, and so on need to be operated on a trusted server. It relies on replacing the 
users’ identity with a pseudonym and changing pseudonym frequently or remov-
ing it directly to cut off the connection between the user’s identity and his queries. 
Pseudonym is an object’s identifying without containing the users’ information 
that can be recognized by others rather than a real name. As a result, LBS queries 
cannot be connected with the users’ identifying information. As such, the users’ 
query privacy can be protected.

In general, to enhance the effectiveness of pseudonyms, it is necessary to com-
bine some complicated encryption schemes. It is not  enough to guarantee the 
privacy by employing only Pseudonym because attackers can obtain the location 
in a variety of ways  (such as monitoring users’ phone signal) and identify users 
with some public information. It can reduce the chance that an attacker will use 
the accumulated historical information to infer the users’ identity or behavior by 
changing the pseudonym frequently.

However, attackers can still identify a user by associating all the pseud-
onyms connected to this user if the user’s preference information is stored on the 
server. In addition, there is an association among the space–time information 
of users’ movement, so the user’s identity may still be tracked even if changing 
the pseudonym frequently. A further-developed framework that uses pseudonyms 
with mix zone was proposed and has been extensively studied; this framework is 
mainly employed in dynamic location or trace privacy preserving such as vehicle 
networks.

Mix zone was first proposed in  [59] and is defined as a spatial region where 
applications cannot access any location information of the users therein. Thus, users 
in mix zone are indistinguishable by the LBS server. Furthermore, the LBS server 
still cannot identify users when they come out if they changed their pseudonym in 
the mix zone. For example, in Figure 13.7, u1, u2, u3, and u4 (assume pseudonym 
are id1, id2, id3, and id4) enter the mix zone zone1 and change their pseudonym to 
id !1, id !2, id !3, and id !4. Then the LBS server cannot distinguish users after they 
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enter the mix zone. Thereafter, Beresford improved the Mix zone by optimizing the 
model and reducing the overhead in [60]. 

The earlier techniques about mix zone follow a naive refinement of the mix 
zone, using a rectangular or circular region.  [22] proposed a perturbation algo-
rithm that crosses paths in a region including no less than two users. [61] proposed 
a user-centric approach, where users can determine where and when to change 
their pseudonym. [62] proposed that users change their pseudonym only when they 
meet k users within a confusion radius in a similar direction. [63] concentrated on 
the self-interested users in mix zone and analyzes the non-cooperative behavior. 
Mix-zone is deployed by [64] to enable each user to pass through a mix-zone. [65] 
proposed encrypting users’ information when users are in mix zone. However, such 
a naive refinement of the mix zone is vulnerable to timing attacks [66] and can-
not guarantee users’ privacy. For instance, in Figure 13.7, if the entering time of 
u1, u2, u3, and u4 differ by a large value, an attacker can infer the linking between 
Pseudonym and users.

To resist timing attacks, a time window is applied to a mix zone in the follow-
up techniques.  [67] proposed cryptographic “mix-zones” where the mix zone is 
located at an intersection, and the timing is determined by the delay of the inter-
section. [44] focused on investigating the effectiveness of changing pseudonyms in 
mix zone, considering the arriving and existing time. [68] proposed the optimal 
locations of mix zones, and cloaks a specific user ui with users arriving at the mix 
zone within the time interval t ti i− +τ τ1 2,  , where τ1 and τ2 are small numbers, 
and ti is the arriving time of ui. The time window in [69] depends on users’ arrival 
rate, and the mix zone is centered at the point at which it takes the same time for 

1u
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4u
1outseg
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Figure 13.7 illustration of the definition of max zones.
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users to arrive. These types of work can protect users’ privacy from timing attacks 
through the time window; for example, Figure  13.7 shows that users can enter 
and exist in the mix zone at a similar time, thereby confusing the LBS server. 
Unluckily, all this work is not resilient to transition attacks where attackers map the 
new pseudonym and the old one.

Thus, some techniques are proposed to protect users in the max zone against 
transition attacks. In [70], the time window is set so that on very outgoing  segment s, 
there are enough users coming from the segments of which the transition prob-
abilities to the segment s are similar. Specifically, as shown in Figure 13.8, assume 
a user ui exists in the mix zone and that T (u/y), T (v/y), and T (w/y) are transition 
probabilities that a user coming from the incoming segments u, v, and w, respec-
tively, given he exists on the outgoing segment y. Assume T (u/y) is much less than 
T (v/y) and T (w/y). Then attackers can exclude users entering through u. Thus, if 
there are enough users entering through v and w, attackers would be  confused and 
cannot map ui to a specific user in the mix zone. In addition, [71] proposed tem-
poral, spatial and spatiotemporal delay-tolerant mix-zones that combing mix zone 
and spatiotemporal cloaking to resist transition attacks. However, all the work 
introduced above is based on a single mix zone and is susceptible to inferential 
attack when the attackers employ side information. 

Thus, multiple mix zones are proposed to address this problem. [48] proposed 
optimal multiple mix zone placement to minimize the pairwise information cor-
relation. Users in [72] use unlinkable pseudo-IDs to prevent attackers from linking 
users’ locations to their identities, even when attackers have enough side informa-
tion.  [73] proposed a heuristic algorithm to select the optimal mix zones’ loca-
tions by modeling it as a transportation problem. The users’ moving velocity and 
direction are taken into consideration when locating multiple mix zones in [74]. 
However, in the era of Big Data and the IoT, mix zones cannot protect against side 
information-based inferential attack because attackers can obtain more side infor-
mation from various applications.

Figure 13.8 illustration of the technique against transition attacks.
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13.7.2 Cloaking

Cloaking includes spatial cloaking and temporal cloaking. Spatial cloaking is based 
on reducing the precision of users’ actual location by sending a generalized region 
instead of a precise point to the server, whereas the temporal cloaking diminishes 
the precision in time value. The existence of delay introduced by temporal cloak-
ing makes it so that it cannot work well in LBS, which requires high real time. So, 
cloaking techniques usually use spatial cloaking or spatiotemporal cloaking.

Interval cloaking is the first spatial-cloaking technique and was proposed by 
Gruteser and Grunwald in 2003  [45]. Inspired by  [75], Gruteser and Grunwald 
employed k-anonymous, making a user’s location information is indistinguish-
able from at least k  − 1 other users, which is commonly achieved by forming a 
k- anonymizing spatial region containing the user and k − 1 additional users. Since
that time, most cloaking-based techniques have been based on well-established
k-anonymous and many mechanisms had been proposed to form the cloaking
region.

A naive approach is to create a minimum bounding rectangle or circle that con-
tains an anonymous set called Center cloak [76]. In [45], location information is 
represented by a tuple containing three intervals  ([x1, x2],  [y1, y2],  [t1, t2]), which 
represent a user who appears in the geographic area [x1, x2], [y1, y2] during the time 
period [t1, t2]. The anonymity server organizes at least k users, including the target 
user present in this area during this time period. In this way, attackers cannot lock 
the target. Nevertheless, interval cloaking has some weaknesses: (1) the size of the 
anonymity set k is equal to all of users; (2) there is no limitation for the size of cloak-
ing region; (3) its low spatial resolution will result in inaccurate query results and 
tons of unnecessary query results will be sent to users, degrading users’ QoS and 
increasing the burden of communication and processing overhead; and (4) the extra 
delay introduced by temporal cloaking also decreases users’ QoS.

Cloaking based on location k-anonymity has four main factors that reflect the 
privacy protection requirements. (1) k, the minimum number of users in the anonymity 
set required by the service requester, also known as degree of anonymity. (2) Amin, the 
minimum size of cloaking region. Setting Amin is to prevent the anonymity region from 
being too small in a populated area to easily expose the users’ location. In extreme 
cases, k users gather in a position where the k-anonymity region is a specific location 
point.  (3) Amax, the maximum size of cloaking region. If the anonymity region is 
too large, then the distribution of users would be very sparse and the server’s cost of 
processing queries would be great. (4) Tmax, the longest tolerable anonymous time, 
that is, the process of anonymization should be complete in Tmax from the instant the 
user asks for anonymization. k and Amin are location- anonymous restrictions and refer 
to the minimum value of anonymous quality, whereas Amax and Tmax are restrictions 
of service quality in LBS and refer to the worst QoS.

As previously mentioned, k-anonymity is the most important privacy cloaking 
technique (Figure 13.9). 
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Location k-anonymity cloaks a specific user’s location into a region that 
includes no less than  (k  −  1) other users, so the location of every user in this 
region is distinguishable from others. However, k-anonymity also has its inherent 
shortcomings. So many improved versions of k-anonymity have been proposed, 
it is more difficult for attackers to get a user’s sensitive information. At first, the 
k-anonymity-based privacy-preserving techniques focused on designing location
k-anonymity. (1) Location k-anonymity cannot guarantee users’ location privacy, for
example, the region including no less than (k − 1) users is too small to disclose users’
privacy in densely populated areas. Thus, [34] proposed to cloak more than (k − 1)
users in a region the area of which is no less than Amin, through hierarchically decom-
posing the spatial space. (2) Users cannot be cloaked, or the cloaking region is too
larger to increasing overhead and deteriorating the quantity of LBSs, in sparsely
populated areas. To address this problem, [77] cloaked a specific user’s location in a
region that contains no less than (k − 1) historical locations of other users, and [78]
proposed to cloak a specific user’s location into dummy locations.

With further in-depth exploration about the k-anonymity-based privacy- 
preserving techniques, academia has gradually concentrated on the privacy level 
location k-anonymity provides, personalized requirements of users, the prior 
knowledge attackers obtained, and the trade-off between privacy and QoS, and the 
system architecture, and so on.

k-anonymity is vulnerable to two attacks: (1) the homogeneity attack, which
leverages the case where all the values for a sensitive value within a set of k records 
are identical. In such cases, even though the data has been k-anonymized, the 
sensitive value for the set of k records may be exactly predicted; and (2) the back-
ground knowledge attack, which leverages an association between one or more 
quasi- identifier attributes with the sensitive attribute to reduce the set of possible 
values for the sensitive attribute.

① Query

Anonymizer④ Related results

② Cloaking

query
③ Candidate

results

:Other users

:User of interest

LBS

Figure 13.9 An illustration of cloaking-based privacy-preserving techniques.
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An improved privacy principle  (α,k)-anonymity  [79] guarantees that the per-
centage of records that are related to any values of sensitive attributes in each equiv-
alence class is less than α with the satisfaction of k-anonymity.

Machanavajjhala et  al.  [80] proposed l-diversity, which guarantees at least l 
“well-represented” values for sensitive attributes in each equivalence class such 
that the risk of linking a sensitive attribute to its issuer is less than 1/l. However, 
l-diversity neglects the semantic similarity of sensitive attributes, which makes it is
insufficient to defend against similarity attacks. A similarity attack refers to there
being semantic similarity among sensitive attributes in an equivalent class although
their values are different.

On the basis of l-diversity, [81] proposed the notion of t-closeness, which consid-
ers the distribution of sensitive attributes. Specifically, it requires that the distance 
between the distribution of a sensitive attribute in a equivalence class and the dis-
tribution of the attribute in the whole table is less than a threshold t.

Xiao et  al.  [82] aimed at preventing the sensitive attributes disclosure with 
consideration of the query diversity and semantic information and proposed 
p- sensitivity. It requires that in the query anonymity set of a user, the proportion of
the number of sensitive queries account for this set is less than p, that is, the prob-
ability of any user in this corresponding cloaking region sending a sensitive query
is less than p.

Xiao and Tao [83] proposed m-invariance to degrade the risk of privacy dis-
closure in republication of dynamic datasets. Assuming that T 1

*, T 2
* , …, Tn∗ are 

a series of data released successively in dynamic context, the series of data achieve 
m-invariance if and only if two conditions are satisfied: (1) For each data released
at time i, Ti∗, there are at least m records in its every equivalence class and these
records have different sensitive attributes. (2) If a record presents in several repub-
lication at different time, then the set formed by the value of sensitive attributes
included in the equivalence class that releases this record every time must equal.

Cloaking techniques that are mainly based on k-anonymity protect query pri-
vacy through attackers’ inability to distinguish the issuer from at least other k − 1 
users, whereas l-diversity, m-invariance, p-sensitivity, and so on protect query pri-
vacy by obscuring the sensitive attributes within queries such that they increase the 
uncertainty of linking users with their sensitive attributes.

13.7.3 Dummy

Dummy-based privacy-preserving techniques always adopt distributed architec-
ture. Specifically, each user locally generates dummy queries and sends both the 
dummy queries and his query to the LBS server. Then the LBS server returns all 
results corresponding to both dummy queries and real query to the user, and the 
user filters out his query results. As an example, in Figure 13.10, u1 first generates 
three dummy users u2, u3, and u4 (dummy users’ queries are dummy queries, loca-
tions of dummy users are dummy locations), sends his real query q1 and the dummy 
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queries q2, q3, and q4 to the LBS server, and filters out his query results upon receiv-
ing all query results from the LBS server. 

At first, dummy-based privacy-preserving techniques generate dummy queries 
based on very simple heuristics to protect users’ location privacy. [84] first proposed 
to generate dummy users according to dispersibility, density, and uniformity. [85] 
proposed to generate dummy queries based on a virtual grid or circle.  [86] 
generated dummy queries through interpolation strategies. However, all these 
techniques  [84,86] allow attackers to distinguish users’ queries from dummies 
according to users’ moving patterns.

In continuous query scenarios because attackers can continuously observe the 
location information of users, it is necessary to consider the correctness and conti-
nuity of the dummy locations. So, the key problem is how to measure the privacy 
protection level of generated dummy trajectories. [87] proposed three metrics: short-
term disclosure (SD), long-term disclosure (LD) and distance deviation (DD). SD 
refers to the probability of successfully inferring each true location. LD is the prob-
ability of successfully identifying the true trajectory among all possible trajectories. 
DD is the average distance between the real trajectory and the dummy trajectory.

So, the follow-up research work takes restrictions in the real environment into 
consideration. Dummy users generated in  [88] have consistent movement, and 
the anonymous area containing dummy locations and users’ locations also satis-
fies users’ privacy requirements. Dummy users are generated in [89] according to 
the users’ future locations, and at the same time, service attribute values of dummy 
users are consistent with the query context. [90] considered a more realistic move-
ment behavior that users always pause at some places of interest. But, these tech-
niques are vulnerable to side information-based attacks [81,91] such as attacks that 
obtain a specific user’s lifestyle details, which allows attackers to distinguish the 
user’s location from dummies according to his lifestyles.

Thereafter, research work strove to propose dummy-based privacy-preserving 
techniques against side information-based attacks. [92,93] generated dummy users 
taking the attackers’ own side information into consideration, and enhance privacy 

Figure 13.10 An illustration of dummy-based privacy-preserving techniques.
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protection through choosing dummy locations from some locations that have the 
similar query probabilities with a specific user. However, all this work only captures 
the basic geographic features of the users’ movement, ignoring the semantics of the 
users’ movement, and deteriorate the utility of the users’ location information [94].

Therefore, the follow-up techniques attempt to synthesize plausible location 
traces, in terms of geographic and semantic features.  [94] generated fake, yet 
semantically real, traces (i.e., dummy traces) to protect users’ location privacy while 
considering both geographic and semantic features. It first transformed traces 
into semantic space, then generated plausible location traces through sampling in 
semantic space. Nevertheless, it fails to capture the social relationships of mobile 
users, which would make the user suffer from de-anonymization attacks where 
social networks are used as the side-information.

However, in the era of Big Data and the IoT, dummy-based privacy-preserving 
techniques are not sufficient to protect users’ privacy. Specifically dummy queries 
confuse attackers only when dummy queries are plausible to real queries. However, 
attackers can access more side information in the era of Big Data and the IoT, thus 
it is still difficult to synthesize plausible location traces considering attackers are 
exploiting more side information.

13.7.4 Perturbation

Perturbation is a straightforward method for privacy preserving. The main idea is to 
randomly perturb a user’s location by adding predetermined noise distributions to 
coordinates, which makes a deviation between the true location and the location sent 
to servers. This method, in principle, derives from the “data distortion” in privacy-
preserving data mining [95]. [19] generated random points by adding Gaussian noise 
to actual locations and sent the farthest point from the actual location to servers. 
However, selecting the farthest point will help attackers infer the actual location (i.e., 
where to start inferring). An improved method proposed by [96] employed a uni-
form distribution to remit this problem. However, this method is vulnerable to a 
noise-filtering attack. SpaceTwist [97] mainly aims at the issue of computing exact k 
nearest neighbor (kNN) query results. Instead of sending the true location to serv-
ers, SpaceTwist sends an anchor, a location near the true location to the final results, 
thereby protecting the location privacy. However, the farther that an anchor is from 
the true position, the higher the privacy protection level for users but the greater the 
cost because it needs to search more neighbors of anchors. Furthermore, it is unlikely 
to suffice for LBS because, with a predetermined noise distribution, the levels of 
privacy protection and LBS accuracy largely depend on the context, such as road and 
population density, around a user’s location. For example, intuition suggests that, to 
achieve the same level of privacy and LBS accuracy, a user should (or could) deviate 
more from its real location in a rural area than in a downtown location.

Simply and intuitively adding noise to actual location:  (1) degrades the user’s 
experienced quality of LBS, (2) severely limits the availability of data in Big Data 

39

Ta
yl

or
 a

nd
 F

ra
nc

is
 N

ot
 fo

r D
is

tri
bu

tio
n



290 ◾ 5G-Enabled Internet of Things

and the IoT, and (3) is vulnerable to noise filtering attacks. So, it is rarely studied 
now. Notably, there is a well-established noise-based perturbation technique called 
differential privacy, which is a privacy notion proposed by Dwork in 2006 [98] for the 
issues of privacy leakage in the context of statistical databases. In principle, differential 
privacy substantially transforms the exact query of a dataset into a distribution, mak-
ing the probability of getting the same result for querying two adjacent datasets. 
Differential privacy is independent on background knowledge that attackers have 
and provides strict proof of privacy protection, which makes it extensively researched 
and applied in privacy protection of data release and data mining. [99] presented a 
synthetic data generation technique that can be used to publish statistic information 
about commuting patterns in a differentially private way. [100] used a quadtree spatial 
decomposition technique to ensure differential privacy in a database with location 
pattern-mining capabilities. So, differential privacy can be successfully applied in 
cases where aggregate information about several users is published.

There are some advantages for differential privacy: (1) Differing from the heuris-
tic privacy-preserving techniques, differential privacy defines a very rigorous attack 
model and gives a rigorous, quantitative representation and proof of privacy expo-
sures. It can reduce the risk of privacy disclosure while guaranteeing the usability of 
data. (2) It is free from the background information of the attackers, which greatly 
affects the privacy-preserving level provided by many heuristic methods. (3) Although 
it works on distorting data, the amount of noise added to data is independent of the 
data set size. As a result, for large data sets, by adding only a very small amount of 
noise, one can achieve high-level privacy protection. Accordingly, it raised a study 
upsurge because the concept of differential privacy was proposed and received a high-
level of approval. However, this technique does not work well when only one user is 
involved and, in that scenario, risk of compromising the location information is high.

13.8 Caching-Based techniques
The above three types of techniques to protect privacy are from the perspective of 
the sensitive attributes of queries submitted to the LBS server, whereas the view-
point of the caching-based technique is to reduce the number of queries sent to the 
LBS server. Specifically, users’ cache data obtained from historical queries to settle 
future queries. If fewer queries are sent to the server, then less sensitive information 
will be released, and hence there is less chance of exposing the user’s privacy.

Amini et  al.  [51] introduced the cache system to preserve the user’s privacy 
first. By pre-fetching the service data within a certain area before arriving at that 
area, mobile users can search the POIs locally rather than sending queries to an 
untrusted LBS server. However, mobile users need to store large volumes of service 
data for a large area due to the naive and heuristic caching method, which incurs 
high overhead in storage space and low-efficiency in answering queries. As an auxil-
iary method, [101] designed a distributed location privacy-preserving algorithm for 
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a collaborative group, termed MobiCrowd. Users in MobiCrowd query neighbors 
for similar service data before sending a query to the LBS server. In this way, the 
probability of location exposing is decreased.

However, this scheme neglects the privacy-preserving requirement of users 
who need to send queries to the LBS server. In addition, it does not  consider 
whether the cached data is able to meet users’ queries, namely, the cache hit rate. 
Mobicache  [102] combines caching and k-anonymity, and carefully designs a 
dummy selection scheme with consideration of improving the cache hit ratio. But 
it still simply tries to cache more data that has not been cached yet, and it does 
not consider the side information that an adversary may have. Thus, the adversary 
can infer the real location with the help of side information.

There are also several common problems with these caching-based solutions. They 
do not have an integrated privacy metric to measure the effect of caching on privacy, 
and their caching design is pretty straightforward but without consideration of some 
important factors that could affect the cache hit ratio. Authors in [103] proposed 
a caching-aware, dummy-based solution to protect location privacy in LBSs. This 
solution caches the service data obtained from both the real location and dummy 
locations of the current query to improve the cache hit ratio. And it shows the quan-
titative relation between caching and privacy. But there is still a risk of revealing the 
user’s identity due to the first time communication with the LBS server.

From the level of users’ QoS, there are three possible cases for cached data. 
(1) the cached data is able to answer the LBS query and is unexpired, (2) the cached
data is able to answer the LBS query but is expired, and (3) the cached data cannot
answer the LBS query. So it is necessary to consider several factors that could affect
the cache hit ratio while protecting privacy: (1) the query probability of location,
where caching locations with high query probability is of the priority; (2) normal-
ized distance (the distance between the real location and dummy locations), where
caching locations near to the real location is of the priority; and (3) data freshness,
where caching locations close to expiration is of the priority. Synthesizing the above
three factors, the dummies’ contribution to cache can be calculated quantitatively.

13.9 Challenges and Future opportunities
13.9.1 New Challenges in Big Data and the Internet of Things

In the era of Big Data and the IoT, the aforementioned four types of privacy-
preserving techniques all face new challenges. 

1. Rule protocol–based privacy-preserving techniques either constrain the util-
ity of location information or disclose users’ privacy in the era of Big Data
and the IoT. In the era of Big Data and the IoT, data mining technology can
excavate much new utility of large volumes of data. So the LBS server cannot
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inform users of the new utility of the users’ location data it used in advance, 
and it cannot bear the cost when it informs users and obtains users’ autho-
rization when it uses a new utility of users’ location data. In addition, rule 
protocol–based privacy-preserving techniques cannot weigh QoS and privacy 
protection. In summary, rule protocol–based privacy-preserving techniques 
can only guarantee the utility of location information or users’ privacy.

2. In the era of Big Data and the IoT, most if not all heuristic privacy-preserving
techniques cannot preserve users’ privacy because attackers can obtain large
volumes and many kinds of data related to users’ location information that
can then be directly or indirectly used to infer the users’ location privacy.
First, attackers can get more data related to users’ location information (e.g.,
social relationships, moving habits, hobbies, workplace) from various LBS
Apps (e.g., Google Maps Foursquare Nearby Getyowza). Then it is more pos-
sible for attackers to infer users’ location privacy when applying these side
information. For example, users’ locations cloaked by k-anonymity–based
privacy-preserving techniques can be successfully de-anonymized when
attackers obtain friendships from Facebook  [104]. For another example,
when attackers get users’ moving habits from Google Maps, pseudonym and
dummy-based privacy-preserving techniques suffer from moving mode-based
attacks. Second, users’ location privacy protected in one kind of LBS (e.g.,
Nearby) may be disclosed in another LBS (e.g., Check in).

3. In the era of Big Data and the IoT, the expanding users’ location informa-
tion is provided to the LBS server, making it impossible to apply encryp-
tion–based privacy-preserving schemes in practical systems. Specifically, first
encryption-based privacy preserving techniques always heavily rely on addi-
tional hardware and complex algorithms and are resource-hungry so that they
cannot efficiently deal with large volumes of users’ data  [105]. Second, the
important features in the IoT, limited resources, constrains the application of
encryption–based privacy-preserving techniques in Big Data and the IoT.

13.9.2 Future Research in Big Data and the Internet of Things

Facing those new challenges, the following are some open research problems that 
could be further investigated when it comes to location privacy preserving in LBSs. 

◾ How to obtain a good balance between the level of privacy protection, the
utility of location information, and the overhead

◾ How to systematically quantify LBS privacy and the risk of users’ privacy
being disclosed

◾ How to protect privacy when considering attackers’ side information
◾ How to protect privacy for users with heterogeneous data
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13.10 Conclusions
The increasing capabilities of position-determination technologies in mobile and 
hand-held devices facilitate the widespread use of 5G-Enabled LBSs. The emerg-
ing idea of LBSs is rapidly finding its path throughout our modern life, aiming to 
improve the quality of life by connecting many smart devices, technologies, and 
applications. Although 5G-Enabled LBSs are providing enhanced functionalities 
and convenience of ubiquitous computing, they open up new vulnerabilities that 
can be exploited to target the violation of the security and privacy of users. This 
vision has been supported and heavily invested by governments, interest groups, 
companies, and research institutions.

In this chapter, we have provided a comprehensive overview of the privacy-
preserving techniques in 5G-enabled LBSs. We categorized and gave an inside-out 
look into existing techniques. By reviewing several typical works in each category, 
we sum up their basic principles and recent advances. We also highlight the use 
of privacy-preserving techniques in 5G-Enabled LBSs for enabling new research 
opportunities. Through the timely and comprehensive overview of the recent 
works, this survey may further encourage new research efforts into this promising 
field, eventually embracing the exciting vision of forming a society of “Internet of 
Things” in the near future.
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Although the fundamental processes in society (e.g., the need for travel, busi-
ness, and entertainment) have not changed for as much as the past 1000 years, the
complexities of life and the world have been increasing constantly as these pro-
cesses are being made ever more efficient [25]. The underlying complex systems
are often envisioned as networks of mutually interconnected subunits (so-called

355
50

Ta
yl

or
 a

nd
 F

ra
nc

is
 N

ot
 fo

r D
is

tri
bu

tio
n



356 � Security and Privacy in Internet of Things (IoTs)

structural models, being derived from a physical structure), or as networks cap-
turing interdependencies and relationships (so-called functional models, being
derived from a logical structure) [19, 47]. Thus, network models are collections
of scalar (often binary) interactions between the pairs of entities. For example,
living matter is formed by complex interactions of biomolecules, cells, organs,
tissue, individuals, and populations [51]. On the other hand, socioeconomic
infrastructures such as telecommunication systems, roads, and distribution of
utilities are examples of the largest man-made networks. Notably, the social and
biological systems are far more complex than any man-made technology, with
the human brain being the most complex structure known in our universe.

From a historical perspective, as the tertiary economic sector of services
(established shortly after the second world war) has become saturated, there is a
natural pressure to build a new quaternary economic sector to offer new employ-
ment opportunities. This new economic sector will benefit from the information
revolution of the twenty-first century and from the expanding, knowledge-based
digital economy. More importantly, it is expected that the quaternary economy
will focus mainly on understanding, controlling, and synthesizing biological sys-
tems to improve cognitive and other capabilities of human beings. In other words,
as the late twentieth century was about development and deployment of ICT, the
beginning of the twenty-first century is about the exploration of active matter
and life sciences. For instance, synthetic biology can modify existing organisms,
which has many security implications.

The IoT will build bridges between the existing complex systems by extend-
ing the reach of the Internet into the physical world. This will allow deeper inte-
gration of the human world with nature (down to nanoscale levels) as well as
more efficient utilization of resources by intelligent management of flows of peo-
ple, goods, and assets. The goal is to build pervasive systems and environments
that are reliable, unobtrusive, autonomous, and secure. The intelligent systems
and smart environments involving the IoT can be considered to be generalizations
of the Internet (cf. combinatorial evolution of technology [43]). The controlla-
bility of the systems and environments will be enhanced significantly through
a network of nested heterogeneous networks with numerous hybrid interfaces,
leading to a formation of an extremely complex system of systems. The intelli-
gence will especially concern the interfaces, while the objects and processes will
be assigned their unique identifications (IDs). The information flows pertinent
to such intelligence must be governed by information security policies including
information labeling (classification), modification, ownership, and accountabil-
ity. The proliferation of the IoT will enable access to information about any envi-
ronment and about the status of any object, anytime, and anywhere. Establishing
these information highways is driven by the deployment of various IoT sensors
(physical devices) and markers (logical devices). In addition to ubiquitous sen-
sors, the radiofrequency ID (RFID) tags are another key enabler of the IoT, even
though these tags often have very limited computational and memory capabili-
ties (e.g., write-once memory, allowing only for static cryptographic keys). So
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far, the security of the RFID networks concern the use of so-called blocker tags
(to overwhelm the tag reader) and the establishment of privacy zones [26].

Information extracted from the data reported by the IoT is vital to make mean-
ingful decisions to move the system toward a desirable state. Thus, the emergence
of the IoT will have profound effects on functionality, dynamics, processes, and
activities, including security of many if not all systems on the earth:

� The existing (already complex) systems will become more closely inter-
connected and immersed.

� The interactions of components within and in between systems will
increase.

� The existing services will be modified while the opportunities for new
services will emerge.

� Our perception of the environment and the reality we live in will change.

� The scale and scope of security problems (among others) will greatly
expand.

For example, the Internet redefined social interactions [3] and is affecting the
structure and functions of the human brain [55]. Nanoparticles are now used for
sensing the biochemical processes inside biological cells and for drug delivery
[16, 17]. The utility grids are enhanced using secure data aggregation to optimize
energy consumption [33].

The IoT will also drive machine-to-machine (M2M) communications. More-
over, machine-to-human (M2H) communications are expected to be increasingly
more important; for instance, to enhance human brain capabilities, and at the
same time, to also enhance machines by exploiting the computational power of
the human brain (e.g., to detect, classify, and track multiple objects in arbitrary
visual scenes is an overwhelmingly complex task). The IoT networks can be even
used to implement brain-to-brain communications [48]. In general, the human
brain is the subject of intensive ongoing research [52]. For instance, the brain’s
complexity has been created in only 4.5 million years as a direct consequence of
social interactions and our ability to bypass natural selection (evolution). Unlike
very similar biological structures of the body in all human beings, brain struc-
tures show enormous variations among individuals. As the human brain is pri-
marily responsible for creating our culture as well as for making decisions, the
brain and our mind are now also the subject of serious security concerns. In par-
ticular, a new concept of so-called nonlinear or hybrid, network-centered wars
involving political, economical, social, psychological, and information contact-
less encounters as well as conventional military operations, is outlined in a report
[10]. This report, frequently debated on the Internet, argues that mankind has
entered a new era of permanent war, with the current phase being psychological
warfare, primarily targeting human thinking and decision-making. As well as the

52

Ta
yl

or
 a

nd
 F

ra
nc

is
 N

ot
 fo

r D
is

tri
bu

tio
n



358 � Security and Privacy in Internet of Things (IoTs)

(a) (b) (c)

Figure 14.1: An example of three interacting networks (the gateway nodes are filled)
where, e.g., (a) is the human brain, (c) represents the surrounding environment, and
(b) is the IoT network creating the bridge between the other two networks.

for Internet media, such warfare can exploit new data from mobile phone sensors,
and from enhanced personal communications and other ambient technologies
[41] to affect our perceptions of reality, and also, in turn, our decisions (cf. ubiq-
uitous advertising). In summary, we may expect emergence of ecosystems of
interconnected things deployed in diverse environments with many industries
and players involved to make the world we live in more intelligent, predictable,
and controllable.

Complex systems are the main focus of many current scientific and techni-
cal investigations. These systems can be conveniently modeled as graphs repre-
senting interactions of a large number of nodes [14, 47]. They usually require
multiple models of different types (structural or physical vs. functional or log-
ical) at different spatiotemporal scales [32]. As an example, Figure 14.1 shows
three interacting systems, with Network B acting as a bridge or interface between
Networks A and C. For example, Network A is the human brain, Network C is
the surrounding environment, and Network B are the IoT sensors and actuators.
Even though the security of computer networks and of cybersystems have been
studied and understood extensively [50], the security of more general systems
having a network-like structure seems to be a new subject [38]. For instance, as
the biological and social networks are very complex, defining their security is
likely to be rather nontrivial.

In general, security provisioning requires extra resources (“there is no free
lunch”), and often, to trade off reliability, availability, and security [4]. The cur-
rent approaches to security emphasize prevention with pervasive monitoring and
control through passive protection, perhaps mimicking security as it evolved in
nature. The security of all systems can be described using security policies and
procedures. For networks involving technology, security must also account for
hardware and software implementations and their updates (due to possibly fre-
quent turnarounds and modernization). When considering the security of com-
plex sociotechnical networks, the main challenges accelerating the demand for
their security are:
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� Highly fragmented systems with diverse components and hybrid inter-
faces

� Components with varying levels of security certification, standards com-
pliance and interoperability

� A mixture of components designed with embedded security features and
those with security added as an extra feature

� A highly competitive environment with many manufacturers, operators,
contractors, suppliers, etc.

� The convergence of information and operation technologies (IT and OT)

� A growing need for remote access and management of subsystems

� A paradigm shift in the motives and targets of the adversaries, fueled by
IoT characteristics (e.g., the shift from small to large scale, from ad hoc
to well planned, from single domain to concurrent attacks across multiple
domains, from material or financial to psychological, etc.)

Ultimately, security provisioning must aim at

� Developing and supporting widely accepted good security practices
across IoT industries

� Identifying security monetization opportunities and accounting for under-
lying costs (e.g., environmental, social, and system downtime costs)

� Developing universal, systematic approaches to holistic security that
encompass all complex systems affecting our lives (e.g., embedding secu-
rity and creating security platforms and concepts, security intelligence,
plug-and-play security, etc.)

� Developing automated security threat (risk) assessments and security
analytics for arbitrary complex systems or their subsystems

Some of these challenges and aims can be addressed by implementing security at
multiple scales, at different segments (creating secure, less secure, and nonsecure
zones with the corresponding varying levels of security risks), and at multiple
layers (so-called layered security, robust against penetration attacks). Similarly
to other networked services and functions, security can be either implemented
within the network core or at the network’s edges; a viable network security will
likely require combination of both these approaches.

One of the main reasons to be concerned about security is that it impacts
the sustainability of systems [31]. For instance, malicious behavior, harmful
actions, malfunctions, and errors are likely to propagate through the network,
and may permanently change the system’s internal state [47]. Many real-world
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network systems and network models are scale-free which makes them very
robust against random, ad hoc attacks (i.e., random removal of edges and nodes)
[1]. However, these networks are very vulnerable to targeted attacks; for instance,
removing the hubs (highly connected nodes) can disrupt the network and its
functions very quickly. For example, a phishing attack targeting a specific indi-
vidual (so-called spear phishing) significantly improves the probability of suc-
cess [4]. Hence, when considering how to build the secure IoT, the focus should
be on targeted, planned attacks. The ad hoc random attacks that prevail in today’s
computer networks usually cause a temporary service disruption, even though the
aggregated cost of damages may be huge. However, a targeted and well-planned
attack may cause high-impact and lasting (even permanent) damage in many gen-
eral network-like systems. For example, a small-scale targeted attack to selected
power plants or the electricity distribution grid may cause a long-lasting coun-
trywide blackout.

The bottom line of most security attacks seems to be to identify a vulnerabil-
ity in the system to bypass its defense mechanisms. Obviously, defense becomes
more difficult for more complex systems; as popular wisdom goes: “the system
designers have to secure everything, but the attacker has to find only one vulner-
ability.” The most common vulnerability is to make assumptions about system
processes, system status, typical behavior of users, expected format of inputs,
and so on. The attackers are likely to search for situations when and where these
commonly accepted assumptions are violated, and use them to launch an attack.
However, making these assumptions can never be entirely avoided due to the
complexity of the systems we are dealing with, so no system can ever be made
absolutely secure. For example, any process within the system that is predictable
can be considered as an assumption that can be exploited by the attacker. Thus,
security should be considered to be a dynamic, continuously evolving process
rather than a static, one-off solution.

14.1 Characterizing Complex Systems
Many systems in our world can be modeled well as networks of interconnected
components. A large number of heterogeneous components and their various
spatiotemporal nonlinear interactions make these systems to appear very com-
plex (far beyond complicated). Understanding of these systems is a prerequisite
for devising how to make these systems secure. In complex systems, it is, gen-
erally, difficult to distinguish causes and effects, how they relate to each other,
and how to describe system behavior at all [32]. Locally, the components behave
stochastically and predicting their behavior is only possible over short timescales
(so-called organized simplicity). However, the compounded behavior of many
components becomes a meaningful macroscopic characteristic of the system that
is predictable over longer time intervals (so-called organized or unorganized
complexity). Predicting the behavior of complex systems is mainly complicated
by the nonlinear responses to perturbations (i.e., the whole is not equal to the
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sum of its parts). In data-driven modeling, it may be straightforward to mea-
sure the individual components; however, measuring the interactions (sometimes
referred to as protocols) between the components or groups of components is
often difficult.

Complex systems have a number of typical intrinsic characteristics: self-
organization and adaptation to the environment, emergent macroscopic behav-
ior, and maintaining a dynamic internal state at the boundary between order
and chaos [27]. Their self-organization is achieved in a fully distributed manner;
centralized control or predictable hierarchy is not possible in complex systems.
The adaptation can be described as solving different constrained optimization
problems at different spatiotemporal scales (e.g., from continuous homeostasis
in cells to habitual behavior of whole populations during evolution). Long-term
adaptations are critical for system sustainability and survival. Complex systems
usually recover from small perturbations, maintaining stability in an internal
(steady) state, but may transition to a new state once the perturbations become
large enough. Adaptations may reflect changes in the values of static variables,
and even more radical changes of the internal structure. Moreover, complex sys-
tems do not have to evolve from scratch. They are often built by reusing the
components and subsystems of other complex systems, which can speed up evo-
lutionary developments significantly (cf. the human brain, software, and combi-
natorial evolution).

Fundamentally, all complex systems can be characterized from different
perspectives, domains, contexts, and spatiotemporal scales, as indicated in
Figure 14.2. Thus, the services and functions provided by complex systems are
observer dependent. The optimization problems defined in different domains

1

2
N

Figure 14.2: The projections (N hyperplanes) of a complex system (the hypersphere).
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may have different priorities, so the overall global solution to these problems is
also dependent on priorities. For example, society offers education, healthcare,
postal deliveries, emergency response services, transportation, supply chains,
and other services. The domains may have subdomains, such as those of cul-
tural values and emotions within the domain of society. This has important con-
sequences for the security of complex systems such that a sophisticated attack
can evolve from one subsystem (context, service plane, or domain) to another as
vulnerabilities are discovered and exploited until the attack reaches its intended
objective. Such attacks and, especially, the corresponding defenses are a far more
challenging problem than the analogous attacks on computer networks (possi-
bly combined with social engineering as another domain) known as pivoting
[4], since the multitude of available domains may help to completely conceal
the attack. Thus, detecting and stopping an unfolding attack across multiple dif-
ferent domains may be provably impossible. A good understanding of possible
targets and motives of the adversaries (i.e., a good model of them) may signif-
icantly increase the chances of their discovery (i.e., to know where, when, and
what to look for). Similarly, to make the software environment more secure, it is
suggested to minimize the number of concurrently running applications and pro-
cesses [4]; however, this strategy is not viable, or at least not easy to achieve, for
complex systems serving a large number of users with many different services.

Unlike the designers of complex systems who are concerned with the reli-
ability, emerging patterns of behavior, and evolution and adaptation of these
systems, the attackers are mainly concerned about not being caught. Thus, the
attackers may use a combination of the ad hoc trial-and-error strategy together
with computational modeling and planning to plot an attack which gives them an
enormous advantage over the defenders. Moreover, as the adaptation of complex
systems is usually just good enough (i.e., possibly far from the optimum) to strive
and survive, an interesting problem is how to capitalize on this to make complex
systems more secure. For instance, complex systems that are more tolerant to
perturbations are also likely to be more secure (or easier to be secured).

Introducing the IoT into the existing complex systems will create the intrin-
sic intelligence needed to enhance the ability of these systems to adapt and self-
organize. As the IoT can create interfaces and build bridges among different
complex systems, we can expect the controllability of many existing systems to
be either significantly improved, or newly created. The resulting sociotechnical
(or cybersocial) systems can be then perceived as being built above the informa-
tion and communication technologies (ICT) and the underlying social networks,
and with different scopes of security, as shown in Figure 14.3.

An important class of optimization problems defined in complex systems
are so-called wicked problems [27]. These problems are extremely difficult to
solve, since they are even difficult to formulate precisely, and in addition, even
solving any one of their aspects does not reduce their complexity. The solutions
of wicked problems are always only approximations which are even difficult to
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Figure 14.3: The security scopes of cyberphysical and cybersocial systems.

verify. These solutions cannot be obtained iteratively nor by exhaustive search to
conquer their complexity. All wicked problems are unique, so solving any one
such problem does not help to solve other similar problems. Wicked problems
can be described from different perspectives or domains (cf. Figure 14.2) which
determines the nature of their solution. The security of complex networks includ-
ing, for example, cyberwars and global terrorism are good examples of wicked
problems.

We can identify some recent trends that play a significant role in the evolu-
tion of complex systems. Many of these trends are well known and established in
computer science to develop computing systems. For instance, virtualization is
a technology to create virtual hardware and software computing platforms [13].
Virtualized computing environments are often used in the education of computer
security [9]. More interestingly, we can observe network virtualization tenden-
cies in other types of complex systems: for example, fiat money and derivatives
in financial markets (vs. the real economy), virtual friendships on social websites
(vs. real human relationships), incremental research results reported in scientific
publications (vs. bold and risky research problems that are difficult to publish),
manufacturing perceptions and impressions in social networks (vs. going beyond
more easily manipulated or even artificially manufactured information labeling
using metadata), and so on. Particularly in social networks, ongoing virtualiza-
tion causes decorrelation of intrinsic processes, changes of (once long-standing)
values and shifts in perception; for example, devaluation of the experiences of
older generations, and of university education as it no longer guarantees a well-
paid job and prospective career, and higher-income activities are no longer more
risky nor demanding more resources (e.g., investing in the stock market).

Furthermore, distributing and pooling resources is another example of tech-
nology originally devised to build cloud computing platforms [13]. This strategy
can be used more generally to build fundamentally new products and services
by exploiting multiple types of collaboration and interaction. For instance, func-
tionality can be shared between the smart watch and the smartphone, and a cell
phone antenna can be utilized as a wearable element of clothing. A point-of-care
medical diagnosis can be performed in a distributed manner in close proximity
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to the patient rather than in a centralized manner in the laboratory. Laboratory
equipment can be centralized and accessed remotely via defined interfaces [40],
and so on.

The change of the internal state of a complex system is indicative of prior or
ongoing perturbations, and possibly divergence from the normal operating con-
ditions; for example, as the result of a security attack. Such changes can be often
inferred using so-called markers which are either observable substances or mea-
surable quantities. For example, a biomarker or biostamp indicates the presence
of a living form in the environment, or enables one to distinguish between normal
and pathogenic processes occurring in living matter. A genetic marker is a piece
of DNA identifying the specific biological species. The decorrelation of selected
system processes can serve as a general-purpose marker to quantify system sta-
bility and sustainability. Other markers, such as the rate of failure or the amount
of flow, are often used to monitor the quality of the services provided.

In the following sections, we will review some representative examples of
complex systems and discuss their security aspects.

14.1.1 Wireless networks
Wireless access is fundamental for building modern telecommunication net-
works, including the sensor networks for the IoT. The nature of wireless trans-
missions, at the lowest (physical) layer of the protocol stack, creates unique chal-
lenges as well as opportunities. The main security challenges of wireless trans-
missions are jamming and eavesdropping [56]. The jamming station transmits
intentionally or accidentally concurrently in the same frequency band as the legit-
imate station, and the resulting electromagnetic interference normally exhausts
the capabilities of the receiving station to recover the transmitted information.
The optimum jamming strategy requires knowledge of the legitimate transmis-
sion schedule; this can be achieved, for example, by hijacking a legitimate station
and altering its transmission schedules and protocols. Jamming efficiency, as well
as resistance, can be improved by a group of collaborating stations. Jamming
is part of the broader electronic warfare to gain control of the electromagnetic
spectrum. In general, the stations in a wireless network can monitor each other’s
actions to learn (in a distributed, cooperative fashion) and also to suppress (e.g.,
to penalize) any suspicious or unusual behaviors by rogue stations.

A traditional protection against eavesdropping is based on cryptography [56].
However, particularly for the lightweight wireless sensor nodes to be deployed
in the IoT networks, the use of cryptography is severely limited, although not
impossible [29]. In general, cryptography is used to implement users’ authenti-
cation and authorization as well as to create confidentiality of data and of infor-
mation flows; for example, to restrict multimedia content distribution to only the
paying customers.
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Recently, information-theoretic approaches to security gained consider-
able attention [42]. These methods guarantee a secure transmission that is
unbreakable (no matter how computationally powerful the eavesdropper may
be) and even quantifiable as the maximum secure transmission rate. However,
whereas the assumptions about computational power and knowledge of the trans-
mission schedules by the eavesdropper are relieved, all the wireless physical
layer security schemes considered seem to rely (in one way or another) on more
favorable transmission conditions for the legitimate station than those for the
eavesdropper; this can never be permanently guaranteed in practice. For example,
time-varying and unpredictable propagation conditions are known approximately
only to the end stations of the particular wireless link. More importantly, an
unknown number of eavesdroppers can collaboratively bypass the information-
theoretic guarantees. On the other hand, it is possible to show that using multiple
transmitting and receiving antennas does improve information-theoretic secu-
rity [42].

14.1.2 Biological networks
Many functional as well as structural network models have been devised to study
biological systems [19]. Examples of such models are gene regulatory networks,
gene coexpression networks, protein residue networks, protein–protein interac-
tion networks, biochemical reaction networks, metabolic networks, intercellu-
lar networks, vascular networks, brain networks, and many others. To capture
the complexity of biological systems, it is often important to consider multiple,
possibly hierarchical models representing different spatiotemporal scales. The
network models of biological systems can be used to devise various “hacks”
to modify certain functions of these systems; for example, to define personal-
ized medicine [23], to synthesize artificial biological components [5], or to dis-
rupt biological functions using a new generation of the DNA-based biological
weapons possibly disguised as genetically modified food or medical vaccina-
tions [45, 53]. Nanotechnology and nanoscale networks exploiting biomarkers
will play a key role in bridging the gap to control biological functions at the
cellular and subcellular level. Nanotoxicology is concerned with the safety of
nanoscale substances and devices which can be extended to cover the issues
of (nano)security also. Moreover, the market for innovative healthcare products
supported by IoT devices is growing rapidly, with applications mainly in fitness,
long-term medical conditions, and preventative medicine.

Biological immunity is a well-known example of the natural security system
defending organisms against infection and invasion by foreign substances and
attacks by viruses, bacteria, and parasites. The key feature of the immune system
is the capability to differentiate between the self and the nonself [57]. The sim-
pler organisms have immune systems composed of the discrete, general-purpose
effector cells and molecules. More complex organisms also developed so-called
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specific immune responses which recognize billions of foreign pathogens. The
former subsystem is known as innate immunity, and it is found in most living
organisms. It also includes the cellular boundaries such as tissues and a skin as a
natural security barrier against invasion (cf. a firewall in computer networks). The
latter subsystem greatly benefits from the adaptivity and learning to launch more
sophisticated counterattacks against invasion. Moreover, the immune system is
fully distributed (no centralized control), tolerant to small errors (malfunctions),
and, in normal conditions, it protects itself. The adaptive part of the immune
system also exploits diversity combining to build a large number of antibody
receptors.

Among well-known and understood examples of bacteriophages attacking
susceptible bacterial cells is a T7-phage infection of the Escherichia coli cell
[18]. In this process, several layers of the defense mechanisms of the bacterium
are overcome by the phage. Briefly, the phage attaches to the bacterium and
injects into it its viral DNA, including the proteins needed to halt the DNA repli-
cation of the host. The host cellular machinery is then used to begin replication
of the viral DNA and the supporting proteins.

14.1.3 Social networks
Social networks are the main product of brain activity. They are as vulnerable to
attacks and hacking attempts as any other networks [38]. A simple example of
the hacking of social systems is making and breaking promises. The resources
pertinent to social networks are usually of an abstract nature: social status, ideas,
happiness, motivation, freedom, free time, and many others. As these abstract
resources can be taken away (stolen), so they are the subject of competition
as well as security concerns. The most common attacks to and within social
networks are various types of psychological manipulation, with the strategies
referred to as pretexting, diversion theft, phishing, and others [4]. While these
attacks are well-defined criminal activities, the activities of, for instance, psy-
chopaths can be much more damaging to society, and yet they rarely result in any
criminal convictions. The actions of psychopaths can bring down whole compa-
nies and even state economies (depending on the social status of the psychopath),
and thus, they may affect lives of many more people, unlike computer hackers
who usually cause only limited financial damage. In fact, social networks are
likely to be much more susceptible to attacks than computer networks.

Psychopathic activities are now much better understood [6]. They are also
very illustrative in defining the security of social networks. In particular,
psychopaths exploit the vulnerabilities of social networks, similarly to hackers
in computer networks. Psychopathy has been recently recognized as a personal
survival strategy rather than a personality disorder. This has not only many legal
implications, but also implies that psychopathy may propagate through soci-
ety as an epidemic, as suggested by empirical data as well as our everyday
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experiences [59]. Sociologists warn about the recent outburst of pathological
behaviors in society which may threaten the sustainability of society and social
structures. Psychopathy is more likely to be detected in open societies (cultures
and institutions) rewarding individualistic (selfish) behaviors than in more tradi-
tional, closely interconnected communities. The mind of a psychopath appears to
be “shapeless”; an important trait that allows them to take advantage by quickly
adapting to diverse everyday situations to maximize personal profit (whereas
nonpsychopaths appear to be unable to make such adaptation). At the same time,
such flexibility of mind appears to an outside observer as a pattern of random
decisions and unpredictable behaviors lacking any long-term goals. The primary
objective of all psychopathic efforts is to acquire power so as to gain full control
of other people’s lives. Psychopaths are prone to take high risks in order to reach
their objectives, and are programmed to win at “any cost.”

Psychopaths are masters of mind games. Specifically, they seem to have the
innate superior psychological skills to decipher other peoples’ minds. They use
these to uncover the strengths and weaknesses of other people, even during short
encounters. They use such knowledge to devise methods of social manipulation
to gain power while disguising their intentions and remaining undetected by the
system’s defense mechanisms (e.g., by important decision-makers in an organi-
zation). In a social network, psychopaths quickly map the social structure and
categorize the players whom they encounter as: can be manipulated and taken
advantage of; have no value for gaining more power, so can be ignored; can be
a threat, so have to be eliminated; represent a good opportunity for advancing
career and power, so have to be groomed; and so on. This way, they are able
to gain genuine support and admiration from the psychologically manipulated
individuals while eliminating those who may stop or slow down their advance-
ment to higher social status with more power. Consequently, the discrepancies
between their self-presentation, actions, and thinking are significantly larger in
psychopaths than in nonpsychopaths. Interestingly, the only people in the sys-
tem who are able to clearly recognize the ongoing psychopathic attacks are those
who were considered to have no value to the psychopaths, so were ignored (and
thus, not psychologically manipulated). Furthermore, psychopaths are capable of
identifying each other to form short-term (rarely long-term) coalitions to increase
the efficiency of their attacks against social networks.

A simple model of a large-scale social network (civilization) is to clas-
sify people as: free riders (excessive consumption of the resources compared
to little contribution to society), the majority of users (their consumption and
contributions balance), and contributors (their contributions exceed their con-
sumption). A balance among these three groups affects the stability and sus-
tainability of social networks. An unprecedented growth of the proportion of
free riders in the post–second world war era should be a serious (security) con-
cern. It has been proposed that the contribution level of subjects (e.g., people,
things, and even processes) to the sustainability of systems or networks should
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be assessed by simply considering whether to add or remove particular sub-
jects from the system. Another sociological theory claims that the stability of
large-scale social networks require that these two conditions are satisfied: all
members are rewarded (i.e., it pays off) for obeying the commonly accepted rules
(the law), and most members are convinced that large rewards accumulated by
some members are well deserved.

The Internet, as well as the IoT sensors, leaves traces and digital fingerprints
as we live, travel, and get involved in many daily activities. For example, the
biometric sensors in wearables and other healthcare technologies can and will be
used to collect personal data beyond those that are currently being aggregated
from social websites. Such data can be used to build accurate predictive models
of individuals and groups (a collective mind). The concern is that these models
can be exploited not only to identify and suppress psychopathic (or terrorist)
activities, but they can be also used to design powerful computational strategies
to disrupt or control large-scale social networks. Because of current intensive
studies of the human brain and the mind, the privacy of IoT biometric data of
(some) individuals may even become the subject of national security.

14.1.4 Economic networks
Economics studies production and distribution of services and goods [60]. It con-
tributes rich and universal tools which can be readily used to describe the dynam-
ics of other systems. For instance, academic publishing, once purely driven by
the advancement of our knowledge, is now a much more complex process [2]. In
particular, as research methods improved and vast amounts of knowledge were
made available, research productivity increased considerably. The number of
researchers in science and technology worldwide have increased exponentially in
the past two decades, so following marketing and sales rules are now very impor-
tant for survival in the very competitive world of academia [11]. A study [12] on
the outcomes of globalization made the following three (among others) crucial
observations: First, globalization revealed that scientific and technical knowl-
edge is very liquid, so it flows to geographical areas with sufficient financial
resources. Second, worldwide competition in research created strong pressure to
deliver research results at the lowest prices possible (a so-called Dutch auction)
while forming an (unsustainable) “winner takes all” competition. Third, “hard
work” is no longer a winning strategy once it has been adopted by most players
in the system.

As globalization has tremendously increased competition for resources, many
networks are forced to operate in a low-resource regime (e.g., many systems
have been made more green) which is very different from a regime with abun-
dant resources. Hence, the economic wars in today’s world are intensifying as the
means of achieving geopolitical objectives. For instance, we can recognize ongo-
ing monetary wars (e.g., quantitative easing, competitive currency devaluations),
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financial wars (accumulating exports to improve the trade balance, manipulating
the prices of commodities such as precious metals and oil, producing suspicious
credit and other ratings, using government obligations as debt collateral, etc.),
economic sanctions (artificially limiting international trade), as well as intellec-
tual property wars (often concerning the patent portfolios of large pharmaceutical
and high-technology companies). The key to understanding economic warfare is
that, due to globalization, national economies are now much more tightly inter-
connected, so any negative consequences are likely to spread through a global
economic network [20]. Moreover, exploiting economic asymmetries and creat-
ing structures of mutually protective economic elements are some of the (general)
tactics used in the current economic wars.

The IoT will improve existing and enable new economic processes such as
tracking and managing the inventories of goods, delivering parcels, supporting
e-commerce activities (online shopping), optimizing supply chains and manufac-
turing, creating smart environments for assisted living, personalized healthcare,
and so on. Unfortunately, introducing intelligence into these economic processes
will also create opportunities for more sophisticated small-scale as well as large-
scale attacks and exploitation as part of economic warfare.

14.1.5 Computer networks
Computer security has been the subject of extensive investigations, so most of
the research on security exists in this area. The most valuable outcome of these
efforts is that the security principles discovered in computer networks can be
transferred (possibly with some modifications) to other systems that can be mod-
eled as networks. Thus, all networks are prone to hacking and hijacking and other
types of attacks. For example, the service flows in the network can be disrupted,
and rogue actions can spontaneously propagate through the network. To better
illustrate attacks on computer systems, we describe the principles of a piece of
malicious software (malware) known as the rootkit.

A basic idea of the rootkit software is the installation of a small program
near or at the core of the operating system (on cell phones, on the IoT middle-
ware, etc.). Such low-level deployment allows the rootkit to hide its presence
from most other programs and processes, so it can operate in a stealth mode
and remain undetected for very long periods of time [36]. Methods to detect the
rootkit involve behavioral-based methods, signature and difference scanning, and
a memory dump analysis. The rootkit typically opens the back doors for other
malicious software, and can enable to gain the system access with administra-
tor’s privileges. Some strategies for rootkit deployment include social engineer-
ing to obtain initial administrator-level access to the system, or compromising
the core update to be distributed to the server. For instance, the successful hack-
ing of a company’s internal computer network was demonstrated several times
by first gaining unauthorized access to a less secure personal computer of a close
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family member of a key employee or executive of the company. Similarly, to
secure the network of IoT devices, it is not sufficient to deploy secure gateways
with firewalls, as the hackers will search for vulnerable nodes to bypass these
defenses. The IoT network will be inevitably less secure than the traditional com-
puter network due to the presence of nodes with limited computing power, so one
has to be concerned with attacks initiated at these nodes of the IoT network, since
they can then escalate into a conventional attack on the whole computer network
(the Internet).

Finally, the cyberwars over computer (and soon also over IoT) networks [15]
are becoming the primary objective in the global competition for resources rather
than being only a traditionally supporting element of conventional war games
[10]. Hence, these wars are large-scale politically and economically motivated
hacking attempts. Recently, several governments publicly admitted that they are
developing cyberattack strategies in addition to their existing cyberdefenses. The
cyberwars are likely to be combined with other types of modern warfare strate-
gies, as explained in [10]. Unfortunately, the IoT will enhance modern cyberwars
by, for example, providing more accurate information about remotely located
objects and environments (cities, buildings, individuals, weather, energy distri-
bution grids, goods supply grids, etc.).

14.2 Computational Tools for Complex Systems
Empirical data are central to computational engineering for the creation of
meaningful models of complex systems, and for the accelerating of the prod-
uct development cycle and shortening of the time to market. There are two dis-
tinct approaches to data-driven modeling: so-called reverse modeling devises
mathematical models to fit measured data, whereas forward modeling devises
experiments to obtain the data that are the most useful for a given modeling strat-
egy. The first approach has been used in computational science for many years.
The newer, second approach aims to develop computational vision systems by
attempting to directly reconstruct the characteristics of real-world systems. The
second approach also has provenly better power in making predictions about sys-
tem properties and uncovering unobserved relationships. However, modeling of
dynamic systems is, in general, very challenging, as it is often limited to selected
processes that are deemed to be the most important. It is very likely that modern-
day hackers will exploit these computational approaches extensively to devise
sophisticated and possibly multiscale and multidomain attacks against increas-
ingly more complex systems while evaluating and limiting their chances of being
detected.

In general, data can be collected from the (IoT) sensors, generated as inputs
at human–machine interfaces, or be already stored in databases and remotely
accessed via the World Wide Web. There are significant privacy and ethical issues
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concerning any sources of data, whether considering the sites of their generation
or storage. In addition, there are still uncertainties about

� What data to collect and

� How to use information extracted from data

which gives rise to many open issues. For example, just as we do not store every
packet passing through the Internet, we should not store all data from every
sensor in the IoT. There is a trade-off between the real-time (online) learning
from data and the accuracy of extracted information. Distributed data must be
aggregated before applying data analytics and visualization. Since “sensing data
without knowing the location is meaningless,” the utility of the IoT is improved
significantly by exploiting the spatiotemporal contexts. Such so-called geospa-
tial analytics are inspired by the long-existing Geographic Information Sys-
tems (GIS) [37]. More importantly, structured as well as unstructured data are
increasingly labeled by metadata to aid processing (mining) for the extraction of
knowledge. It is likely that securing such metadata is more critical than securing
actual data.

In general, computational methods are now being introduced into the tradi-
tional experiment-driven disciplines in life sciences and humanities such as biol-
ogy, medicine, psychology, sociology, and even history. The main objective of
these efforts is to recreate these disciplines on more rigorous mathematical foun-
dations. It is then only a matter of time before computational security emerges to
allow more systematic and rigorous study of security of complex systems. Thus,
all major hacking attempts are likely to move away from random ad hoc discov-
eries and exploitation of vulnerabilities to the use of more scientific approaches.
Computational hacking will strive to achieve similar goals, but more system-
atically and at different (i.e., very large) scales and possibly across different
domains, well outside traditional computer networks. Obviously, computational
security is concerned about scientific approaches to security rather than the secu-
rity of computing.

In the following section, we will review some of the most promising model-
ing methodologies that can be used for computational security analysis of com-
plex systems. A sophisticated targeted attack (i.e., the target is set a priori, in
advance) can be constructed analogously to other engineering design work flows.
For instance, a computationally aided attack may evolve following these steps:

1. Identifying and gathering relevant data from existing sources, and possibly
also actively probing the system to solicit additional useful data.

2. Data evaluation and model building for the targeted system (multiple mod-
els at different scales and in different domains likely required).

3. Security assessment of the model using computer simulations (mathemat-
ical analysis likely to be intractable due to model complexity).
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4. Exploiting the identified vulnerabilities to create an initial strategy of the
attack.

5. Refining the attack strategy and devising its implementation under the
concealment, available timescales and resources, and other required
constraints.

These steps can be iterated in the course of the attack to adaptively increase
chances of success and of concealing the attack.

14.2.1 Signal processing tools
Due to uncertainties in system models (parameter values and model structure)
and the random behavior of actors often observed in many complex systems,
statistical description and statistical signal processing must be used [30]. Many
statistical signal processing problems rely on the ergodicity (i.e., the statistical
averages are not time varying) and stationarity (i.e., the time averages are non-
random) of the underlying random processes in the models. The main idea is
that these signal processing methods work well on average, for the vast majority
of inputs and system internal states. More recently, statistical signal processing
approaches are considering the probability intervals in addition to the first- and
second-order statistics corresponding to the statistical mean and variance, respec-
tively [24, 28].

Statistical inferences are the basis of estimation theory, which focuses on
the problems of finding the values of model parameters. These parameters are
typically arranged into a discrete finite-dimensional vector, or they may be
continuous-time signals. Good inference strategies are strongly dependent on
how much statistical information is known a priori about the parameters. On
the other hand, testing of hypotheses is the main task of detection theory. In this
case, the parameters of interest are discrete random variables, and we want to
know how likely (how probable) their different outcomes are upon observing
some data a posteriori. Estimation and detection theory are both built from the
first principles of probability theory. However, for more complex problems—for
instance, involving high-dimensional and structured data—more practical meth-
ods beyond the first principles have been developed such as machine learning,
pattern recognition, and fuzzy logic [46]. For instance, an adversary may use
machine learning to identify the predictable patterns of the system processes to
devise a powerful attack and avoid detection.

Deep learning attempts to learn efficient representations of unlabeled data,
and then to follow similar principles as neural networks with multiple layers of
nonlinear processing [22].

Game theory studies mathematical models of cooperative and competing
strategies among interacting intelligent players. For example, it can be used to
devise unpredictable schedules of security checks under minimum resource con-
straints [58].
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To simulate the collective dynamics of complex systems and solve difficult
problems, multiagent models and multiagent systems, respectively, have been
developed [21]. The latter involves the intelligent agents within complex net-
works. The reasoning of these agents can have a form of algorithmic search,
function, or reinforcement learning. Prior to multiagent simulations, the dynam-
ics of complex systems were typically modeled by a set of time-dependent dif-
ferential equations expressing the internal states of the system. These models
usually lead to emerging or cyclical system behavior. However, their descriptive
power is often limited to highly aggregated scenarios, since they do not account
for time-varying relationships among the agents as they exploit their intelligence.

Consensus learning over networks is concerned with the analysis and algo-
rithms for information diffusion in complex systems [49]. It generalizes central-
ized data fusion which does not scale well and has a single point of failure. It
also generalizes highly vulnerable incremental linear learning as shown in Fig-
ure 14.4. Distributed learning is robust against link and node failures, and it
has a good speed of convergence for small-world type of networks. Using the
results of graph theory and control theory, performance guarantees can be given
as a function of the network structure [49]. Model (c) in Figure 14.4 has diverse
applications, including synchronization of coupled oscillators, flocking, gossip-
ing, belief propagation, and load balancing in networks.

Finally, the algorithms are a crucial step of the implementation of signal pro-
cessing methods. Their design is especially important for large-scale problems
and time-critical applications such as online learning from large numbers of data
sources. Algorithm design is also challenging when computing resources are
constrained; for example, in IoT sensor nodes, using cryptography for securing
information is difficult. Evolutionary algorithms are popular for simulations of
large-scale complex systems [7]; they are trial-and-error stochastic optimization
methods that are inspired by the principles of Darwinian evolution.

14.2.2 Network science tools
Network science is a rapidly emerging field developing mathematical tools
for studying complex networks [47]. It capitalizes on results from many other
disciplines such as graph theory, statistical mechanics, and data visualization
and algorithms. Initial efforts were focused on describing the structure of

(a) (b) (c)

Figure 14.4: Information consensus as (a) centralized fusion, (b) incremental learn-
ing, and (c) fully distributed cooperative learning (circles: sources; squares: sinks).
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networks [54], since the ultimate goal is to predict system properties from their
structure. Further efforts in network science considered processes and phenom-
ena in networks. Current research is concerned with dynamic networks that
evolve over time. Some of the most important network (complex system) prop-
erties studied by network science are: connectivity, autonomy, emergence, non-
equilibrium steady states, self-organization, and evolution. Connectivity is an
integral quantity: deciding whether the two nodes are connected is only possible
over a nonzero time interval. The autonomy of nodes is a necessary condition to
allow their intelligent decisions. Even though the emergent macroscopic behav-
ior from local interactions is nonrandom, it is so complex that it is unpredictable.
The existence of states close to an equilibrium (being nonstable) is a crucial con-
dition for the system to keep evolving. Self-organization is a form of structural
adaptivity in response to actual or perceived (anticipated) external perturbations
or events. Evolution itself is a long-term, large-scale adaptivity to the external
environment.

Network models are usually derived from available data, and they are often
only approximations or subgraphs of the whole system. The literature refers to
the study of network structures as social network analysis (SNA) [54]. SNA
offers different types of metrics to evaluate network connectivity, centrality, tran-
sitivity (e.g., clustering), similarity, searchability, routing, partitioning (e.g., com-
munities), and other properties. For instance, centrality metrics assess the impor-
tance of nodes (or edges) within the network structure; they are predictive of a
node’s (edge’s) influence on some phenomena and events such as malfunction
and failure, disease spreading, and information flows.

In general, the network metrics can assume network nodes or edges. The
metrics can be defined locally for every node or edge, or for a group of nodes
or edges, while possibly taking into account whether the network represents
a directed graph or not. Network metrics assuming the unit-weight edges are
widely accepted. Redefining the metrics for weighted and, thus, more realistic
network models is not straightforward, so many such metrics have been pro-
posed in the literature. Another topic of significant practical interest is to specify
the procedures for generating artificial random and nonrandom large-scale net-
work models with the desired structural properties. Except for a simple, purely
random network generator, more realistic scale-free and small-world network
constructions utilize preferential attachment and random rewirings.

The network robustness against failures, the spreading of epidemics, infor-
mation cascades, and searching and routing phenomena are of particular interest
to computational security. Network robustness is evaluated as a change in the
network metrics when nodes or edges are being removed or added. Alternatively,
network resilience is its ability to resist a change due to external disturbances.
Network resilience is the speed at which the network returns to normal function-
ing after external perturbations. The spreading of epidemics and information cas-
cades predict the autonomous distribution of material objects (e.g., viruses and
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mechanical malfunctions) and information (e.g., know-how and news) through
the network, respectively. These phenomena can be exploited by the adversary
to forecast and, thus, to plan the distribution of malicious objects (e.g., malware)
and misleading information (propaganda). Searching networks aims to find a
source–destination path in a reasonable amount of time, whereas network routing
finds such a path with minimum cost. Since many networks have a small-world
property (cf. six degrees of separation), an adversary can (theoretically) reach
any node within these networks in only a small number of steps, which makes
these networks more vulnerable.

In general, many network models seem to exhibit a threshold robustness
against attacks. The attacks below the threshold are normally absorbed by the
network, whereas they may cause great damage once they exceed the threshold.
This threshold is a function of the network structure (scale-free, small-world)
and the defense mechanisms used within the network for its protection. In other
words, the defense mechanisms employed within the network affect how the
network structure is perceived by the attackers. Depending on knowledge about
the network structure, the attacks may target highly centralized (i.e., highly con-
nected) nodes (referred to as hubs). Such targeted attacks are very effective in
disrupting scale-free networks (many real-world networks are scale-free). Thus,
the knowledgeable attacker is very powerful and can cause significant damage
to the system (or, for the same reasons, a disease can be cured more effectively).
However, even purely random attacks without any knowledge can be effective in
some types of networks, and if they are allowed to accumulate over time.

14.2.3 Controllability and observability of networks
Network controllability and observability are important topics in network sci-
ence. They are also fundamental for the computational security of complex sys-
tems. A smart attacker may be motivated to gain at least partial control of the
system and to get access to additional resources rather than attempting to cause
any damage. Optimum controllability and observability can be derived for a static
directed network where every node and edge is assigned a scalar value [34, 35].
The node values represent the system’s internal state, and the edge values are
attenuations of the node states. Controllability is defined as the ability to drive
the system from an arbitrary state to any other state. The task is to find the mini-
mum number of driver nodes to become external inputs to the network to achieve
its full controllability.

A brute-force search for the driver nodes is an NP-hard problem. More-
over, the mathematical conditions of controllability are numerically difficult to
evaluate for large networks and, also, the edge weights are usually unknown
in many practical scenarios. Using a graph-matching technique, it was shown
in [34] that the minimum number of driver nodes is strongly degree distri-
bution dependent; surprisingly, the driver nodes are usually the nodes with a
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small degree connectivity (i.e., not highly connected hubs). Therefore, sparse
and heterogeneous networks (likely to be representative of the IoT) are more
difficult to control than dense and homogeneous ones.

Similarly, observability of complex networks is the task of estimating their
internal state from a finite number of observations. Assuming a linear net-
work, considered above to illustrate network controllability, one may define a
dual problem to immediately identify the observation (sensor) nodes of network
knowing the driver nodes [35]. To overcome similar computational issues that
were mentioned above for network controllability, observability can be approxi-
mated by decomposing the network into a set of strongly connected components;
typically, it is sufficient to select one sensor node within each of these compo-
nents. Similarly, partial observability identifies the minimum number of sensor
nodes to reconstruct some (but not all) state variables. This is analogous to the
problem of defining optimum markers for selected processes in a complex sys-
tem (cf. Figure 14.2).

The use of conventional trial-and-error random attacks to discover network
vulnerabilities may greatly increase the chances of detecting (and stopping) these
attacks. Hence, the more sophisticated approaches of computational security
using techniques derived from network science can be particularly attractive.
For instance, effective attacks against networks may target their controllability as
well as observability. Such attacks are dependent on the knowledge the adversary
has about the network (e.g., the topology and weightings). In many scenarios, it
is fair to assume that the adversary has at least some partial knowledge (e.g.,
some of the driver and sensor nodes are known) which can be represented as a
subnetwork of the original network. The adversary may then employ the outlined
computational procedures to devise an optimum attack, including to first attempt
to gain additional information about the targeted network.

14.2.4 Network tomography
Network monitoring is a generalization of network observability as defined in
the previous subsection. Monitoring of complex systems is essential; for exam-
ple, for the allocation of resources, ensuring a certain quality of offered services,
and for detecting abnormal activities and behaviors to guarantee the network
reliability and security [8]. Since separate monitoring of individual nodes and
edges is impractical, either active network probing or passive observation is used
instead (e.g., end-to-end measurements). This leads to an inverse problem of
either reconstructing the network’s internal state, or testing hypotheses (e.g., to
decide whether the network behaves abnormally) from a finite number of obser-
vations. From the implementation perspective, these problems can be interpreted
as distributed or collaborative sensing, inference, or decision-making.

Conventional mathematical tomography exploits either sectional or pro-
jection imagining and the subsequent computational reconstruction. However,
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the majority of the methods developed so far for network tomography are
straightforward applications of statistical inference and hypothesis testing, with
limited or no considerations for the network structure and other network prop-
erties. Furthermore, whereas conventional mathematical tomography provides
reconstruction guarantees, the uniqueness of network tomography reconstruction
has not been shown, but for several specific network instances. Ref. [8] suggests
assuming graph embedding in higher-dimensional hyperbolic spaces to obtain
proof of reconstruction for more general network structures.

It is clear that network tomography can be vital to computational security.
In many scenarios, the network tomography procedures of identifying the net-
work’s vulnerabilities can directly lead to efficient attack strategies against the
key network infrastructure. For instance, in [8], an adaptive iterative network
tomography reconstruction is investigated, where new observation nodes are
identified as the network is being partially reconstructed at each step. Such itera-
tive exploration of the network can be readily combined with malicious activities
while it is progressing.

14.2.5 Lessons from communications engineering
Continuous information exchanges glue networks together, albeit that these
exchanges may take on many diverse forms. Over 60 years of communications
engineering revealed some recurring patterns and strategies of how the informa-
tion flows are efficiently implemented [43, 61]. In particular, information is a
measure of uncertainty, and since this uncertainty varies in space and time, infor-
mation is a function of spatiotemporal coordinates [39]. Additional uncertainty
distorting information during its transmission arises due to uncertainties con-
tained in the transmission medium. Hence, successful information transmission
can only be achieved statistically (i.e., on average).

Information is always embedded into some form of matter for its transmis-
sion over a physical medium in the process referred to as modulation. In complex
systems, we observe modulated patterns, but we may not know what informa-
tion they represent, nor the exact spatiotemporal location where the information
originated, nor where it will be extracted, and how it will be used. On the other
hand, man-made telecommunication networks exploit many simplifying assump-
tions, such as: information does not vary over space and time, the information
sources and destinations are known exactly, and the use of information outside
the telecommunication network is never considered.

The only method available to achieve reliable information transmission
appears to be diversity, which requires that the same information is transmitted
more than once. The destination is then much more likely to recover transmitted
information. Another form of diversity is to adapt the modulation patterns and
formats to the transmission medium.
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Information transmission experiences many trade-offs in the using of
resources. One such fundamental law is to trade off energy for information; it
is unclear if information can be converted back to energy (in macroscopic, not
quantum systems). It is also unclear how information transmission is optimized
in various complex systems; for example, to minimize energy, or to maximize
reliability or other objectives, depending on the system considered. As com-
plex systems tend to maintain their internal state to achieve stability, external
perturbations are suppressed, and so does the speed of change of the internal
state. Since energy is normally minimized if the state transitions to a stable state
more quickly, there exists a minimum energy required to deliver information, and
thus, to keep the network (and complex systems) together. In fact, the resources
required to just keep the network together are so large that, in general, the overall
efficiency of providing some utility through the network is very low.

The main implications of these lessons to design secure networks is that secu-
rity should be embedded into the network and considered from the outset. There
seems to be a trade-off between security and reliability; that is, more reliable
information transmissions are less secure, and no system can be made absolutely
secure nor absolutely reliable. Moreover, security attacks can be concealed more
easily if they preserve the system’s internal state or do not change it significantly.

14.3 Perspective Research Directions
The IoT builds bridges between different complex systems in our world. The IoT
networks span distances across many orders of magnitude, down to nanoscale
levels. Hence, these networks allow the environment and systems to be explored
and affected to an extent not previously reachable. The Internet was created over
two decades ago with no security in mind, so it was soon exploited by rogue users
who are now causing billions of dollars’ worth of damages to the global economy
annually. Since then, the field of computer security has been well established and
is evolving continuously.

Our perception of the world is changing as IoT networks are introduced. The
complexity of innovative products and services has increased significantly, while
the boundaries between diverse systems are becoming blurred. This drives the
need for new, holistic approaches to security to reflect the enormous growth
in complexity of the ambient world. In particular, security must consider com-
plex systems at different timescales, and span distances across many orders of
magnitude while being geographically distributed around the globe. This also
requires that the design, deployment, and monitoring of complex systems is per-
formed statistically, and that security features are embedded in systems from
their early design whenever possible. More importantly, security now seems to be
increasingly more concerned with large-scale attacks representing new kinds of
warfare.
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Advances in computational modeling, computational engineering, compu-
tational sociology, and so on, naturally motivate a new field of computational
security. Combining methods from several disciplines such as computer security,
network science, network theory, network tomography, and the humanities (soci-
ology, psychology) can allow security provisions that are much more systematic
as well as scientific. Even though these approaches are highly mathematical, they
are well justified by their potential benefits in building complex systems that are
provably secure, stable, and reliable.

In this chapter, some of the trends that the IoT networks are going to bring
about were outlined. The perspectives of complex systems and their represen-
tation as networks were utilized. Specifically, we discussed the security aspects
of some man-made complex systems such as wireless telecommunication net-
works and computer networks, and also of several other ubiquitous networks
such as biological, social, and economic networks. We identified the need to
define universal security principles for all these networks and systems. Compu-
tational security may emerge as the mainstream approach to design sophisticated
attacks, as well as to devise broadly efficient defenses and countermeasures.
Thus, computational methods will aid the transition from reactive (suspected)
to proactive (suspicious) security considerations.

In the following list, we highlight some perspective research directions in the
area of complex systems and networks and their security.

� Multiscale and multidomain modeling of complex dynamic systems with
the correct level of granularity is a very challenging problem which is
fundamental to the security of pervasive IoT systems. In general, devis-
ing metrics to assess the usefulness of models (e.g., their accuracy) is
important. Even though the general predictive limits of such models are
unclear, they may greatly enhance our understanding of complex IoT
systems.

� As all physical systems are, in general, trying to maintain their inter-
nal steady state (cf. Newton’s first law and low-pass filter analogies),
security attacks that are slower than systems’ (steady-state) dynamics
or responses may be provably undetectable. On the other hand, systems
may be unable to respond to attacks that are much more rapid than such
dynamics.

� The universal laws governing complex systems including general net-
works are yet to be discovered. This also includes the design of net-
worked and distributed systems with defined trade-offs between security
and other network characteristics; for example, the reliability.

� Even linear networks do not scale linearly in a low-resource regime.
Security attacks within nonlinear (complex) systems such as biological
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and social networks are more serious, as small targeted perturbations may
have a large effect on these systems.

� The networks appear to be inherently extremely inefficient in their utility
provisioning. For example, most of the energy seems to be consumed
on sustaining the network structure rather than expended on delivering
services such as security.

� It is unclear whether network evolution is an open-ended process, or
whether all networks mature and disintegrate in some finite time period,
and whether this network lifetime is shortened due to security breaches.

� There is an enormous need to devise markers to forecast various events
within the networks and other complex systems. The markers can be
used as proactive security measures. For example, the decorrelation of
processes that were once correlated may indicate an upcoming systemic
change.

� Many complex systems are forming hierarchical boundaries between sub-
merged networks. These boundaries could be used to naturally enhance
the security of the whole network.

� The interactions between virtualized systems and the underlying physical
systems have not been considered when trying to understand the corre-
sponding security implications. For instance, securing social networks
does not secure the underlying biological systems.

� The soldiers of the future will be experts highly trained in technology,
life sciences, humanities, and other interdisciplinary experts, as there is a
shift from conventional warfare into other spaces, domains, and interfaces
such as the Internet (cyberwars), social networks (psychological wars),
economic networks (currency wars), and biological networks (synthetic
organisms wars).
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