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Chapter 1

Introduction to Cryptography

In this chapter, we present a brief overview of the kinds of problems
studied in cryptography and the techniques used to solve them. These
problems and the cryptographic tools that are employed in their solu-
tion afe discussed in more detail and rigor in the rest of this book. This
introduetion may serve to provide an informal, non-technical, non-
mathématicalrsummary of the topics to be addressed. As such, it can
be considefed(te be optional reading.

1.1 Cryptosystems and Basi¢ Cryptographic Tools

In this section, we discuss basi€ #iotidns relating to encryption. This includes
secret-key and public-key cryptography, block and stream ciphers, and hybrid

cryptography.

1.1.1 Secret-key Cryptosystems

Cryptography has been used for thousands of §ears,to help to provide confi-
dential communications between mutually trusted pazties. In its most basic form,
two people, often denoted as Alice and Bob, have agreed/Oond particular secret key.
At some later time, Alice may wish to send a secret messagé to’'Bob (or Bob might
want to send a message to Alice). The key is used to transform the original message
(which is usually termed the plaintext) into a scrambled form that{isiunintelligible
to anyone who does not possess the key. This process is called encryptiofi‘and the
scrambled message is called the ciphertext. When Bob receives the ciphettext, he
can use the key to transform the ciphertext back into the original plainteXt; this is
the decryption process. A cryptosystem constitutes a complete specification of the
keys and how they are used to encrypt and decrypt information.

Various types of cryptosystems of increasing sophistication have been used for
many purposes throughout history. Important applications have included sensi-
tive communications between political leaders and/or royalty, military maneu-
vers, etc. However, with the development of the internet and applications such
as electronic commerce, many new diverse applications have emerged. These in-
clude scenarios such as encryption of passwords, credit card numbers, email, doc-
uments, files, and digital media.
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It should also be mentioned that cryptographic techniques are also widely used
to protect stored data in addition to data that is transmitted from one party to an-
other. For example, users may wish to encrypt data stored on laptops, on external
hard disks, in the cloud, in databases, etc. Additionally, it might be useful to be able
to perform computations on encrypted data (without first decrypting the data).

The development and deployment of a cryptosystem must address the issue
of security. Traditionally, the threat that cryptography addressed was that of an
eavesdropping adversary who might intercept the ciphertext and attempt to de-
¢rypt it. If the adversary happens to possess the key, then there is nothing that can
be done. Thus the main security consideration involves an adversary who does not
possess the key, who is still trying to decrypt the ciphertext. The techniques used
by the adversary to attempt to “break” the cryptosystem are termed cryptanaly-
sis. The m@stlobvious type of cryptanalysis is to try to guess the key. An attack
wherein the”adversary tries to decrypt the ciphertext with every possible key in
turn is termed ag’exhaustive key search. When the adversary tries the correct key,
the plaintext will be'feund, but when any other key is used, the “decrypted” ci-
phertext will likely besfandem gibberish. So an obvious first step in designing a
secure cryptosystem is to’spegify a very large number of possible keys, so many
that the adversary will not pe-able to test them all in any reasonable amount of
time.

The model of cryptography désctibed above is usually called secret-key cryp-
tography. This indicates that there isone secret key, which is known to both Alice
and Bob. That is, the key is a “secret” that.is known to two parties. This key is em-
ployed both to encrypt plaintexts and t6.decxypt ciphertexts. The actual encryp-
tion and decryption functions are thus inverses of each other. Some basic secret-
key cryptosystems are introduced and analyzed*withyrespect to different security
notions in Chapters 2 and 3.

The drawback of secret-key cryptography is that Adice and Bob must somehow
be able to agree on the secret key ahead of time (beforg¢ they want to send any
messages to each other). This might be straightforward if Alice,and Bob are in the
same place when they choose their secret key. But what if Adigésand Bob are far
apart, say on different continents? One possible solution is for Aliéé)and Bob to
use a public-key cryptosystem.

1.1.2 Public-key Cryptosystems

The revolutionary idea of public-key cryptography was introduced in the 19703
by Diffie and Hellman. Their idea was that it might be possible to devise a cryp#
tosystem in which there are two distinct keys. A public key would be used to
encrypt the plaintext and a private key would enable the ciphertext to be de-
crypted. Note that a public key can be known to “everyone,” whereas a private
key is known to only one person (namely, the recipient of the encrypted message).
So a public-key cryptosystem would enable anyone to encrypt a message to be
transmitted to Bob, say, and only Bob could decrypt the message. The first and
best-known example of a public-key cryptosystem is the RSA Cyptosystem that
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was invented by Rivest, Shamir and Adleman. Various types of public-key cryp-
tosystems are presented in Chapters 6,7, and 9.

Public-key cryptography obviates the need for two parties to agree on a prior
shared secret key. However, it is still necessary to devise a method to distribute
public keys securely. But this is not necessarily a trivial goal to accomplish, the
main issue being the correctness or authenticity of purported public keys. Certifi-
cates, which we will discuss a bit later, are one common method to deal with this
problem.

1,33 / Block and Stream Ciphers

CryptOsystems are usually categorized as block ciphers or stream ciphers. In a
block cipher;the plaintext is divided into fixed-sized chunks called blocks. A block
is specified.t6 b€a bitstring (i.e., a string of 0’s and 1’s) of some fixed length (e.g., 64
or 128 bits). A blogk cipher will encrypt (or decrypt) one block at a time. In contrast,
a stream cipher firstases the key to construct a keystream, which is a bitstring that
has exactly the same length as the plaintext (the plaintext is a bitstring of arbitrary
length). The encryption gperation constructs the ciphertext as the exclusive-or of
the plaintext and the keystfeam. Decryption is accomplished by computing the
exclusive-or of the ciphertex{ and-the keystream. Public-key cryptosystems are
invariably block ciphers, while §ecfet-key cryptosystems can be block ciphers or
stream ciphers. Block ciphers are studiedrin detail in Chapter 4.

1.1.4 Hybrid Cryptography

One of the drawbacks of public-key cryptosystems is that they are much slower
than secret-key cryptosystems. As a consequence, public-key cryptosystems are
mainly used to encrypt small amounts of data, e.g., d credit card number. However,
there is a nice way to combine secret- and public-key'ezyptography to achieve the
benefits of both. This technique is called hybrid cryptography. Suppose that Alice
wants to encrypt a “long” message and send it to Bob. Assuineithat Alice and Bob
do not have a prior shared secret key. Alice can choose a random secret key and
encrypt the plaintext, using a (fast) secret-key cryptosystem. Aligé then encrypts
this secret key using Bob’s public key. Alice sends the ciphertext and'the efterypted
key to Bob. Bob first uses his private decryption key to decrypt the secfet'key, and
then he uses this secret key to decrypt the ciphertext.

Notice that the “slow” public-key cryptosystem is only used to encrypt a-shewt
secret key. The much faster secret-key cryptosystem is used to encrypt the longex
plaintext. Thus, hybrid cryptography (almost) achieves the efficiency of secret-key:
cryptography, but it can be used in a situation where Alice and Bob do not have a
previously determined secret key.
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1.2 Message Integrity

This section discusses various tools that help to achieve integrity of data, in-
cluding message authentication codes (MACs), signature schemes, and hash func-
tions.

Cryptosystems provide secrecy (equivalently, confidentiality) against an
eavesdropping adversary, which is often called a passive adversary. A passive
adwersary is assumed to be able to access whatever information is being sent from
Adiceto Bob; see Figure 1.1. However, there are many other threats that we might
wantto protect against, particularly when an active adversary is present. An ac-
tive advepsary is one who can alter information that is transmitted from Alice to
Bob.

Figure 1.2 dgpi€ts some of the possible actions of an active adversary. An active
adversary might

e alter the information that is sent from Alice to Bob,

¢ send information to Bobin such a way that Bob thinks the information orig-
inated from Alice, or

e divert information sent from. Alice,to Bob in such a way that a third party
(Charlie) receives this information instead of Bob.

Possible objectives of an active adversary«ofild include fooling Bob (say) into ac-
cepting “bogus” information, or misleadingBob as to who sent the information to
him in the first place.

We should note that encryption, by itself, canno#’protect against these kinds of
active attacks. For example, a stream cipher is susceptible to a bit-flipping attack.
If some ciphertext bits are “flipped” (i.e., 0’s are replacedsby’1’s and vice versa),
then the effect is to flip the corresponding plaintext bits. Thiis, an adversary can
modify the plaintext in a predictable way, even though the“adversary does not
know what the plaintext bits are.

There are various types of “integrity” guarantees that we might seek to pro-
vide, in order to protect against the possible actions of an active adverSary. Such
an adversary might change the information that is being transmitted fromAlice to
Bob (and note that this information may or may not be encrypted). Alternatively,
the adversary might try to “forge” a message and send it to Bob, hoping that he
will think that it originated from Alice. Cryptographic tools that protect against
these and related types of threats can be constructed in both the secret-key and
public-key settings. In the secret-key setting, we will briefly discuss the notion of
a message authentication code (or MAC). In the public-key setting, the tool that
serves a roughly similar purpose is a signature scheme.
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1.2.1 Message Authentication Codes

A message authentication code requires Alice and Bob to share a secret key.
When Alice wants to send a message to Bob, she uses the secret key to create a
tag that she appends to the message (the tag depends on both the key and the
message). When Bob receives the message and tag, he uses the key to re-compute
the tag and checks to see if it is the same as the tag that he received. If so, Bob
dccepts the message as an authentic message from Alice; if not, then Bob rejects the
message as being invalid. We note that the message may or may not be encrypted.
MAGCs are discussed in Chapter 5.

Ifthere is no need for confidentiality, then the message can be sent as plain-
text.HoWeyer, if confidentiality is desired, then the plaintext would be encrypted,
and then fhe-tag would be computed on the ciphertext. Bob would first verify the
correctness of the tag. If the tag is correct, Bob would then decrypt the cipher-
text. This process 6 often called encrypt-then-MAC (see Section 5.5.3 for a more
detailed discussiofi*of this topic).

For a MAC to befcomSidered secure, it should be infeasible for the adversary
to compute a correct tag fof'any message for which they have not already seen a
valid tag. Suppose we assum@that a secure MAC is being employed by Alice and
Bob (and suppose that the adversary does not know the secret key that they are
using). Then, if Bob receives a'nfessage and a valid tag, he can be confident that
Alice created the tag on the given.message (provided that Bob did not create it
himself) and that neither the messagefiox the tag was altered by an adversary. A
similar conclusion can be reached by Bob*when he receives a message from Alice,
along with a correct tag.

1.2.2 Signature Schemes

In the public-key setting, a signature scheme provides assurance similar to that
provided by a MAC. In a signature scheme, the private Keyspecifies a signing al-
gorithm that Alice can use to sign messages. Similar to a MAG, the signing algo-
rithm produces an output, which in this case is called a signatire,that depends on
the message being signed as well as the key. The signature is then appénded to the
message. Notice that the signing algorithm is known only to Alice;"On the other
hand, there is a verification algorithm that is a public key (known to/veryone).
The verification algorithm takes as input a message and a signature, and6utputs
true or false to indicate whether the signature should be accepted as valid. ©One
nice feature of a signature scheme is that anyone can verify Alice’s signature§ on
messages, provided that they have an authentic copy of Alice’s verification key,
In contrast, in the MAC setting, only Bob can verify tags created by Alice (when
Alice and Bob share a secret key). Signature schemes are studied in Chapter 8.

Security requirements for signature schemes are similar to MACs. It should be
infeasible for an adversary to create a valid signature on any message not previ-
ously signed by Alice. Therefore, if Bob (or anyone else) receives a message and a
valid tag (i.e., one that can be verified using Alice’s public verification algorithm),
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then the recipient can be confident that the signature was created by Alice and
neither the message nor the signature was modified by an adversary.

One common application of signatures is to facilitate secure software updates.
When a user purchases software from an online website, it typically includes a
verification algorithm for a signature scheme. Later, when an updated version of
the software is downloaded, it includes a signature (on the updated software). This
signature can be verified using the verification algorithm that was downloaded
when the original version of the software was purchased. This enables the user’s
¢omputer to verify that the update comes from the same source as the original
version of the software.

Sighature schemes can be combined with public-key encryption schemes to
provide£onfidentiality along with the integrity guarantees of a signature scheme.
Assume that Alice wants to send a signed, encrypted (short) message to Bob. In
this situatiohthé most commonly used technique is for Alice to first create a sig-
nature on the plaintext using her private signing algorithm, and then encrypt the
plaintext and signatiiresusing Bob’s public encryption key. When Bob receives the
message, he first decrypts it and then he checks the validity of the signature. This
process is called sign-thefifenerypt; note that this is in some sense the reverse of
the “encrypt-then-MAC” precedure that is used in the secret-key setting.

1.2.3 Nonrepudiation

There is one somewhat subtle difference between MACs and signature
schemes. In a signature scheme, the verification algorithm is public. This means
that the signature can be verified by anyohe So, if Bob receives a message from
Alice containing her valid signature on the méssage, he can show the message
and the signature to anyone else and be confident that the third party will also
accept the signature as being valid. Consequently, Alice cannot sign a message
and later try to claim that she did not sign the message;, a property that is termed
nonrepudiation. This is useful in the setting of contraets, where we do not want
someone to be able to renege on a signed contract by claiming (falsely) that their
signature has been “forged,” for example.

However, for a MAC, there is no third-party verifiability because'the secret key
is required to verify the correctness of the tag, and the key is known only te Alice
and Bob. Even if the secret key is revealed to a third party (e.g., as a result of acourt
order), there is no way to determine if the tag was created by Alice or by Beb,)be-
cause anything Bob can do, Alice can do as well, and vice versa. So a MAC doésot
provide nonrepudiation, and for this reason, a MAC is sometimes termed “denii#
able.” It is interesting to note, however, that there are situations where deniability
is desirable. This could be the case in real-time communications, where Alice and
Bob want to be assured of the authenticity of their communications as they take
place, but they do not want a permanent, verifiable record of this communication
to exist. Such communication is analogous to an “off-the-record” conversation,
e.g., between a journalist and an anonymous source. A MAC is useful in the con-
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text of conversations of this type, especially if care is taken, after the conversation
is over, to delete the secret keys that are used during the communication.

1.2.4 Certificates

We mentioned that verifying the authenticity of public keys, before they are
used, is important. A certificate is a common tool to help achieve this objective.
A certificate will contain information about a particular user or, more commonly,
awebsite, including the website’s public keys. These public keys will be signed
by a*trusted authority. It is assumed that everyone has possession of the trusted
atithérity’s public verification key, so anyone can verify the trusted authority’s
signattre’on‘a certificate. See Section 8.6 for more information about certificates.

This téchfiique is used on the internet in Transport Layer Security (which is
commonly.calléd, TLS). When a user connects to a secure website, say one belong-
ing to a busines§ efigaged in electronic commerce, the website of the company will
send a certificate tQ thie user so the user can verify the authenticity of the website’s
public keys. These public keys will subsequently be used to set up a secure chan-
nel, between the user andhe website, in which all information is encrypted. Note
that the public key of the trtisted authority, which is used to verify the public key
of the website, is typically hatds¢oded into the web browser.

1.2.5 Hash Functions

Signature schemes tend to be muchess ¢fficient than MACs. So it is not advis-
able to use a signature scheme to sign “lohg¥ messages. (Actually, most signature
schemes are designed to only sign messages ofsa short, fixed length.) In practice,
messages are “hashed” before they are signed. A cryptographic hash function is
used to compress a message of arbitrary length to & shert, random-looking, fixed-
length message digest. Note that a hash function is ‘apublic function that is as-
sumed to be known to everyone. Further, a hash functionhds no key. Hash func-
tions are discussed in Chapter 5.

After Alice hashes the message, she signs the message digest, using her private
signing algorithm. The original message, along with the signature@the message,
is then transmitted to Bob, say. This process is called hash-then-sign. To yerify the
signature, Bob will compute the message digest by hashing the message."Then he
will use the public verification algorithm to check the validity of the signéature on
the message digest. When a signature is used along with public-key encryptioh,
the process would actually be hash-then-sign-then-encrypt. That is, the messageds
hashed, the message digest is then signed, and finally, the message and signature
are encrypted.

A cryptographic hash function is very different from a hash function that is
used to construct a hash table, for instance. In the context of hash tables, a hash
function is generally required only to yield collisions! with a sufficiently small
probability. On the other hand, if a cryptographic hash function is used, it should

LA collision for a function h occurs when h(x) = h(y) for some x # y.
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be computationally infeasible to find collisions, even though they must exist.
Cryptographic hash functions are usually required to satisfy additional security
properties, as discussed in Section 5.2.

Cryptographic hash functions also have other uses, such as for key derivation.
When used for key derivation, a hash function would be applied to a long random
string in order to create a short random key.

Finally, it should be emphasized that hash functions cannot be used for encryp-
tion, for two fundamental reasons. First is the fact that hash functions do not have
d Key. The second is that hash functions cannot be inverted (they are not injective
tunctions) so a message digest cannot be “decrypted” to yield a unique plaintext
value.

1.3 Cryptographig’Protocols

Cryptographic tools such as cryptosystems, signature schemes, hash functions,
etc., can be used on theirfown to achieve specific security objectives. However,
these tools are also used as cofiiponents in more complicated protocols. (Of course,
protocols can also be designed “fram scratch,” without making use of prior prim-
itives.)

In general, a protocol (or interactive protocol) refers to a specified sequence
of messages exchanged between two (of possibly more) parties. A session of a
protocol between Alice and Bob, say, will donsist of one or more flows, where
each flow consists of a message sent from Alice,to Bob or vice versa. At the end
of the session, the parties involved may have established some common shared
information, or confirmed possession of some previously shared information.

One important type protocol is an identification se¢h¢me, in which one party
“proves” their identity to another by demonstrating possession of a password, for
example. More sophisticated identification protocols will insteadsconsist of two (or
more) flows, for example a challenge followed by a response, Wheresthe response
is computed from the challenge using a certain secret or private kéy. Identification
schemes are the topic of Chapter 10.

There are many kinds of protocols associated with various aspects of choos-
ing keys or communicating keys from one party to another. In a key distribition
scheme, keys might be chosen by a trusted authority and communicated to 6fhe’o%
more members of a certain network. Another approach, which does not requife
the participation of an active trusted authority, is called key agreement. In a key
agreement scheme, Alice and Bob (say) are able to end up with a common shared
secret key, which should not become known to an adversary. These and related
topics are discussed in Chapters 11 and 12.

A secret sharing scheme involves a trusted authority distributing “pieces” of
information (called “shares”) in such a way that certain subsets of shares can be
suitably combined to reconstruct a certain predefined secret. One common type
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of secret sharing scheme is a threshold scheme. In a (k, n)-threshold scheme, there
are n shares, and any k shares permit the reconstruction of the secret. On the other
hand, k — 1 or fewer shares provide no information about the value of the secret.
Secret sharing schemes are studied in Chapter 11.

1.4’ , Security

A ffindamental goal for a cryptosystem, signature scheme, etc., is for it to be
“secute./But what does it mean to be secure and how can we gain confidence
that somethifig is indeed secure? Roughly speaking, we would want to say that an
adversarylcanmot succeed in “breaking” a cryptosystem, for example, but we have
to make this netion precise. Security in cryptography involves consideration of
three different aspeets: an attack model, an adversarial goal, and a security level.
We will discuss each(of these in turn.

The attack model specifies the information that is available to the adversary. We
will always assume that the’adversary knows the scheme or protocol being used
(this is called Kerckhoffs” Priiiciple). The adversary is also assumed to know the
public key (if the system is a publiezkey system). On the other hand, the adversary
is assumed not to know any secret-erprivate keys being used. Possible additional
information provided to the adversary shiould be specified in the attack model.

The adversarial goal specifies exactlywhat it means to “break” the cryptosys-
tem. What is the adversary attempting to d6_and what information are they trying
to determine? Thus, the adversarial goal defines\a “successful attack.”

The security level attempts to quantify the effor¥required to break the cryp-
tosystem. Equivalently, what computational resotrcesidoes the adversary have
access to and how much time would it take to carry#out an attack using those
resources?

A statement of security for a cryptographic scheme will assext that a particular
adversarial goal cannot be achieved in a specified attack model, giwen specified
computational resources.

We now illustrate some of the above concepts in relation to a cryptosystem.
There are four commonly considered attack models. In a known ciphertext at-
tack, the adversary has access to some amount of ciphertext that is all encrypted
with the same unknown key. In a known plaintext attack, the adversary gains
access to some plaintext as well as the corresponding ciphertext (all of whichs
encrypted with the same key). In a chosen plaintext attack, the adversary is al-
lowed to choose plaintext, and then they are given the corresponding ciphertext.
Finally, in a chosen ciphertext attack, the adversary chooses some ciphertext and
they are then given the corresponding plaintext.

Clearly a chosen plaintext or chosen ciphertext attack provides the adversary
with more information than a known ciphertext attack. So they would be con-
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sidered to be stronger attack models than a known ciphertext attack, since they
potentially make the adversary’s job easier.

The next aspect to study is the adversarial goal. In a complete break of a cryp-
tosystem, the adversary determines the private (or secret) key. However, there are
other, weaker goals that the adversary could potentially achieve, even if a com-
plete break is not possible. For example, the adversary might be able to decrypt
a previously unseen ciphertext with some specified non-zero probability, even
though they have not been able to determine the key. Or, the adversary might be
able to determine some partial information about the plaintext, given a previously
unseen ciphertext, with some specified non-zero probability. “Partial information”
could jnelude the values of certain plaintext bits. Finally, as an example of a weak
goal, the’adversary might be able distinguish between encryptions of two given
plaintexts.?

Other eryptographic primitives will have different attack models and adver-
sarial goals. In"a’signature scheme, the attack model would specify what kind
of (valid) signatures‘the adversary has access to. Perhaps the adversary just sees
some previously signed messages, or maybe the adversary can request the signer
to sign some specific mesSdages of the adversary’s choosing. The adversarial goal
is typically to sign some “new# message (i.e., one for which the adversary does
not already know a valid signatufe). Perhaps the adversary can find a valid sig-
nature for some specific message ¢hat the adversary chooses, or perhaps they can
find a valid signature for any messages These would represent weak and strong
adversarial goals, respectively.

Three levels of security are often studiéd;which are known as computational
security, provable security, and unconditional security.

Computational security means that a specificalgorithm to break the system is
computationally infeasible, i.e., it cannot be accomplished in a reasonable amount
of time using currently available computational resourees. Of course, a system that
is computationally secure today may not be computatiohally secure indefinitely.
For example, new algorithms might be discovered, computers may get faster, or
fundamental new computing paradigms such as quantum eetputing might be-
come practical. Quantum computing, if it becomes practical, could.have an enor-
mous impact on the security of many kinds of public-key cryptography; this is
addressed in more detail in Section 9.1.

It is in fact very difficult to predict how long something that is considered
secure today will remain secure. There are many examples where many &ypto-
graphic schemes have not survived as long as originally expected due to the feas
sons mentioned above. This has led to rather frequent occurrences of replacing
standards with improved standards. For example, in the case of hash functions,
there have been a succession of proposed and/or approved standards, denoted
as SHA-0, SHA-1, SHA-2 and SHA-3, as new attacks have been found and old
standards have become insecure.

2Whether or not this kind of limited information can be exploited by the adversary in a malicious
way is another question, of course.
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An interesting example relating to broken predictions is provided by the
public-key RSA Cryptosystem. In the August 1977 issue of Scientific American, the
eminent mathematical expositor Martin Gardner wrote a column on the newly de-
veloped RSA public-key cryptosystem entitled “A new kind of cipher that would
take millions of years to break.” Included in the article was a challenge cipher-
text, encrypted using a 512-bit key. However, the challenge was solved 17 years
later, on April 26, 1994, by factoring the given public key (the plaintext was “the
magic words are squeamish ossifrage”). The statement that the cipher would take
millions of years to break probably referred to how long it would take to run the
best factoring algorithm known in 1977 on the fastest computer available in 1977.
Howeyen between 1977 and 1994, there were several developments, including the
following;:

e computerSbecame much faster,
e improved fagtoring algorithms were found, and

o the development/Of the internet facilitated large-scale distributed computa-
tions.

Of course, it is basically imp@ssible to predict when new algorithms will be dis-
covered. Also, the third item listed"above can be regarded as a “paradigm shift”
that was probably not on anyone’s«adar«in 1977.

The next “level” of security we address is provable security (also known as
reductionist security), which refers to assitiation where breaking the cryptosys-
tem (i.e., achieving the adversarial goal) cati be reduced in a complexity-theoretic
sense to solving some underlying (assumed difficult) mathematical problem. This
would show that breaking the cryptosystem is at least as difficult as solving the
given hard problem. Provable security often involves reductions to the factoring
problem or the discrete logarithm problem (these problengs are studied in Sections
6.6 and 7.2, respectively).

Finally, unconditional security means that the cryptosystem cannot be broken
(i.e., the adversarial goal is not achievable), even with unlimited cemputational
resources, because there is not enough information available to theadversary (as
specified in the attack model) for them to be able to do this. The"most famous
example of an unconditionally secure cryptosystem is the One-time Pad. dn this
cryptosystem, the key is a random bitstring having the same length as thelain-
text. The ciphertext is formed as the exclusive-or of the plaintext and the key. Fox
the One-time Pad, it can be proven mathematically that the adversary can obtain
no partial information whatsoever about the plaintext (other than its length), given
the ciphertext, provided the key is used to encrypt only one string of plaintext and
the key has the same length as the plaintext. The One-time Pad is discussed in
Chapter 3.

When we analyze a cryptographic scheme, our goal would be to show that the
adversary cannot achieve a weak adversarial goal in a strong attack model, given
significant computational resources.
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The preceding discussion of security has dealt mostly with the situation of a
cryptographic primitive such as a cryptosystem. However, cryptographic prim-
itives are generally combined in complicated ways when protocols are defined
and ultimately implemented. Even seemingly simple implementation decisions
can lead to unexpected vulnerabilities. For example, when data is encrypted using
a block cipher, it first needs to be split into fixed length chunks, e.g., 128-bit blocks.
If the data does not exactly fill up an integral number of blocks, then some padding
has to be introduced. It turns out that a standard padding technique, when used
with the common CBC mode of operation, is susceptible to an attack known as
a padding oracle attack, which was discovered by Vaudenay in 2002 (see Section
4.7.Ttor.a description of this attack).

Theré are also various kinds of attacks against physical implementations of
cryptography)that are known as side channel attacks. Examples of these include
timing attacks, fault analysis attacks, power analysis attacks, and cache attacks.
The idea is that ififesmation about a secret or private key might be leaked by ob-
serving or physically’manipulating a device (such as a smart card) on which a par-
ticular cryptographic-s¢heme is implemented. One example would be observing
the time taken by the device toyperform certain computations (a so-called “timing
attack”). This leakage of inférmation can take place even though the scheme is
“secure.”

1.5 Notes and References

There are many monographs and textbooks on the'subject of cryptography. We
will mention here a few general treatments that mdy beuseful to readers.
For an accessible, non-mathematical treatment, weérecommend

e Everyday Cryptography: Fundamental Principles and Applications, Second Edition
by Keith Martin [127].

For a more mathematical point of view, the following recent texts aze helpful:

o An Introduction to Mathematical Cryptography by J. Hoffstein, J. Pipher, and
J. Silverman [96]

e Introduction to Modern Cryptography, Second Edition by J. Katz and Y. Lindell
[104]

o Understanding Cryptography: A Textbook for Students and Practitioners by
C. Paar and ]J. Pelzl [157]

o Cryptography Made Simple by Nigel Smart [185]

e A Classical Introduction to Cryptography: Applications for Communications Secu-
rity by Serge Vaudenay [196].
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For mathematical background, especially for public-key cryptography, we recom-
mend

e Mathematics of Public Key Cryptography by Stephen Galbraith [84].
Finally, the following is a valuable reference, even though it is quite out of date:

e Handbook of Applied Cryptography by A.J. Menezes, P.C. Van Oorschot, and
< ) S.A. Vanstone [134].





