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Chapter 9

The Insider Threat

9.1  Defining the Insider Threat
The concept of an insider threat has been with us ever since there was competition 
between organizations. It is nothing new. Ancient military forces employed spies, 
saboteurs and sought for turn-coats several thousand years ago. Sun Tzu wrote of 
using spies and other similar persons in the gathering of information and disrupt-
ing of plans. The Roman Army often wrote on the value of collaborators within 
communities that could help them identify key persons, strongholds and economic 
activities. Even in modern times, there is little doubt that having an “inside track” 
or “privileged access” gives an organization a competitive advantage.

The first layer of definition involves identifying an insider threat as being a 
member of a trusted community. This does not necessarily mean an employee, a 
contractor or a visitor—it refers specifically to a person that operates as part of that 
environment. This means that the concept of an insider threat becomes uncomfort-
able in many organizations because it forces the consideration that individuals may 
betray the trust, confidence or even friendships within those communities.

When looking at this issue, therefore, we need to understand that there are three 
major factors that differentiate the insider and external threats. The first involves 
the intent and commitment of the individual. These two elements (intent and com-
mitment) are likely the two most aligned elements when describing the threat. The 
second element involves the fact that the insider threat belongs to part of the com-
munity. That means that its proximity is immediate, and it will have an expanded 
ability to move effectively within the organization. The third element involves the 
knowledge, skills, and resources available to the threat. For the insider threat, the 
opportunity to develop or elevate these three characteristics’ gravity is a key ele-
ment and even reveals a significant flaw in how many organizations approach the 
design of their security controls.
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The final element associated with the general treatment of the internal threat 
issue is that it is rife with subjectivity and subject to various interpretations. 
While the organization may see the insider threat in terms of their betrayal of 
trust and potentially devastating impacts, the individual may be motivated by 
other factors that would make their intentions appear to be noble or even heroic. 
The individual may be convinced of the rightness of their actions and may well 
hide any of the normal personal indicators that would be looked for behind that 
shield.

Addressing these elements effectively means shifting the design philosophy 
not only within security, but also within such key processes and staffing, hir-
ing, supervising and discipline. The other challenge with an insider threat pro-
gram is that it takes an approach that most organizations are loathe to adopt 
because it requires them to make the statement or assumption that there is a 
need to monitor the loyalty, integrity and honesty of its employees. While this 
message may be easily sent, it can be received and interpreted badly—leading 
to its own impacts, one of which is fostering an environment within which an 
insider threat can flourish. Those who have studies the various anti-terrorism and 
counter-terrorism campaigns that arose in Africa (Nigeria, Congo, Angola) or 
parts of Europe (Ireland) have very strong examples of how a population, when 
put under this kind of pressure, can have its moderates swing towards the opposi-
tion in response to what may be perceived as inappropriate, unnecessary or even 
oppressive controls.

9.2  Intent and Commitment
9.2.1  What Motivates the Insider Threat?

When comparing the internal and external threats, the area with the most overlap 
involves the intent of the individual. How the organization chooses to perceive 
itself and how the insider threat perceives the organization, or even a single aspect 
of the organization, become at odds with each other. The source of this misalign-
ment follows the traditional reasons: (1) financial, (2) status, (3) ethical/moral/
religious, and (4) social issues. Financial pressures may involve the need to alleviate 
financial pressure (such as massive debt) or the desire to achieve greater wealth and 
its accoutrements (larger house, etc.). The primary source of the dissonance lies 
in the individual’s own desires or needs, and the reward structure offered by the 
organization. The second element involves personal status. The threat may feel that 
their work is not appreciated within the organization. It may also perceive others 
as having received inappropriate recognition. Again, the core consideration is the 
difference between the individual’s perception or need and that of the organiza-
tion. The third element (moral/ethical/religious grounds) involves the individual 
determining that there are a set of higher values that need to be adhered to and that 
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the company is deficient in meeting the requirements of those values. This factor is 
important in that there is consistent belief that the organization’s approach is defi-
cient. Finally, an insider threat may also be the result of social pressures. Individuals 
who develop affiliations with competing entities (or even hostile entities) These 
entities may demand proof, or the individual may wish to demonstrate their value 
to the group (essentially a matter of status) and elevate their status within the group. 
When looking at the issue of the insider threat, understanding how organizational 
beliefs and decisions can influence these four factors is a key element when attempt-
ing to assess the probability of insider threat issues.

While the source of cognitive dissonance (financial, status, ethics, social) may 
lie at the base of the issue, there is a second layer that involves how the individual 
responds to that cognitive dissonance. These four factors can be described in terms 
of (1) reward, (2) avoidance, (3) justification and (4) retribution. These two sets of 
four operate in pairs to give a structure to the kind of insider threat. For example, 
an individual seeking financial reward may attempt to sell secrets or steal funds. 
An individual seeking to avoid financial costs or penalties may attempt to falsify 
documents or statements. An individual may attempt to justify their steps taken to 
disrupt a service by claiming that it serves a “greater good.” This approach allows 
for an organization to begin to generate a spectrum of first possible activity and 
then refine that, through surveillance, to start to identify probable activity.

9.2.2  The Changing Attitude Towards Employment

These foundations can be linked to a current shift in how people perceive the nature 
of careers and employment. Many of the current models continue to assume that 
an individual seeks the stability of their position and then works to manipulate 
financial, personal, and other rewards and sanctions in the context of the indi-
vidual remaining in that position. This approach had merit with the generations 
that sought stability (long term employment/pensions) in their lives. Today, how-
ever, the upcoming generations may change jobs once every two to three years as 
they seek out greater responsibility, challenges, and opportunities. The result is that 
there is a natural increase in the cognitive dissonance associated with reward and 
status that can lead to an individual seeking greater rewards or justifying acts to 
accomplish the same results as advancement would.

9.2.3  The Impact on Intent and Commitment

While an intent may have formed, the commitment to act or to press through with 
an action must also be considered. This will be dependent on several factors. First, 
and foremost, will be the individual’s tolerance with respect to the risk of suffering 
sanctions versus the perceived rewards or benefits. The greater the risk of sanction 
(in terms of severity or probability of failure), the greater the downward pressure on 
commitment. The second factor involves whether the individual sees that context 
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as improving or degrading. Where the situation is improving, the likelihood that 
the individual decrease. Where the situation appears to be degrading, this can lead 
to the individual becoming increasingly desperate and increases the risk that the 
individual will commit the act. The third element that can influence this is the 
change in external factors acting on the individual. While the context may deal 
with conditions, this third category deals with influences that may act or push the 
individual towards acting. This may involve pressures from fellow employees, fam-
ily members, acquaintances or others that have identified a situation and will likely 
use the individual’s desperation as a vector to attack from.

One common method of assessing the potential impacts on an organization 
involves using an annualized rate of occurrence factored by an average cost of an 
event. The challenge here is that this assumes that there is a linear curve. This 
does not reflect the normal behaviour of persons. An individual may reinforce 
their commitment to act by having many successful attempts. These successful 
attempts reduce the individual’s focus on the sanctions (in terms of likelihood) 
while reinforcing the reward aspect of the attack. Given that this curve involves 
many highly subjective factors, concerns may be raised by attempting to compare 
two or more individuals within the same set. Where multiple persons or threat 
agents are involved, threat profiles should be considered or developed, and the level 
of commitment should be expressed as a range.

9.3  Knowledge, Skills, Abilities, and Resources
The insider threat is part of a community, often a trusted community, and can 
become a significantly grave threat to the organization for several reasons. These 
include, but are not necessarily limited to, the following:

 ◾ The individual has direct knowledge of what assets may be vulnerable to cer-
tain kinds of attacks through observation and exposure;

 ◾ The individual has direct knowledge of at least some of the security controls 
that are used to protect those assets, including having indicators of what fac-
tors may trigger a response;

 ◾ The individual may have the ability to identify gaps in routines or coverage 
that would allow for more means or opportunity to attack;

 ◾ The individual may be given a token, given information acting as a token or 
be registered into systems that allows for the bypassing of security controls; 
and

 ◾ The individual may have significant time and ability to operate within the 
environment without raising suspicion.

From a capacity-based approach for the threat, this elevates the gravity of the 
threat significantly given that the threat has the means and opportunity to penetrate 
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many of the security controls within little to no interference. The individual has a 
defined job description that provides a tacit level of authorization to certain kinds 
of access to perform their job. The individual may be registered in systems (such 
as for email or file sharing) that allows the individual to gain access to informa-
tion. Further to this, however, is that the time it takes for the individual to proceed 
through the attack cycle is greatly increased. While external attackers must spend 
time in reconnaissance to identify targets and to identify what they may need to be 
successful, the insider threat understands this as a matter of course.

9.3.1  The Ability to Target

The initial phases of both physical and logical attacks involve a degree of reconnais-
sance. While the physical attack (consisting of conceptualization, initial reconnais-
sance, target selection, detailed reconnaissance, planning, preparation, execution 
and exploitation/escape) and the logical attack (consisting of conceptualization, 
external reconnaissance, breaching the perimeter. Lateral movement, escalation of 
privileges, delivering the payload, executing the attack, covering tracks), the first 
key element is that the threat, to perform reconnaissance must act in a way that may 
be detected by the intended target. If detected, defensive controls can be adjusted 
to intercept the attacker before the organization suffers the injury associated with 
a successful attack. The insider threat, however, operates within the physical and 
logical space, meaning that the time needed to conduct this research or reconnais-
sance is greatly reduced.

This can lead to a 0-day scenario for both the physical and information security 
communities. If the insider threat has access to the asset (including information or 
data) as part of the work, it is possible that the breach will be discovered at the point 
where the organization suffers the full extent of the injury (such as reading sensitive 
data on the Internet). When considering the security mantra of prevention (or protec-
tion), detection, response and recovery, this means that the organization is immedi-
ately forced into the recovery phases of an event with little way of preventing the loss.

9.3.2  The Ability to Lengthen the Breach

The second aspect of this involves the attacker’s ability to prolong the breach by 
concealing their actions. If the insider threat has access to the files and permission 
to remove them, then it can simply remove select files at any point in time. This 
ability allows the attacker to increase the number of successful attempts and keep 
each attempt below the normal thresholds for detection. Copying a full hard drive 
may raise alarm bells but copying a couple of folders may well look explainable. 
Further, the attack can be done in such a way that while it uses many attempts, it 
does not set a pattern that would point towards a larger attack.

The insider threat must also be considered distinctly from other threats in that 
the insider threat may not just commit one act but attack the system in such a way 
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that recurring breaches or injuries occur. Instead of simply breaching the network 
once or creating the conditions supporting a denial of service attack, the attacker 
could create conduits and routes past the controls. This is becoming increasingly 
important when one considers the variety of tools that are used to breach networks 
that are currently available on the Internet.

9.3.3  The Ability to Abuse Processes

Finally, one must also be aware that the insider threat may well take steps for their 
own protection. This may involve measures to conceal one’s own actions but may 
also include steps to force the organization to “back off.” This may include the use 
of complaint processes or avenues that can be used to force a reduction in supervi-
sion or management. While such processes and avenues for redress are very impor-
tant to those that have legitimate claims (and therefore become necessary within 
the organization), the ability to detect and respond to persons that attempt to use 
or abuse these processes as a means of avoiding detection through security or even 
supervision is equally critical. Organizations may become progressively vulnerable 
to this form of abuse as the social and political climates demand that the organiza-
tion demonstrate that it has taken every reasonable step in ever circumstance.

The capacity of the insider threat, therefore, can be described in terms of its 
ability to use the organization’s own culture, resources and processes against itself.

9.4  Proximity and Mobility
The concept of proximity and mobility peaks to the ability of the insider threat to 
reach its intended target either physically or logically. This may involve being able 
to access certain files, drives or services on a network. It may involve being able to 
access certain kinds of spaces. The challenge here is that the threat is part of the 
community.

9.4.1  Proximity to the Community

When defining the community in this context, one needs to look at it as being 
more than simply part of the organization chart. This includes the levels of access 
that are granted to outside communities that an individual may be given access to 
perform certain roles.

Certain roles within an organization may have to be treated distinctly in 
this regard. These are communities that have expanded access due to their daily 
operations—such as security, safety, environmental controls, maintenance, and 
other supporting services. In this case, there needs to be a balance between the level 
of access given to facilitate business processes and the level of access restricted to 
reduce the risks of these kinds of attacks. This may be more complicated than some 
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imagine, particularly as organizations shift priorities and demand greater respon-
siveness from coordinated services. Each of these positions, however, should be 
readily distinguishable from what may be described as baseline or normal levels of 
access and treated accordingly.

Many organizations simply require these positions to undergo a more rigorous 
security screening. The argument is that this elevated level of screening demon-
strates that the organization is doing more due diligence before giving the indi-
vidual access. This, however, is a flawed approach. The security screening process, 
while vital in many respects, is not the complete solution to the problem although 
many managers and supervisors will trust the elevated level of clearance implicitly. 
The first challenge with this is that most clearance processes deal in final outcomes 
(such as a criminal conviction). If the individual has somehow avoided the charge 
or the record entry, then there is a significant possibility that the issues would not 
be reported. Secondly, many of these processes take considerable time and effort 
to prosecute meaning that some organizations may attempt to find ways to reduce 
what would be normally seen as reasonable actions in order to avoid public criticism 
or legal actions. Finally, as we see more migration and movement of persons, these 
processes may not actually be possible to complete due to gaps in the credibility of 
other systems or the lack of information sharing arrangements between systems.

When using the security mantra of “detecting and responding to a threat faster 
than the threat has time to commit acts that lead to injury,” then the insider threat 
may be considered having been given a significant head start.

9.4.2  Mobility within the Community

While a threat may be near its target (or not), the next aspect of the insider threat 
is its ability to move and operate within the organization’s context without arous-
ing suspicion. There are several aspects to this. Trust is a commodity that must be 
earned and should not be assumed. This means that the presence of a clearance 
should not be used exclusively and should only be used to indicate that, at the time 
of the granting of such clearance, there were no overt areas of concern. Second, 
the clearance must always be linked to appropriate managerial and supervisory 
controls. This is often described in terms of possessing a security screening at a 
requisite level of sensitivity in addition to having a need for access to perform one’s 
duties.

This is where the systems often break down, particularly in organizations with 
a weaker security culture. In these instances, organizations often lose control over 
sensitive spaces or levels of access when arguments arise that such controls are not 
necessary or impede the work environment. For example, one should not simply 
allow all individuals into sensitive processing areas based on an individual’s feeling 
of personal inconvenience. Similarly, in circumstances where an individual seeks 
access to those spaces that are not from within that group, it is incumbent upon 
the organization to determine if such access is, in fact, required. In organizations 
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that have weak security cultures, these kinds of controls may be onerous or per-
haps even draconian, but the lack of those controls leaves the organization easily 
penetrated.

Mobility also refers to the latitude that is given individuals in certain processes. 
A well-defined job-description and management structure will often support a 
need-to-know by clearly outlining which individuals should have access to certain 
kinds of information. This can be expanded to include a need to share given that 
the individual job descriptions can be trusted to provide adequate detail to meet the 
thresholds for exercising due diligence.

In some organizations that suffer from high internal turnover, there is a temp-
tation to create generic job descriptions across whole classes of employees. From a 
security perspective, this introduces a significant vulnerability in that the organiza-
tion loses the ability to refer to the expectations placed on the employee and indi-
cate what access should be allowed and what access should be limited. The primary 
reason for this generally involves facilitating the staffing process within an organi-
zation, allowing the job descriptions to be approved and provide more latitude for 
individual staffing processes.

9.4.3  The Ability to Camouflage Activities

Finally, the insider threat has an advantage over the organization in that it 
can camouflage its presence and activities. Consider the employee that always 
remains late after work to complete tasks. On one hand, the employee may be 
attempting to gain isolation to conduct some nefarious activity. On the other 
hand, it may be that the employee is dedicated, and the workload assigned has 
deadlines that are beyond the ability of the organization to meet during regular 
working hours. Because the employee is part of the trusted community or regu-
lar community, it can easily integrate itself into the general environments and 
avoid detection.

9.5  The Need for Organizations 
to Listen, Adapt and Control

The challenge associated with the insider threat may do well looking back at the 
anti-terrorism and anti-insurgency lessons learned. One of these lessons involves 
understanding how an organization would attack to prompt a heavy-handed 
response that would then drive more of the moderates towards the insurgents or 
terrorists. In this case, the response to the potential insider threat could create an 
environment in which the more reasonable (and loyal) members of staff feel that 
they are being punished without reason. The result becomes an environment in 
which management loses a degree of its ability to manage the situation without 
having to move to a very significant, if not catastrophic step.
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Part of the reason for the increase in the number of cases of apparent insider 
threats involves the change in how people see themselves and their employment. In 
the past, many individuals expected to be able to work for the same organization 
for almost a full career. They became part of the company and then worked hard 
to advance through that company. They essentially traded off an element of their 
freedom and self-satisfaction to achieve the stability of pensions and other consid-
erations. We still see vestiges of these systems through organizations such as the 
various public services and certain larger companies.

For the younger or newer generations, this is no longer the case. While people 
were previously prepared to commit a lifetime (in many cases, not all) to a com-
pany or organization in the past, today’s numbers show that people may change 
their career four or five times in the same period. The desire for stability has been 
replaced with a desire for satisfaction. Individuals are far less likely to accept wait-
ing for years before being given development opportunities or before reaching a 
point where they can be empowered significantly within an organization.

When looking at the reasons why individuals changed jobs, certain trends have 
become apparent. Of the reasons cited, one of the most prevalent was that there 
were no more significant opportunities for advancement. This was closely followed 
by individuals that felt dissatisfied with their leadership or the leadership of their 
senior management. These two elements appear to have been closely ranked. It 
should also be noted that the top reason for leaving (the lack of advancement) and 
the lowest reason (the reward structure) only differed by 13 percent in a range 
of surveys. One might argue, therefore, that one should closely watch the lack of 
advancement, dissatisfaction with leadership, the level of challenge at work, the 
work culture and the reward structure as part of a balanced approach.1

The reason why this trend is likely to continue involves a challenge with work-
place balance and a growing divergence between expectations and rewards. One 
article in Forbes indicated that a company that was not growing at over 30 percent 
would be less likely to offer the new experiences, challenges or building opportu-
nities that would be encountered when changing jobs.2 There are not too many 
markets today that are growing at that rate unless they are younger companies or 
companies that are essentially starting out on new business lines.

The transition of the organization from a refuge within which a person could 
build a life to a stepping stone or a tool with which a person builds their own life 
is one of the foundations of the challenge with the insider threat. This is because 
the organization has become, in the mind of many persons, a tool by which they 
achieve their own goals. The balance has shifted from one of what may be described 
as an uneasy symbiosis (trading time for stability) to one where the company must 

1 https://business.linkedin.com/talent-solutions/blog/2015/08/new-research-reveals-the 
-real-reason-people-switch-jobs-and-it-isnt-money-or-their-boss.

2 https://www.forbes.com/sites/lizryan/2016/10/28/ten-reasons-successful-people-change-jobs 
-more-often/2/#6e1315c04fe2.
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be able to demonstrate to its workers that being there is in that individual’s best 
interest.

To identify these particular challenges, an organization’s management can bal-
ance their approach along the following core principles: observing, listening, adapt-
ing and controlling.

9.5.1  Observing

Many organizations will attempt to promote or distribute lists that provide trig-
gers or indicators of what an insider threat looks like. These need to be taken with 
a grain of salt. For example, a manager that consistently works late may be an 
insider threat or may be trying to make sure that the business of the day is properly 
wrapped up before going home. There are some indicators, however, that do appear 
to be more common.

When looking at the concept of observations, there are two main factors. The 
first factor is knowing the individual’s work habits and preferences. Different peo-
ple will have different work habits and the organization’s supervisory level needs 
to understand these work habits in such a way as to reduce the risk of false posi-
tives (falsely identifying the employee as a potential insider threat) as these false 
positives can quickly poison even a productive and loyal employee’s thinking. The 
second element involves knowing the individual’s circumstances and looking for 
changes that happen nearly-in-parallel to life changes. For example, an employee 
that suddenly takes on a significant debt may not simply walk into the office and 
commit computer fraud that same day. There are going to be periods during which 
the individual must resolve doubts and go through their own iteration of the 
attack cycle. If an organization has been monitoring for chances in circumstances 
and then detects a change in the work behaviour, then this may indicate a need 
for closer scrutiny.

This brings up another immutable approach within the security domain—that 
deviations from the normal behaviour of something should have some form of 
explanation or be considered issues to be resolved. That deviation may be within 
accepted norms. The insider threat may well know the thresholds for suspicion and 
may tailor their activities to remain within those norms. The use of norms and 
thresholds should be regarded with caution and have an understanding that it is 
unlikely that behaviour will have sharply defined parameters.

9.5.2  Listening

The second element of the approach in dealing with the insider threat is listening. 
This should not be confused with hearing. It means hearing the message, but also 
attempting to process that message in a meaningful and empathetic dialogue. It 
should also be clear that this does not simply mean that the organization needs to 
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capitulate and give individuals what they want every time they demand it. This is a 
two-way street and both parties must come to the process in good faith.

Consider, for example, an employee that feels that their work (which has been 
above average but not necessarily exemplary) is not being appropriately recognized. 
Failing to recognize that this is a potential factor in the emergence or evolution 
into an insider threat would be a serious misstep. The individual is not an insider 
threat—simply a person that has an issue. If the supervisor simply returns with a 
“canned speech” (and employees pick up very rapidly when management is using 
programmed communications) and the employee does not feel that there has been 
a meaningful communication, then the evolution towards becoming an inter-
nal threat may continue. If, on the other hand, the supervisor is able to sit down 
with the employee and identify, in a constructive manner, what needs to happen, 
the range of potential outcomes still has potentially negative results (where the 
employee rejects the results) but also has potential positive outcomes.

This is where there needs to be a significant understanding within an organi-
zation’s leadership in the differences between programmed organizational com-
munications (such as may be used to announce the start of a major project across 
the organization) and personal communications (which should have some level of 
personal connection with the individual).

9.5.3  Adapting

The act of listening, however, is nothing if there is no concrete or tangible response 
to that listening process. There also needs to be a level of adaptation that addresses 
those things that were identified in the listening process. Consider again the exam-
ple above. While management or the supervisor may have listened during the con-
versation, no action was taken. The employee may interpret this as a statement that 
the organization (informed of the potential impacts associated with non-action) 
has decided that those impacts are more acceptable than the costs associated with 
fixing any identified issues. Again, this pushes the individual towards that sense of 
adverse or non-recognition that begins to foster the formation of the internal threat.

This adaptation needs to be controlled and carefully documented. If the source 
of our employee issue involved a specific condition, then that condition should 
be carefully documented so that the factors leading to a decision are well-known. 
The decision should also be understood in the context of being a result of not 
only those conditions but also the nature of the dialogue between the employee 
and the organization. An employee that comes forward in a positive manner (such 
as requesting assistance in resolving an issue) should be identified in the process 
as having been part of the solution and, because the route to that solution was 
relatively straightforward and free of hinderances, an optimal solution could be 
found. Where an employee chooses a confrontational or negative approach, then 
the employee should bear some responsibility for this action. That may involve 
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making it clear that the costs associated with the negative approach eroded the 
organization’s ability to provide an optimal solution.

This operates at more than an individual level, adaptation also requires an orga-
nization to take two steps. The first involves ensuring that its operating frameworks 
are set up in such away that there is adequate slack at each level of management 
to manage. Similarly, the frameworks must have adequate flexibility to respond to 
new pressures. This does not mean that these frameworks should be without some 
concrete form or limitations. These limitations should be established clearly so that 
the limits of flexibility are clearly understood. For example, it may be considered 
allowed that an individual bring a personal data device into work in order to listen 
to music. If this is the case, then it should also be made clear that this is a privilege 
within the work environment that has certain conditions, such as that the user will 
not attempt to charge the device using a USB connection to the company network. 
Should an individual be caught violating that condition, then the privilege should 
be removed, and the individual looked at in terms of any internal approach to 
discipline.

9.5.4  Controlling

This last aspect is very important from a Critical Infrastructure perspective. The 
organization must continue to provide (and be able to assure it can provide) a ser-
vice. Failing to maintain effective control over the work environment means that 
this assurance is being eroded from a management perspective—particularly if it 
is linked to actions that were declared to present too much risk to the organi-
zation. Consider, for example, that military persons in the field may be able to 
maintain their smart devices (some forces having declared that they cannot enforce 
the policy, so they are no longer going to enforce it). Does this change the reality 
that such devices, if monitored, could provide the locations of individuals carrying 
them under certain circumstances? It does not. Does it change the fact that if an 
adversarial force were to receive that information, it could act against that group 
and potentially establish an element of surprise? No, it does not. In this context, the 
management and leadership need to be careful to ensure that some other control is 
in place to prevent this kind of undesirable outcome.

One example that comes to mind involves the recent revelation that some fit-
ness tracking devices could be used to identify the perimeter of camps and locations 
of camps. Does this information provide a level of value to an adversarial force? 
Of course. Any information that can be used to predict movement and determine 
patterns in operations can be of some level of value. At the same time, the lack of 
exposure of the threat when gaining this information should also be noted. Would 
this principle, which appears to work for camps in the desert, also work for ships at 
sea? It may well. If certain communities will not accept the controls being put in 
place, the organization may well want to take two approaches. The first may be to 
declare certain conditions to be completely unacceptable and continue to enforce 
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the conditions under those (potentially less rigorous) circumstances. The second 
is to ensure that those who refuse to accept the controls are required to share the 
burden of any consequences that may arise out of those circumstances. It the case 
of the camp or crew, it should be clear that if the organization was targeted for an 
attack and that attack exploited that vulnerability, it should be made clear that 
those that were part and parcel of the vulnerability exploited bear some account-
ability and responsibility for their actions.

In some cases, the organization may find that making this clear goes a signifi-
cant way in resolving the issue. For example, in the military context, very few (if 
any at all) are willing to put their colleagues at risk for their own personal conve-
nience. In this respect, the need for communications becomes clear—not in terms 
of issuing edicts but in terms of getting people in line with the organization’s goals 
and then explaining how certain factors can affect those goals.

9.6  The Alternative Approach to Staffing 
and Resource Management

One element that may be considered within organization involves what may be 
described as a return to fundamentally sound practices. If one accepts the prem-
ise that the current generation of incoming younger workers is focussed on 
self-actualization and advancement and no longer seeking stability, then one can 
anticipate that hiring an individual to do a single job will yield diminishing returns 
in the future. An individual may be highly motivated at the outset but may estab-
lish routines that gradually transmute into restlessness or dissatisfaction which then 
provides the incentive to leave. If the organization begins to adjust its hiring and 
staffing practices to move into career streams, however, it can identify optimal 
numbers of persons to be in those streams so that the overall stream remains filled. 
For example, a senior manager may retire, and this approach would allow the top 
performer of the next level of management down being able to move upwards and 
for those behind that individual to advance accordingly.

The first step involved in this process is returning to clearly defined job descrip-
tions, roles and responsibilities. Currently, there are many organizations that use 
generic job descriptions as a means of easing the staffing and classification burden. 
The result is that individuals become unclear as to what is expected of them and 
how they need to progress to meet the requirements of the next step. This lack of 
clarity transforms into stresses which, in turn, transform into factors that increase 
the desire to leave or realize benefits through other means (i.e. becoming the insider 
threat).

The second element involves being able to map out the various steps that need 
to be met for an individual to progress. Some organizations take the approach of 
hiring an individual into a position then considering them for training. Would one 
do this for the pilot of an aircraft? Of course not. So why would an organization 
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give them helm to an individual not ready to take control? In this context, the 
first stable level of management may wish to consider a period of acting positions 
where the individual works on the understanding that they are being monitored 
and coached to determine if they can assume that level of responsibility. Having the 
clearly defined background material for this is an important first step in that those 
that possess it are more likely to succeed than those that do not. The coaching and 
mentoring allows the organization to determine if they can apply that knowledge.

9.7  Authors’ Notes
What is clear is that if the current generations of workers are going to be moti-
vated by advancement, then organizations need to be prepared to accept that. It is 
equally clear that having a roadmap that clearly defines what needs to be met to 
be considered for advancement provides not only the clarity necessary to state that 
advancement is possible but also places clear expectations on an individual’s perfor-
mance should they want to advance. The days, however, of being in a job that will 
simply provide stability for a lifestyle and offer advancement appear to be largely 
gone by the wayside as are the days when organizations can simply attempt to meet 
demands in order to keep their workforce.
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