	Req. ID: STC-ATEN-006
	Category: SECURITY

	Subcategory(ies)/Tags
	Authentication, Credentials, Login

	Name
	Protection of Credentials

	Description
	Verify that the passwords for all user accounts are never stored or transmitted in clear text. This shall include but not be limited to verifying databases, logfile, error messages, administrative console message, flat files on the application file systems, etc.

	Constraints
	NA

	Comments
	A security code review is suggested to confirm whether any occurrence of a clear text password, encryption key or other authentication information in the memory shall be overwritten immediately after use.



