	Req. ID 
	SR-PRIV-010
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Retention

	Name
	Retention of Personal Information

	Requirement
	Personal information is retained for no longer than necessary to fulfill the stated purposes, unless a law or regulation specifically requires otherwise.

	Use Case(s)
	The entity:
· Documents its retention policies and disposal procedures
· Retains, stores, and disposes of archived and backup copies of records in accordance with its retention policies
· Ensures personal information is not kept beyond the standard retention time unless a justified business or legal reason for doing so exists

	Rationale
	The fifth principle of the Generally Accepted Privacy Principles (GAPP) is Use and Retention. This principle requires that the entity limit the use of personal information to the purpose identified in the notice and for which the individual has provided implicit or explicit consent.


	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Some laws specify the retention period for personal information. For example, HIPAA has retention requirements on accounting for disclosures of personal health information—three years for electronic health records and six years for nonelectronic health records.

Other statutory record retention requirements may exist; for example, certain data may need to be retained for tax purposes or in accordance with employment laws.




