	Req. ID 
	SR-CONF-008
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Confidentiality, Data Protection, Information Disclosure, Cryptographic Keys

	Name
	Security of Signing Keys

	Requirement
	The system shall not allow for the third-party recovery of keys used to create digital signatures.

	Use Case(s)
	NA

	Rationale
	Nonrepudiation requires that any keying material be maintained in a secure fashion and not shared outside of the authorized administrative controls

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-CONF-008



