	Req. ID 
	SR-PRIV-011
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Disposal, Destruction, Redaction

	Name
	Disposal, Destruction, and Redaction of Personal Information

	Requirement
	Personal information no longer retained is anonymized, disposed of, or destroyed in a manner that prevents loss, theft, misuse, or unauthorized access.

	Use Case(s)
	The entity:
· Erases or destroys records in accordance with the retention policies, regardless of the method of storage (for example, electronic, optical media, or paper based)
· Disposes of original, archived, backup and ad hoc or personal copies of records in accordance with its destruction policies
· Documents the disposal of personal information
· Within the limits of technology, locates and removes or redacts specified personal information about an individual as required—for example, removing credit card numbers after the transaction is complete
· Regularly and systematically destroys, erases, or makes anonymous personal information no longer required to fulfill the identified purposes or as required by laws and regulations

	Rationale
	The fifth principle of the Generally Accepted Privacy Principles (GAPP) is Use and Retention. This principle requires that the entity limit the use of personal information to the purpose identified in the notice and for which the individual has provided implicit or explicit consent.


	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Consideration should be given to using the services of companies that provide secure destruction services for personal information. Certain of these companies will provide a certificate of destruction where needed. 

Certain archiving techniques, such as DVDs, CDs, microfilm, or microfiche may not permit the removal of individual records without destruction of the entire database contained on such media.




