	Req. ID 
	SR-PRIV-006
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Choice and Consent

	Name
	Explicit Consent for Sensitive Information

	Requirement
	Explicit consent is obtained directly from the individual when sensitive personal information is collected, used, or disclosed, unless a law or regulation specifically requires otherwise. 

	Use Case(s)
	The entity collects sensitive information only if the individual provides explicit consent. Explicit consent requires that the individual affirmatively agree, through some action, to the use or disclosure of the sensitive information. Explicit consent is obtained directly from the individual and documented, for example, by requiring the individual to check a box or sign a form. This is sometimes referred to as opt in.

	Rationale
	The third principle of the Generally Accepted Privacy Principles (GAPP) is Choice and Consent. This principle requires that the entity describe the choices available to the individual and obtain implicit or explicit consent with respect to the collection, use, and disclosure of personal information.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Some jurisdictions consider government-issued personal identifiers, for example, Social Security numbers or Social Insurance numbers, to be sensitive information.



