	Req. ID 
	SR-AUDT-001
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Audit, Forensics, Logging

	Name
	Audit Log

	Requirement
	The system shall maintain an audit log that provides adequate information for establishing audit trails on security breaches and user activity.

	Use Case(s)
	

	Rationale
	The event log is one of the strongest tools in forensic analysis, and can also help determine the root cause of an incident. Additionally, event logs help identify patterns of attack and abnormal behavior.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-AUDT-001



