	Req. ID 
	SR-AUTR-004
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control

	Name
	Login Banner

	Requirement
	At the time of login and accessing system resources, the system shall provide the capability to generate an administrator-configurable warning banner. The administrator shall have the capability to create a warning banner that conforms to corporate policy and complies with appropriate national and local laws.

	Use Case(s)
	Login to the system

	Rationale
	Warning banners provide legal protection and policy awareness. The lack of ability to create a warning banner can result in liability and lack of legal flexibility (e.g., with respect to prosecution of offenders). 

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Similarly, since policies vary between organizations, it is necessary to allow for local customization of the warning banner.

	Test Case Ref #
	STC- AUTR-004



