	Req. ID: STC-ATEN-002
	Category: SECURITY

	Subcategory(ies)/Tags
	Authentication, Credentials, Login, Replay Attack

	Name
	Replay Attack Protection

	Description
	Verify that time-bound passwords and biometric authentication credentials are being validated and rejected from being replayed to gain unauthorized access to the application.

	Constraints
	NA

	Comments
	The test must also validate that the transmission of these credentials are also protected in the first place.



