	Req. ID 
	SR-PRIV-001
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Management, Information Classification

	Name
	Personal Information Identification and Classification

	Requirement
	The shall system shall identify the types of personal information and sensitive personal information and the related processes, systems, and third parties involved in the handling of such information. 

	Use Case(s)
	The entity has to have both an information classification policy and process, which include the following:
· A classification process, which identifies and classifies information into one or more of the following categories:
· Business confidential
· Personal information (sensitive and other personal information)
· Business general
· Public
· Identifying processes, systems, and third parties that handle personal information 
· Specific security and privacy policies and procedures that apply to each category of information


	Rationale
	The first principle of the Generally Accepted Privacy Principles (GAPP) is Management. This principle requires that the entity define, document, communicate, and assign accountability for its privacy policies and procedures.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	All such information is covered by the entity’s privacy and related security policies and procedures.



