	Req. ID 
	SR-IDEN-004
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Identification, User ID, Credentials

	Name
	Autodisable User IDs

	Requirement
	The application shall have the capability to automatically disable an identifier if it remains inactive for a specified time period (e.g., 90 days).

	Use Case(s)
	Auto expiration of temp  user IDs

	Rationale
	Accounts that remain active, but dormant or unused, are often the targets of attack. The disabling process need not be automatic. For example, the system may generate an autonomous message for the administrator indicating that a user ID has remained inactive for the specified period. It is expected that the administrator will disable the user ID. However, an automatic disabling feature shall exist that the administrator may enable.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Process level controls for routinely auditing and disabling unused user IDs shall exist.

	Test Case Ref #
	STC-IDEN-004



