	Req. ID 
	SR-AUDT-008
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Audit, Forensics, Survivability

	Name
	Protection of Audit Log

	Requirement
	The system shall protect the audit log from unauthorized access, modification, or deletion. This protection shall be provided by assigning resource access permission to users and interfaces.

	Use Case(s)
	

	Rationale
	Since the audit log is important for reconstructing historical activities, it is necessary to protect it from modification.
Access to log files should be limited to those with a legitimate business need. An example will be remote logging.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-AUDT-007



