	Req. ID: SR-IDEN-001
	Category: SECURITY

	Subcategory(ies)/Tags
	Identification, User ID, Login

	Name
	Unique User ID

	Requirement
	The software system shall uniquely identified each user of the system with a unique user ID

	Use Case(s)
	Initial login to the system

	Rationale
	It is of utmost importance to identify individual users to provide reliable accountability for actions. Shared accounts prevent accountability and auditability of actions performed on a system.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	A user may be a human, an automated process or another system that requests a session with the system under consideration to perform a task. A user may have multiple user IDs as long as the multiple user IDs unambiguously and uniquely identify the user.

	Test Case Ref #
	STC-IDEN-001



