	Req. ID 
	SR-PRIV-004
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Choice and Consent

	Name
	Communication to Individuals

	Requirement
	Individuals are informed (1) about the choices available to them with respect to the collection, use, and disclosure of personal information, and (2) that implicit or explicit consent is required to collect, use, and disclose personal information, unless a law or regulation specifically requires or allows otherwise.

	Use Case(s)
	The entity’s privacy notice describes, in a clear and concise manner, the following:
· The choices available to the individual regarding the collection, use, and disclosure of personal information
· The process an individual should follow to exercise these choices (for example, checking an opt-out box to decline receiving marketing materials)
· The ability of, and process for, an individual to change contact preferences
· The consequences of failing to provide personal information required for a transaction or service

	Rationale
	The third principle of the Generally Accepted Privacy Principles (GAPP) is Choice and Consent. This principle requires that the entity describe the choices available to the individual and obtain implicit or explicit consent with respect to the collection, use, and disclosure of personal information.


	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	



