	Req. ID 
	SR-AUTR-008
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control

	Name
	User and Group Privileges

	Requirement
	The system shall have features to assign user and group privileges (i.e., access permissions) to  user IDs (not authentication information).

	Use Case(s)
	NA

	Rationale
	Assigning user privileges to authenticators may compromise their confidentiality. Instead, assigning privileges to a user enables authorization checking without requiring disclosure of authentication.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC- AUTR-008



