	Req. ID 
	SR-AUTR-006
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Session Management, Authorization, Authentication,

	Name
	Session Timeout 

	Requirement
	The system shall provide a “timeout” feature so that if during an active session there has not been any exchange of messages across the connection for an administrator-specified period of time, the system shall drop the connection and require a successful reauthentication to regain access.

	Use case(s)
	NA

	Rationale
	Leaving open active sessions increases the possibility of session hijacking as well as disclosure of data.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC- AUTR-006



