	Req. ID 
	SR-PRIV-003
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Notice

	Name
	Provision of Notice

	Requirement
	Notice is provided to the individual about the entity’s privacy policies and procedures (a) at or before the time personal information is collected, or as soon as practical thereafter, (b) at or before the entity changes its privacy policies and procedures, or as soon as practical thereafter, or (c) before personal information is used for new purposes not previously identified. 


	Use case(s)
	The privacy notice has to be
• readily accessible and available when personal information is first collected from the individual.
• provided in a timely manner (that is, at or before the time personal information is collected, or as soon as practical thereafter) to enable individuals to decide whether or not to submit personal information to the entity.
• clearly dated to allow individuals to determine whether the notice has changed since the last time they read it or since the last time they submitted personal information to the entity.


	Rationale
	The second principle of the Generally Accepted Privacy Principles (GAPP) is Notice. This principle requires that the entity provide notice about its privacy policies and procedures and identify the purpose for which personal information is collected, used, retained, and disclosed.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Some regulatory requirements indicate that a privacy notice is to be provided on a periodic basis, for example, annually in the Gramm-Leach-Bliley Act (GLBA).




