	Req. ID 
	SR-ATEN-012
	Category

	Subcategory(ies)/
Tags
	Authentication, Credentials, Login

	Name
	Password Complexity

	Requirement
	The system shall require that the authentication information is configurable to administrator-specified characteristics for minimum length, alphabetic characters and numeric or special characters.

	Use Case(s)
	NA

	Rationale
	Use of trivial and predictable authenticators makes it easier for a third party to obtain an authenticator through brute-force attacks, such as dictionary attacks and other cracking methods. 

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-ATEN-012

	
	
	
	



