	Req. ID: STC-ATEN-003
	Category: SECURITY

	Subcategory(ies)/Tags
	Authentication, Credential Enumeration, Login

	Name
	Protect Credential Guessing

	Description
	Verify that the application error messages do not reveal which part of the credential (user ID or password) is incorrect for a failed login attempt.

	Constraints
	This must be done for all possible types of logins allowed into the application.

	Comments
	Also verify whether brute-force detection and protection controls exist for the application.



