	Req. ID 
	SR-ATEN-004
	Category
	SECURITY

	Sub-Category(ies)/Tags
	Authentication, Credentials, Login

	Name
	Server Authentication

	Requirement
	The system shall have the ability to authenticate itself to the user and to other systems during session establishment.

	Use case(s)
	Login over SSL into a Web application

	Rationale
	In most cases, authentication focuses solely on the client authentication to the server. However, without proper server-to-client authentication, it may be possible for a third party to impersonate a server and obtain client’s authentication credentials.

	Priority
	Critical/High/Medium/Low

	Constraints
	With mechanisms such as SSH, Time of First Use (TOFU) problems exist.

	Comments
	Other authentication mechanisms where this requirement is not met shall be disabled or redirected to this form authentication (e.g., http to https)

	Test Case Ref #
	STC-ATEN-004



