	Req. ID 
	SR-AUDT-002
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Audit, Forensics, Logging

	Name
	Logging of Authentication Information

	Requirement
	The system shall maintain the confidentiality of authenticators (e.g., passwords) by excluding them from being recorded in the audit log.

	Use Case(s)
	

	Rationale
	Logs are often visible to persons who are not typically authorized to view authentication information. To enforce the confidentiality of authentication data, as well as the separation of duties requirement, it is necessary to exclude authentication information from audit logs.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-AUDT-002



