	Req. ID 
	SR-AUDT-004
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Audit, Forensics, Logging

	Name
	Action on Audit Log Failure

	Requirement
	The system shall provide the administrator the ability to specify the appropriate actions to take (i.e., continue or terminate processing) when the audit log malfunctions or is terminated.

	Use Case(s)
	

	Rationale
	Although audit log information could be critical for forensic purposes and for detection of inappropriate or unauthorized activity, the system must allow the administrator to specify whether or not the system should continue to function when the log function is no longer able to perform. Institutions will make this decision based on a risk assessment of the application and the business process.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-AUDT-004



