	Req. ID 
	SR-CONF-001
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Confidentiality, Data Protection, Information Disclosure, Integrity

	Name
	Sensitive Information Protection

	Requirement
	The system shall have the capability to protect system-defined, security-related, and user-defined selected information from unauthorized disclosure while it is stored or in transit.

	Use Case(s)
	NA

	Rationale
	Information related to security, if disclosed, can lead to unauthorized access to systems, disclosure of sensitive transaction and system information, and loss of integrity. In addition to system-defined sensitive information, it is also important to protect user-defined sensitive information using similar mechanisms.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-CONF-001



