	Req. ID: STC-AUTR-006
	Category: SECURITY

	Subcategory(ies)/Tags
	Session Management, Authorization, Authentication

	Name
	Session Timeout

	Description
	Verify that the system provides a “time-out” feature so that if during an active session there has not been any exchange of messages across the connection for an administrator-specified period of time, the system shall drop the connection and require a successful reauthentication to regain access.

	Constraints
	NA

	Comments
	This has to be tested on all interfaces of the application.



