	Req. ID 
	SR-ATEN-008
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authentication, Credentials, Login, Passwords

	Name
	Password Aging

	Requirement
	The system shall offer a credential aging feature that forces users to periodically change static authentication information. This shall be administrator-configurable.

	Use Case(s)
	NA

	Rationale
	The periodic aging serves to limit the time period during which a password can be guessed, thus making it more difficult to crack it. In the event that a password is compromised, this also limits the potential use of and damage caused by the compromised password.

	Priority
	Critical/High/Medium/Low

	Constraints
	To enable ongoing communications between fully automated systems (e.g., batch processing), it is permissible for the system to not require aging under that specific circumstance.

	Comments
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