	Req. ID 
	SR-AUTR-010
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control

	Name
	Resource Control Mechanism

	Requirement
	The system shall provide a resource control mechanism that grants or denies access to a resource based on user and interface privilege.

	Use Case(s)
	Examples of resources include functions (e.g., backup operation), and data (e.g., files, fields). This covers both the operations- and service-related interfaces.

	Rationale
	Systems must ensure that user- and role-based access control, as well as interface-based access control, are coordinated, thus allowing for maximum granularity of access control and minimizing the risk of inadvertent “backdoor” access.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-AUTR-010



