	Req. ID 
	SR-AUTR-005
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control

	Name
	Last Login Information Display

	Requirement
	Upon successful session establishment, the system shall display the date and time of the last successful login.

	Use Case(s)
	Display of post-login home page/screen

	Rationale
	Providing information about a user’s last successful login allows a user to determine the existence of an unauthorized login in the past and is useful in detecting possible intrusions.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	In case of Internet-exposed Web apps, displaying the IP address is an additional control.

	Test Case Ref #
	STC- AUTR-005



