	Req. ID 
	SR-ATEN-007
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authentication, Credentials, Login, Passwords

	Name
	Password Changes

	Requirement
	On first use, the system shall prompt the user to change the initial password and deny access if the user does not comply. Also, it shall allow users to change their own password and/or PIN number later on at any time.

	Use Case(s)
	First Login to the System, Regular Password Changes

	Rationale
	This is to prevent the user from relying solely on a default password that is known to administrators. Also, the system must enable individual users to periodically make changes to their authentication information.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Forcing to change the password during first login will also prevent administrator trying to impersonate the user. 

	Test Case Ref #
	STC-ATEN-007

	
	
	
	
	



