	Req. ID 
	SR-INTG-006
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Data Integrity, Data Protection, Logging

	Name
	Integrity of Logs

	Requirement
	The system shall have the capability to protect the integrity of audit log records by generating integrity checks (e.g., checksums or secure hashes) when the log records are created, and by verifying the integrity check data when the record is accessed.

	Use Case(s)
	

	Rationale
	A common technique, as part of an attack, is to alter the log and audit records on a system to hide unauthorized activity. Integrity checks on these records can help prevent such activity.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-INTG-006



