
	Req. ID 
	SR-CONF-006
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Confidentiality, Data Protection, Information Disclosure, Cryptographic Keys

	Name
	Cryptographic Key Recovery

	Requirement
	The system shall support recovery of all encryption keys by an authorized and authenticated user.

	Use Case(s)
	NA

	Rationale
	It must be possible to recover a key in the event that the key’s owner or primary caretaker is unable to provide the key for legitimate use (e.g., the key has been lost; the individual has left the company).

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	This is in line with most rational policies regarding corporate access to proprietary data.

	Test Case Ref #
	STC-CONF-006



