	Req. ID 
	SR-PRIV-014
	Category
	SECURITY

	Sub-Category(ies)/Tags
	Privacy, Disclosure

	Name
	Disclosure of Personal Information

	Requirement
	Personal information is disclosed to third parties only for the purposes described in the notice, and for which the individual has provided implicit or explicit consent, unless a law or regulation specifically requires or allows otherwise.

	Use case(s)
	Systems and procedures are in place to:
· Prevent the disclosure of personal information to third parties unless an individual has given implicit or explicit consent for the disclosure
· Document the nature and extent of personal information disclosed to third parties
· Test whether disclosure to third parties is in compliance with the entity’s privacy policies and procedures, or as specifically allowed or required by law or regulation
· Document any third-party disclosures for legal reasons

	Rationale
	The seventh principle of the Generally Accepted Privacy Principles (GAPP) is Disclosure to Third Parties. This principle requires that the entity disclose personal information to third parties only for the purposes identified in the notice and only with the implicit or explicit consent of the individual.


	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Personal information may be disclosed through various legal processes to law enforcement or regulatory agencies.

Some laws and regulations have specific provisions for the disclosure of personal information. Some permit disclosure of personal information without consent whereas others require verifiable consent.



