	Req. ID: STC-ATEN-007
	Category: SECURITY

	Subcategory(ies)/Tags
	Authentication, Credentials, Login, Passwords

	Name
	Password Changes

	Description
	· Verify that the application forces a password change on the very first login for a user (specifically for auto-generated/administrated created passwords).
· The verifier shall try to forcefully navigate away from the password change page by using known URLs for the home page (or any other page) and confirm that the application does not allow such access.
· Verify that the application shall later on allow for regular password changes at user’s will.

	Constraints
	NA

	Comments
	NA



