	Req. ID 
	SR-ATEN-005
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authentication, Credentials, Login

	Name
	Reauthentication

	Requirement
	The system shall have the ability to reauthenticate the user during an active session.

	Use Case(s)
	Before performing critical transactions

	Rationale
	Periodic reauthentication improves a system’s ability to withstand session “hijacking” attacks, in which a third party assumes control of a previously authenticated session.

	Priority
	Critical/High/Medium/Low

	Constraints
	

	Comments
	Other risk management and fraud detection/prevention controls shall exist for the primary protection of the application data.

	Test Case Ref #
	STC-ATEN-005



