	Req. ID 
	SR-PRIV-016
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Security for Privacy

	Name
	Logical Access Controls

	Requirement
	Logical access to personal information is restricted by procedures that address the following matters:
· Authorizing and registering internal personnel and individuals
· Identifying and authenticating internal personnel and individuals
· Making changes and updating access profiles
· Granting privileges and permissions for access to IT infrastructure components and personal information
· Preventing individuals from accessing anything other than their own personal or sensitive information 
· Limiting access to personal information to only authorized internal personnel based upon their assigned roles and responsibilities
· Distributing output only to authorized internal personnel
· Restricting logical access to offline storage, backup data, systems, and media
· Restricting access to system configurations, super-user functionality, master passwords, powerful utilities, and security devices (for example, firewalls)
· Preventing the introduction of viruses, malicious code, and unauthorized software

	Use case(s)
	

	Rationale
	The eighth principle of the Generally Accepted Privacy Principles (GAPP) is Security for Privacy. This principle requires that the entity protect personal information against unauthorized access (both physical and logical).

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	



