	Req. ID 
	SR-CONF-002
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Confidentiality, Data Protection, Information Disclosure, Cryptographic Keys

	Name
	Cryptographic Key Security

	Requirement
	If cryptographic keys are generated and stored, the system shall provide secure key storage that is impractical to compromise through a logical or physical attack.

	Use Case(s)
	NA

	Rationale
	Keys provide the fundamental core to cryptographic protection, and their disclosure severely compromises confidentiality of data. Systems must provide key protection commensurate with the key’s purpose.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-CONF-002



