	Req. ID 
	SR-PRIV-005
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Choice and Consent

	Name
	Implicit or Explicit Consent

	Requirement
	Implicit or explicit consent is obtained from the individual at or before the time personal information is collected or soon after. The individual’s preferences expressed in his or her consent are confirmed and implemented

	Use Case(s)
	The entity

· Obtains and documents an individual’s consent in a timely manner (that is, at or before the time personal information is collected or soon after)
· Confirms an individual’s preferences (in writing or electronically)
· Documents and manages changes to an individual’s preferences
· Ensures that an individual’s preferences are implemented in a timely fashion
· Addresses conflicts in the records about an individual’s preferences by providing a process for users to notify and challenge a vendor’s interpretation of their contact preferences
· Ensures that the use of personal information, throughout the entity and by third parties, is in accordance with an individual’s preferences.

	Rationale
	The third principle of the Generally Accepted Privacy Principles (GAPP) is Choice and Consent. This principle requires that the entity describe the choices available to the individual and obtain implicit or explicit consent with respect to the collection, use, and disclosure of personal information.



	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	



