	Req. ID: STC-AUTR-001-1
	Category: SECURITY

	Subcategory(ies)/Tags
	Authorization, Credentials, Access Control

	Name
	Access Rights 1

	Description
	Verify that the system does not allow access to system resources without checking the assigned rights and privileges of the authenticated user.

	Constraints
	NA

	Comments
	This has to be validated by trying out all the different parts (pages in web apps) of the application using different user IDs that have different privileges and ensuring that the expected behavior is exhibited.



