	Req. ID 
	SR-PRIV-015
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Disclosure

	Name
	Protection of Personal Information

	Requirement
	Personal information is disclosed only to third parties who have agreements with the entity to protect personal information in a manner consistent with the relevant aspects of the entity’s privacy policies or other specific instructions or requirements. The entity has procedures in place to evaluate that the third parties have effective controls to meet the terms of the agreement, instructions, or requirements.

	Use Case(s)
	When providing personal information to third parties, the entity enters into contracts that require a level of protection of personal information equivalent to that of the entity’s. In doing so, the entity:
· Limits the third party’s use of personal information to purposes necessary to fulfill the contract
· Communicates the individual’s preferences to the third party
· Refers any requests for access or complaints about the personal information transferred by the entity to a designated privacy executive, such as a corporate privacy officer
· Specifies how and when third parties are to dispose of or return any personal information provided by the entity
The entity evaluates compliance with such contract using one or more of the following approaches to obtain an increasing level of assurance depending on its risk assessment:
· The third party responds to a questionnaire about their practices.
· The third party self-certifies that its practices meet the entity’s requirements based on internal audit reports or other procedures.
· The entity performs an onsite evaluation of the third party.
· The entity receives an audit or similar report provided by an independent auditor.

	Rationale
	The seventh principle of the Generally Accepted Privacy Principles (GAPP) is Disclosure to Third Parties. This principle requires that the entity disclose personal information to third parties only for the purposes identified in the notice and only with the implicit or explicit consent of the individual.


	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	The entity is responsible for personal information in its possession or custody, including information that has been transferred to a third party.

Some regulations (for example, from the U.S. federal financial regulatory agencies) require that an entity take reasonable steps to oversee appropriate service providers by exercising appropriate due diligence in the selection of service providers.

Some jurisdictions, including some countries in Europe, require entities that transfer personal information to register with their regulatory body prior to transfer.

PIPEDA requires a comparable level of protection while the personal information is being processed by a third party. 

Article 25 of the EU’s Directive requires that such transfers take place only where the third party ensures an adequate level of protection.



