	Req. ID 
	SR-ATEN-006
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authentication, Credentials, Login

	Name
	Protection of Credentials

	Requirement
	The application shall not divulge in clear text the static authenticator (e.g., password, PIN number, token seed, smart card seed, etc.) of one user to any other user, including administrators.

	Use Case(s)
	Password Reset, Unlock

	Rationale
	Passwords shall not be transmitted, stored, or echoed in clear text. Administrators must have the ability to make changes to authentication information, but must not be able to easily impersonate the user.

	Priority
	Critical/High/Medium/Low

	Constraints
	

	Comments
	Any occurrence of a clear text password, encryption key, or other authentication information in the memory shall be overwritten immediately after use.

	Test Case Ref #
	STC-ATEN-006



