	Req. ID: STC-ATEN-012
	Category: SECURITY

	Subcategory(ies)/Tags
	Authentication, Credentials, Login

	Name
	Password Complexity

	Description
	· Verify that application has the administrative provisions to set password complexity requirements—for minimum length, alphabetic characters, and numeric or special characters.
· Set several such complexity requirements and validate that they are being enforced for different user types.

	Constraints
	NA

	Comments
	When a complexity requirement changes, the new requirement must be automatically enforced during the next password change cycle.



