	Req. ID 
	SR-PRIV-012
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Access

	Name
	Access by Individuals to Their Personal Information

	Requirement
	Individuals are able to determine whether the entity maintains personal information about them and, upon request, may obtain access to their personal information.

	Use Case(s)
	Procedures are in place to:
· Determine whether the entity holds or controls personal information about an individual
· Communicate the steps to be taken to gain access to the personal information
· Respond to an individual’s request on a timely basis
· Provide a copy of personal information, upon request, in printed or electronic form that is convenient to both the individual and the entity
· Record requests for access and actions taken, including denial of access and unresolved complaints and disputes

	Rationale
	The sixth principle of the Generally Accepted Privacy Principles (GAPP) is Access. This principle requires that the entity provide individuals with access to their personal information for review and update.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	



