	Req. ID 
	SR-CONF-005
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Confidentiality, Data Protection, Information Disclosure, Cryptographic Keys

	Name
	Cryptographic Key Revocation

	Requirement
	The system shall have the capability to enforce the immediate revocation of a user and the associated keying material when requested by the administrator.

	Use Case(s)
	NA

	Rationale
	Revocation is necessary to enforce policy. Since all keys can be cached locally, the only way to prevent use of an unauthorized key or certificate is to globally denote revocation of that key or certificate.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-CONF-005



