	Req. ID 
	SR-AUDT-005
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Audit, Forensics

	Name
	Archival of Audit Logs

	Requirement
	The system shall provide the administrator the ability to retrieve, print, and copy (to some long-term storage device) the contents of the audit log.

	Use Case(s)
	Backup/Archival of Log Files

	Rationale
	It is desirable to move audit logs to remote systems or storage in order to avoid system failure due to space restrictions, as well as to avoid unauthorized modification. Secondary administrator/operator/auditor roles are needed to allow for log offloading and management without granting broader super-user privileges.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-AUDT-005



