	Req. ID 
	SR-SURV-002
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Audit, Forensics, Survivability

	Name
	Log Malfunction Alert

	Requirement
	The system shall generate a real-time alarm and have the capability to send an e-mail notification for impeding failures (running out of storage space) or if the audit log malfunctions is shut down for any reason.

	Use Case(s)
	

	Rationale
	If the audit log malfunctions, there is no way to track activities or transactions. This makes it difficult to conduct business under normal operations. Rather than shutting down the system, most organizations choose to operate under some form of emergency circumstances. To inform the organization of the need to invoke these new operational procedures and to begin to address the problem at hand, there is a need to sound a real-time alarm and send an e-mail notification (since real-time alarms to the console are typically ignored by the operators).

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-SURV-002



