	Req. ID 
	SR-SURV-001
	Category
	SECURITY

	Subcategory(ies)/
Tags
	System Integrity, System Maintenance, Survivability

	Name
	Buffer Overflow Protection

	Requirement
	The system shall prevent buffer overflow conditions that allow for unauthorized access.

	Use Case(s)
	

	Rationale
	Buffer overflow conditions are a common source of unauthorized access to systems, allowing for an unauthorized user to cause a system to execute a (potentially damaging) command.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-SURV-001



