	Req. ID 
	SR-PRIV-020
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Monitoring and Enforcement

	Name
	Ongoing Monitoring

	Requirement
	Ongoing procedures are performed for monitoring the effectiveness of controls over personal information, based on a risk assessment, and for taking timely corrective actions where necessary. Ongoing procedures are performed to monitor the effectiveness of controls over personal information, based on a risk assessment, and to take timely corrective actions where necessary.

The entity uses the following: 
· Control reports
· Trend analysis
· Training attendance and evaluations 
· Complaint resolutions
· Regular internal reviews 
· Internal audit reports 
· Independent audit reports covering controls at service organizations 
· Other evidence of control effectiveness 

The selection of controls to be monitored and the frequency with which they are monitored are based on the sensitivity of the information and the risks of possible exposure of the information. 

	Use Case(s)
	Examples of such controls are as follows:
· Policies require that all employees take initial privacy training within 30 days of employment. Ongoing monitoring activities would include a review of  selected employees’ human resource files to determine whether they contain the appropriate evidence of course completion. 
· Policies require that whenever an employee changes job responsibilities or is terminated, such employee’s access to personal information be reviewed and appropriately modified or terminated within 24 hours (or immediately in the case of employee termination). This is controlled by an automated process within the human resource system, which produces a report of employee status changes that requires supervisor action to avoid automatic termination of access. This is monitored by the security group, which receives copies of these reports and the related supervisor actions. 
· Policies state that confirmation of a privacy-related complaint is provided to the complainant within 72 hours, and if not resolved within 10 working days, then the issue is escalated to the CPO. The control is a log used to record privacy complaints, including complaint date, and subsequent activities through to resolution. The monitoring activity is the monthly review of such logs for consistency with this policy.

	Rationale
	The tenth principle of the Generally Accepted Privacy Principles (GAPP) is Monitoring and Enforcement. This principle requires that the entity monitor compliance with its privacy policies and procedures and have procedures to address privacy-related inquiries and disputes.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	



