	Req. ID 
	SR-INTG-007
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Data Integrity, Data Protection

	Name
	Integrity Checks

	Requirement
	The system shall have the capability to protect data integrity by performing data integrity checks and reject the data if the integrity check fails.

	Use Case(s)
	· Verification of message authentication code (MAC), keyed Hash Message Authentication Code (HCAC) or digital signature
· Adequate alert messages in response to potentially damaging commands before execution
· Proper handling of duplicate and multiple inputs
· Proper handling of securely generated encryption keying information
· Proper handling of overflow conditions

	Rationale
	Data integrity is a large issue, and threats take many forms. The system should take steps to ensure that the integrity of data is maintained at all relevant points.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-INTG-007



