	Req. ID 
	SR-NREP-003
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Nonrepudiation, Logging, Accountability, Digital Signatures, Cryptographic Keys

	Name
	Digital Signatures

	Requirement
	The system shall have the capability to interface with a specified trusted third party to obtain cryptographic keys that will link the received information or request with a specific user.

	Use Case(s)
	

	Rationale
	Digital signatures are often used to provide nonrepudiation. In order to properly verify a signature, it may be necessary to obtain verification from a third party, such as a certification authority, validation authority, or certificate directory.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Most applicable for SSL based communications.

	Test Case Ref #
	STC-NREP-003



