	Req. ID 
	SR-PRIV-007
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Choice and Consent

	Name
	Consent for Online Data Transfers

	Requirement
	Consent is obtained before personal information is transferred to or from an individual’s computer or other similar device.

	Use Case(s)
	The entity requests customer permission to store, alter, or copy personal information (other than cookies) in the customer’s computer or other similar electronic device.
If the customer has indicated to the entity that it does not want cookies, the entity has controls to ensure that cookies are not stored on the customer’s computer or other similar electronic device. 
Entities will not download software that will transfer personal information without obtaining permission.

	Rationale
	The third principle of the Generally Accepted Privacy Principles (GAPP) is Choice and Consent. This principle requires that the entity describe the choices available to the individual and obtain implicit or explicit consent with respect to the collection, use, and disclosure of personal information.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Consideration should be given to prevent or detect the introduction of software that is designed to mine or extract information from a computer or other similar electronic device and therefore may be used to extract personal information, for example, spyware.




