Test Cases Directory	

	Test Case Filename
	Description

	STC-IDEN-001
	Unique User ID

	STC-IDEN-002-1
	Backdoor Prevention

	STC-IDEN-002-2
	Backdoor Prevention

	STC-IDEN-003
	Process Identifier Code/Accountability

	STC-IDEN-004
	Autodisable User IDs

	STC-IDEN-005
	Security Attributes

	STC-ATEN-001
	Credential Security

	STC-ATEN-002
	Replay Attack Protection

	STC-ATEN-003
	Protect Credential Guessing

	STC-ATEN-004
	Server Authentication

	STC-ATEN-005
	Reauthentication

	STC-ATEN-006
	Protection of Credentials

	STC-ATEN-007
	Password Changes

	STC-ATEN-008
	Password Aging

	STC-ATEN-009
	Password Change Prompt

	STC-ATEN-010
	Secure Password Changes

	STC-ATEN-011
	Preventing Password Reuse

	STC-ATEN-012
	Password Complexity

	STC-ATEN-013
	Configurable False Accept/Rejection

	STC-ATEN-014
	Protection of biometric authentication information

	STC-AUTR-001-1
	Access Rights 1

	STC-AUTR-001-2
	Access Rights 2

	STC-AUTR-001-3
	Access Rights 3

	STC-AUTR-002
	Protection of biometric authentication information

	STC-AUTR-003
	Account Lockout

	STC-AUTR-004
	Login Banner

	STC-AUTR-005
	Last Login Information Display

	STC-AUTR-006
	Session Timeout

	STC-AUTR-007
	Access Restriction

	STC-AUTR-008
	User and Group Privileges

	STC-AUTR-009
	Role-Based Access Control (RBAC)

	STC-AUTR-010
	Resource Control Mechanism

	STC-AUTR-011-1
	Concurrent Logon Sessions 1

	STC-AUTR-011-2
	Concurrent Logon Sessions 2

	STC-AUDT-001
	Audit Log

	STC-AUDT-002
	Logging of Authentication Information

	STC-AUDT-003
	Logging of Specific Events

	STC-AUDT-004
	Action on Audit Log Failure

	STC-AUDT-005
	Archival of Audit Logs

	STC-AUDT-006
	Log Review and Reporting

	STC-AUDT-007
	Logging of Specific Information

	STC-AUDT-008
	Protection of Audit Log

	STC-CONF-001
	Sensitive Information Protection

	STC-CONF-002
	Cryptographic Key Security

	STC-CONF-003
	Cryptographic Key Strength

	STC-CONF-004
	Cryptographic Key Expiration

	STC-CONF-005
	Cryptographic Key Revocation

	STC-CONF-006
	Cryptographic Key Recovery

	STC-CONF-007
	Signing Key Security

	STC-CONF-008
	Security of Signing Keys

	STC-INTG-001
	Integrity Checking

	STC-INTG-002
	Source Identification

	STC-INTG-003
	Header Integrity

	STC-INTG-004
	Replay Attack Protection

	STC-INTG-005
	Integrity of Sensitive Information

	STC-INTG-006
	Integrity of Logs

	STC-INTG-007
	Integrity Checks

	STC-AVAL-001
	Secure Scalability

	STC-AVAL-002
	Capability to Monitor Availability

	STC-NREP-001
	Secure Logging of Specific Information

	STC-NREP-002
	Time Stamping

	STC-NREP-003
	Digital Signatures

	STC-IMMU-001
	Default Deny

	STC-IMMU-002
	Scope Limitation

	STC-IMMU-003
	Limit Execution

	STC-IMMU-004
	CRUD-Based Access Control

	STC-SURV-001
	Buffer Overflow Protection

	STC-SURV-002
	Log Malfunction Alert

	STC-SURV-003
	Logging through System Restarts

	STC-SYSM-001
	Source Tracking

	STC-SYSM-002
	System Integrity Checks

	STC-SYSM-003
	System Snapshot Report

	STC-SYSM-004
	Secure Recovery

	STC-SYSM-005
	Security Data Backup/Restore

	STC-SYSM-006
	Restore from Backup Checks

	STC-SYSM-007
	Security Settings Recovery

	STC-SYSM-008
	Security Parameters through System Restarts



