	Req. ID 
	SR-CONF-003
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Confidentiality, Data Protection, Information Disclosure, Cryptographic Keys

	Name
	Cryptographic Key Strength

	Requirement
	If cryptographic keys are generated, the system shall implement a standard key generation algorithm that generates non-predictable values.

	Use case(s)
	NA

	Rationale
	A cryptographic algorithm is only as strong as the strength of the key generation algorithm. This has proven to be the source of security breaches and vulnerabilities

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-CONF-003



