	Req. ID 
	SR-ATEN-003
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authentication, Credential Enumeration, Login

	Name
	Protect Credential Guessing

	Requirement
	The system shall not provide feedback to the user during the authentication procedure other than “invalid” (i.e., it shall not reveal which part of the authentication [e.g., user ID or password] procedure is incorrect).

	Use case(s)
	User Login

	Rationale
	Feedback that is too descriptive can inadvertently give out information regarding which part of an authentication procedure is incorrect, thus allowing an attacker to narrow his or her search.

	Priority
	Critical/High/Medium/Low

	Constraints
	Some other application flows (user registration/signup) may actually give up this information indirectly.

	Comments
	As long as strong brute-force detection and protection exists, the application shall be able to maintain good security levels against this type of attack.

	Test Case Ref #
	STC-ATEN-003



