	Req. ID 
	SR-AUTR-007
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control

	Name
	Access Restriction

	Requirement
	The system shall have the capability to restrict session establishment based on time-of-day, day-of-week, calendar date of the login, and source of the connection.

	Use Case(s)
	NA

	Rationale
	These features enable organizations to enforce more restrictive policies for nonstandard access based on time and location.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	For Internet-facing Web application, this would include using geo-location information.

	Test Case Ref #
	STC- AUTR-007



