	Req. ID 
	SR-CONF-007
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Confidentiality, Data Protection, Information Disclosure, Cryptographic Keys, Digital Signature

	Name
	Signing Key Security

	Requirement
	The system shall not use signing keys for purposes of data encryption.

	Use case(s)
	NA

	Rationale
	In conjunction with the requirement for key recovery in SR-39 (above), it is necessary to separate encryption keys, which must be recoverable, from signing keys, which identify the owner and must not be recoverable.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-CONF-007



