	Req. ID: STC-IDEN-002-2
	Category: SECURITY

	Subcategory(ies)/Tags
	Identification, User ID, Login, Backdoor

	Name
	Backdoor Prevention

	Description
	Verification that codebase (specifically the one involving authentication and authorization) using automated static analysis tools and manual security code review to ensure no such backdoor logic exists. 

	Constraints
	One must understand that this test alone can never provide 100 percent assurance; hence, the organization would have to ensure that constant detection/monitoring is in place for critical software. A good reference on this matter is Ken Thompson’s “Reflections on Trusting Trust.”1

	Comments
	NA



