	Req. ID 
	SR-ATEN-001
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authentication, Credentials, Passwords, Hashing

	Name
	Credential Security

	Requirement
	The system shall store the information used for authentication in a secure manner, using public and widely accepted cryptoalgorithms.

	Use Case(s)
	Password Storage

	Rationale
	Authenticating information must be stored in such a way so that a third party without authorization to do so cannot easily obtain it. For example, static passwords should be passed through a one-hash function, and only the hash should be stored.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	Per-user salting is recommended for storing password hashing to provide additional level of security.

	Test Case Ref #
	STC-ATEN-001



