What’s On the CD?

The enclosed CD contains electronic versions of several of the documents and templates referenced in Secure and Resilient Software: Requirements, Test Cases, and Testing Methods
On the CD you will find:
· 93 security requirements from Chapter 4 as MS Word files
· 73 test Cases from Chapter 8 as MS Word files for testing the requirements selected
· Checklists from Chapters 3 and 6
Requirements
In the RequirementTemplates  folder on the CD you will find the 93 requirements organized by the security topics they reference.  Each requirement family has its own directory and within each directory are separate MS Word template files along with a Directory file that contains the requirement file name and its description:
· Identification Requirements – Folder IDEN
· Authentication Requirements – Folder ATEN
· Authorization  Requirements – Folder AUTR
· Security Auditing Requirements – Folder AUDT
· Confidentiality  Requirements – Folder CONF
· Integrity  Requirements – Folder INTG
· Availability Requirements – Folder AVAL
· Non-repudiation  Requirements – Folder NREP
· Immunity  Requirements – Folder IMMU
· Survivability Requirements – Folder SURV
· Systems Maintenance  Requirements – Folder SYSM
· Privacy  Requirements – Folder PRIV
You can use these requirements in any number of ways:
· Export them in any file format that MS Word supports into your Requirements Management System
· Copy and update them for your Business Requirements Document (BRD), Master Requirements Document (MRD, or whatever you use to specify system functional and nonfunctional requirements)

Test Cases

In the TestCasesTemplates folder on the CD you will find the 73 test cases and a directory for them.  Each test case supports one of more security requirements from Chapter 4.  
Using the Test Cases
You can use the test case templates to create your customized testing plans for your software based on the techniques described in Chapter 10.  These test cases can be combined and integrated into your own test plan document and imported into your testing platform (if it is supported).
Checklists
In the Checklists folder on the CD you will find electronic versions of:
· Table 3.3	Requirements Gathering Phase Completion Checklist
· Table 6.4	MSDN Architecture and Design Review Checklist

