	Req. ID 
	SR-ATEN-002
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authentication, Credentials, Login, Replay Attack

	Name
	Replay Attack Protection

	Requirement
	The authentication process of the application shall protect the system from replay attacks by not only protecting the transmitted authentication information but also examining sequences of submitted authentication information.

	Use Case(s)
	Biometric-based Login

	Rationale
	If transmissions of credentials can be eavesdropped upon, then it may be possible to replay the authenticator and convince the relying party that this is a new authentication attempt.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	This requirement is applicable for time-bound passwords and biometric authentication credentials and not for regular passwords.

	Test Case Ref #
	STC-ATEN-002



