	Req. ID 
	SR-IMMU-002
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control, Immunity

	Name
	Scope Limitation

	Requirement
	The system shall provide the ability to define system level or administrative privileges with appropriate scope limitations.

	Use Case(s)
	NA

	Rationale
	Many systems provide privileged access without any compensating controls or scope limitations, increasing the risk of damage from a rogue administrator or privileged user. For example, after initiating an administrator session, the system could provide the ability to restrict access to operational or regular end-user functions.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-IMMU-002



