	Req. ID 
	SR-PRIV-008
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Collection

	Name
	Communication to Individuals

	Requirement
	Individuals are informed that personal information is collected only for the purposes identified in the notice. The types of personal information collected and the methods of collection, including the use of cookies or other tracking techniques, are documented and described in the privacy notice.

	Use Case(s)
	The entity’s privacy notice discloses the types of personal information collected, the sources and methods used to collect personal information, and whether information is developed or acquired about individuals, such as buying patterns.

Types of personal information collected include the following: 
· Financial (for example, financial account information) 
· Health (for example, information about physical or mental status or history) 
· Demographic (for example, age, income range, social geocodes)

Methods of collecting and third-party sources of personal information include the following:
· Credit reporting agencies
· Over the telephone
· Via the Internet using forms, cookies, or Web beacons

The entity’s privacy notice discloses whether it uses cookies and Web beacons and how they are used. The notice also describes the consequences if the cookie is refused.

	Rationale
	The fourth principle of the Generally Accepted Privacy Principles (GAPP) is Collection. This principle requires that the entity collect personal information only for the purposes identified in the notice.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	



