	Req. ID 
	SR-AUDT-007
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Audit, Forensics, Logging

	Name
	Logging of Specific Information

	Requirement
	The system shall allow the administrator to configure the audit log to record specified information such as:

· Date and time of the attempted event
· Host name of the system generating the log record
· User ID of the initiator of the attempted event
· Names of resources accessed
· Host name of the system that initiated the attempted event
· Success or failure of the attempt (for the event)
· Event type

	Use Case(s)
	

	Rationale
	To properly analyze the impact of an event, it is necessary to have this basic information for use during forensic analysis.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-AUDT-007



