	Req. ID 
	SR-AUTR-002
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control, Biometrics

	Name
	Protection of Biometric Authentication Information

	Requirement
	The system shall take appropriate precautions to protect authentication information while stored. This includes the representation of the user’s personal characteristics (e.g., fingerprint, iris pattern).

	Use Case(s)
	NA

	Rationale
	Since it may be difficult to forge a personal characteristic of an individual, the typical attack on these systems is against the representation of the biometric on the server. Similarly, since it is nearly impossible to reissue a biometric to a user, it is critical that the representation of the biometric is adequately secured on the server.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC- AUTR-002



