	Req. ID 
	SR-AUTR-001
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control

	Name
	Access Rights

	Requirement
	The system shall not allow access to system resources without checking the assigned rights and privileges of the authenticated user.

	Use Case(s)
	Access to different functionalities of the application.

	Rationale
	Authorization is useless unless tied to something that maps identification to rights or privileges. Authorization controls must be applied across all users, resources, and interfaces.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	For a Web application, this would translate to every Web page request having a routine that checks for access rights before processing the request.

	Test Case Ref #
	STC- AUTR-01-1, STC- AUTR-01-2, STC- AUTR-01-3



