	Req. ID 
	SR-IDEN-002
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Identification, User ID, Login, Backdoor

	Name
	Backdoor Prevention

	Requirement
	All interfaces of the software that are accessed for performing any action shall have the capability to recognize the user ID.

	Use Case(s)
	Initial login to the system, batch jobs, API calls, N/W interface

	Rationale
	Identification must be applied across all system interfaces. In the event that a “backdoor” exists through which access is granted with no identification, the security of the system would be compromised.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	The term “interface” refers to the point of entry into a system. It can be a network interface, user interface, or other system interface, as appropriate.

	Test Case Ref #
	STC-IDEN-002-1, STC-IDEN-002-2



