	Req. ID 
	SR-PRIV-017
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Privacy, Security for Privacy

	Name
	Physical Access Controls

	Requirement
	Physical access is restricted to personal information in any form (including the components of the entity’s system(s) that contain or protect personal information). Systems and procedures are in place to:
· Manage logical and physical access to personal information, including hard copy, archival, and backup copies
· Log and monitor access to personal information
· Prevent the unauthorized or accidental destruction or loss of personal information
· Investigate breaches and attempts to gain unauthorized access
· Communicate investigation results to the appropriate designated privacy executive
· Maintain physical control over the distribution of reports containing personal information
· Securely dispose of waste containing confidential information (for example, shredding)

	Use Case(s)
	

	Rationale
	The eighth principle of the Generally Accepted Privacy Principles (GAPP) is Security for Privacy. This principle requires that the entity protect personal information against unauthorized access (both physical and logical).

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	



