	Req. ID 
	SR-ATEN-011
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authentication, Credentials, Login, Passwords

	Name
	Preventing Password Reuse

	Requirement
	The system shall provide a mechanism to prevent the reuse of passwords within a defined period. For example, when updating a password, a user shall be prevented from using a password that was used in the recent past.

	Use Case(s)
	Password Change

	Rationale
	Without this requirement, it is possible for users to alternate between two passwords periodically, making it easier for a third party to obtain unauthorized access to the system, thus defeating the purpose of the password aging feature.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-ATEN-011



