	Req. ID 
	SR-CONF-004
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Confidentiality, Data Protection, Information Disclosure, Cryptographic Keys

	Name
	Cryptographic Key Expiration

	Requirement
	The system shall have the capability to enforce the administrator-specified time period for the validity of keys for a particular use and/or user and shall prevent further use of a key after it has expired.


	Use Case(s)
	NA

	Rationale
	The duration of key validity is directly proportional to the risk of compromise. Key validity periods also provide the ability to enforce local policies and procedures. Key validity periods must be enforced by the relying party and at the point of issuance of the certificate. Due to caching and the vagaries of individual copies, it is not sufficient to enforce key validity solely at the sending party’s end.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	NA

	Test Case Ref #
	STC-CONF-004



