	Req. ID 
	SR-AUTR-003
	Category
	SECURITY

	Subcategory(ies)/
Tags
	Authorization, Credentials, Access Control, Authentication, Login

	Name
	Account Lock-out

	Requirement
	If several consecutive incorrect login attempts are made, the system shall generate an alarm and also lock-out the account (for a specified period of time or indefinitely, depending on the criticality of the role and application) after an administrator-specifiable number of attempts. The maximum default setting is three attempts.

	Use case(s)
	NA

	Rationale
	Multiple incorrect logins are often an indication of attempted intrusions. Allowing more than three incorrect attempts can dramatically decrease system security.

	Priority
	Critical/High/Medium/Low

	Constraints
	NA

	Comments
	If multiple attempts occur, locking out the account can minimize the threat of unauthorized access, as well as allowing for time to perform forensic analysis of the incident.

	Test Case Ref #
	STC- AUTR-003



