	Req. ID: STC-AUDT-003
	Category: SECURITY

	Subcategory(ies)/Tags
	Audit, Forensics, Logging

	Name
	Logging of Specific Events

	Description
	Verify that the system allows the administrator to configure the audit log to record specified events such as:
· All sessions established
· Failed user authentication attempts
· Unauthorized attempts to access resources (e.g. software, data, process)
· Administrator actions
· Administrator disabling of audit logging
· Events generated (e.g., commands issued) to make changes in users’ security profiles and attributes
· Events generated to make changes in the security profiles and attributes of system interfaces
· Events generated to make changes in permission levels needed to access a resource
· Events generated that make changes to the system security configuration
· Events generated that make modifications to the system software
Verify that such events are actually logged by verifying the log location.

	Constraints
	NA

	Comments
	NA



