Information Security Section

*Prepared by Steve Theall and Glenn Hill, Northeastern University and modified 
by Richard M. Kesner
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 Data Classification and Valuation
What are the information assets to be protected?

What is the value of the assets?

Who owns the assets?

To whom or to what groups is the asset made available?  (Student, faculty, staff, affiliate, retiree, vendor)

Who is the access granting authority?

Who is the access revoking authority?

What is the confidentiality rating of the assets?

	C5=Confidential (Operation critical)

	C4=Proprietary (Competitive asset)

	C3=Internal (Planned for public release)

	C2=Private (NU acting as custodian)

	C1=Public


What is the consequence of loss of integrity of the assets? (Integrity rating)

	IN4=Loss/Damage to life or property.

	IN3=Severe financial/reputation loss.

	IN2=Business disruption.

	IN1=Inconvenience.

	IN0=No consequence.


What is the required availability of the assets? (Availability rating)

	AE4=7x24x365 nonstop availability required.

	AE3=8x5x365 with degradation allowed.

	AE2=Minimal daytime downtime allowed.

	AE1=Daytime downtime allowed.

	AE0=Downtime & data loss allowed.


Is there data related to this project that should be considered private, or be held to strict security guidelines?  If so, what type of data is it, where is it hosted?

Information Security: Remote Access

Will the information assets be made available to clients outside the [enterprise] IP address space?
Yes
No

If YES, by what means of connection?

Modem connection, client to server

PPP dialup to remote access appliance







Direct IP connection, client to server







VPN client to firewall

What means of authentication will be used for remote users?

(NT domain or other)

By what means do customers obtain account-unlocking services?

During what hours is account unlock service provided?

Information Security: Hacking Vulnerability and Impact Assessment (Applications)
Hidden field manipulation

Hidden fields in a web page are often used to save information about the client session, without having to maintain a complex database on the server side.  Performing a “view source” can reveal hidden fields.  These attacks are successful because most applications don’t validate the returning web page; instead, they assume the incoming data is the same as the outgoing data.

Vulnerable:
Yes
No

Impact:



Mitigation:

Parameter tampering

Manipulation of URL parameters to retrieve information otherwise unavailable to the user.  Access to the back-end database of the web application is made through SQL calls that are often included in the URL.  Malicious users can manipulate the SQL code to potentially retrieve data stored in the database.

Vulnerable:
Yes
No

Impact:



Mitigation:

Back doors and debugging options

Existence of back doors and debugging features to aid in application testing and troubleshooting, where these items are left in the final application.

Vulnerable:
Yes
No

Impact:



Mitigation:

Cookie poisoning

Modification of cookies stored on client machine, with subsequent re-presentation of poisoned cookie to server, in an attempt to gain unauthorized access.

Vulnerable:
Yes
No

Impact:



Mitigation:

Stealth Commanding

Precarious executions on the web server, such as EVAL and SYSTEM Perl commands, server-side INCLUDES, and SQL queries…these enable hackers to plant Trojan Horses in the form of submissions and run malicious or unauthorized code on the web server.

Vulnerable:
Yes
No

Impact:



Mitigation:

Information Security: Hacking Vulnerability and Impact Assessment (Applications), continued
Forceful browsing

When applications don’t force a certain browsing order on the client, a hacker may exploit this vulnerability and “jump” directly to pages normally accessed only through authentication. Web applications that aren’t properly configured allow malicious users to directly access URLs that could contain sensitive information.

Vulnerable:
Yes
No

Impact:



Mitigation:

Cross-site scripting

The process whereby code is inserted in to pages sent by another source.  Potentially enables a malicious user to introduce executable code into another user’s web session.  Once the code is running, it can take a wide range of actions, from monitoring the web session to gaining full control over the user’s desktop.

Vulnerable:
Yes
No

Impact:



Mitigation:

Buffer overflow

Process where a malicious user sends more data than the application expects, thereby causing a buffer overrun.  This attack can be directed to the application or any of its components.  It is used to crash the system or gain control of it by execution of attacker’s malicious code.

Vulnerable:
Yes
No

Impact:



Mitigation:

Third-party misconfigurations

Unsecured settings, such as permitting directory traversal.  Can lead to disclosure of sensitive information such as passwords, source code, or customer information.

Vulnerable:
Yes
No

Impact:



Mitigation:

Known vulnerabilities

Includes all bugs and exploitable holes in the operating system, web server, application, or third party components.

Vulnerable:
Yes
No

Impact:



Mitigation:
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