Infrastructure Questionnaire for Projects*
*prepared by Steve Theall (Northeastern University) and modified by Richard M. Kesner
[image: image1.wmf]
Desktop requirements:
A. Are new desktops required?

B. If Yes,

C. Have they been ordered? 

D. How many? Who did the ordering?

E. Did you order the University Standard computer?

If above question was yes. Then the following section is not necessary:

· What type of machine?

· What Operating system will be running on the system?

· How much Ram?_________  
Disk:_________

· CD/Rom?_________

DVD?_________

· Zip Drive?__________

Printers (make/model/interface type)?_____________________

· Scanner (Make/Model/Interface type)_______________________

F. Where will they be located?

G. Is there a quad available?  Is there power in the location(s)?

H. Any special hookups required:

· Development network to drop D?

· Test network to drop C?

· Production network to drop B?

· Overhead or projection hookups.

I. Are there any special software requirements? If yes, has the software been submitted to Desktop Applications services for install?

If the above question was Yes… Then the following section is not necessary:

· Has it been ordered?     

· How many licenses were purchased? 

· Are the licenses a Single Instance license or Concurrent?

· Who will be using this product? (departmental focus)       

· Approx concurrent users?

· Is there a License server required by the software package?

· Have you purchased and are willing to maintain a service and support contract of this product?

· Does the software product have any network dependencies?

· Does the software product have any Service dependencies? (Data storage, SQL, IIS, etc)

· If yes to the above, has a server been purchased or selected to host these dependencies?

Server requirements:
A. Is a server(s) needed? Development, Testing, Production!

B. If Yes, who is ordering the server? Operating system? RAM and Hard drive requirements.

C. Is this server hooking up to the EMC 8730’s?

D. Who supplies the support for hardware and software and what are the service levels for the hardware and the software?

E. Any special software needs (e.g. Oracle Database) and who will support this software?

Physical and Environmental

A. Where will the server reside? Is there room?

B. Where will the Development system reside?

C. Are there dual network cards and dual power supplies? If so, are there sufficient drops and power?  Separate circuit for power needed?

Backup

A. How will it be backed up? Internal tape?

B. Who will do the back up?

C. What are the backup procedures? How often?

IP Addressing and DNS Entry Requirements

A. What is the IP address requirement of the new system (multiple addresses)?

B. What is the DNS requirement for the new system (define)?

Interconnected Systems:  Uploads/Downloads, Cross-Mounted File Systems

A. What other current or new systems will be part of the new system?  That is, uploads/downloads, cross- mounted file systems, NFS, NIS?

B. Is a private server-to-server network required?  That is, is there a connection for servers to communicate without impacting the customer communication?

Other Networking Questions/Issues

A. What is the operating hours for this application? 

B. What is the maintenance window for this application?

C. What is the support matrix / SLA requirement for this application (with ESS/Network Services) 

D. What are the expected network bandwidth requirements?

E. What are the expected network latency allowances?

F. What is the expected number of concurrent users?

G. What is the expected application to client load?

H. Is there middleware environment employed?

I. If middleware is employed, what network load is expected per transaction, record update, etc?

J. Is this application a client server application?  If so, see client section of this document.

K. Network analysis tools (sniffer) will be used prior to production to define load requirements and feedback into a check step.

Network Security Definition:

Firewall and TCP/IP Port Configuration

A. Given the customer community information above - is this system to be located outside the firewall (on the DMZ)?

B. For mature, scalable web systems, is it intended for the front-end systems to be located outside the firewall and the back-end systems reside inside?

C. For servers inside the firewall, what TCP/IP network communication ports need to be open to the community using the Internet to connect?

D. For servers outside the firewall, what TCP/IP network communication ports will be enabled/disabled on the host machine?

E. For servers inside and outside the firewall (front-end/back-end), will network communication be disabled with the exception of specific TCP/IP ports necessary for the servers to communicate with each other.

F. Are there any special firewall requirements (possibly a separate firewall for the application)?

Authentication, Digital Certificate (web servers)
A. What form of authentication will be supplied by this new system?

B. For web servers, will encryption be employed, if so, what version of SSL?

Server Load Balancing

A. For web servers, will a "load balancer" (a network appliance which balances load between servers, allowing scalability) be required?

B. If a load balancer is required, all of the above questions need to be asked to determine optimal location and configuration.
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