
NOW PULL IT ALL TOGETHER AND WRITE A GREAT DISASTER RECOVERY PLAN
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Business Continuity and Disaster Recovery Plan for
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Confidential

FILL IN YOUR COMPANY NAME HERE
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INTRODUCTION SECTION

Executive Summary Goes Here

This is the section where you will write the executive summary or Mission statement previously discussed.  Central Themes Include:

· Protect Lives

· Minimize Risks

· Recover Critical Operations

· Protect Against Lawsuits

· Preserve Competitive Position

· Foster Customer Confidence and Good Will

· Overview of Recovery Strategy

ALL IN ONE PAGE OR LESS

Take a shot at writing your Executive Summary on the following page.  You might want to consider doing this LAST.

EXECUTIVE SUMMARY
GOALS
PROTECT LIVES
______________________________________________________

________________________________________________________________________

MINIMIZE RISKS
______________________________________________________

________________________________________________________________________

RECOVER CRITICAL OPERATIONS
____________________________________

________________________________________________________________________

PROTECT AGAINST LAWSUITS
__________________________________________

PRESERVE COMPETITVE POSITION
____________________________________

________________________________________________________________________

FOSTER CUSTOMER CONFIDENCE & GOODWILL
________________________

________________________________________________________________________

OVERVIEW OF HOW WE WILL DO IT
____________________________________

________________________________________________________________________

________________________________________________________________________

Briefly fill in the blanks above, then turn over to a good “wordsmith” to finalize the document.

DISASTER RECOVERY ORGANIZATION
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One picture speaks a thousand words.  By using diagrams like this one, someone who is not you can instantly see the game play.  Write for your audience.



AUDIENCE
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SCHEMATIC DIAGRAMS

SCOPE

This TECHNICAL SERVICES DISASTER RECOVERY PLAN is designed to respond to a disaster in a ________________________________ Equipment Room, equipment room, or other facility under the oversight of the Information Technology function.  A disaster is defined as an incident which damages the facility, equipment, or data, supporting a “mission critical” business function.  The plan provides the recovery tasks, checklists, forms and procedures required to allow assigned personnel to effect a timely recovery.

Organizational areas covered in this PLAN include:

· Support for MIS restoration or relocation.

· Support for internal system-wide outages, such as Equipment Room and
      PBX failures.

· Support for public telecommunications carrier failures or sabotage.

· Other specific items



NOTES:
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______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

OBJECTIVES 

The DISASTER RECOVERY PLAN is designed to accomplish the following objectives:

· Identify and staff disaster response teams for emergency recovery functions.

· Train and prepare personnel to respond to disasters.

· Coordinate disaster recovery activities between __________________ divisions.

· Promptly restore essential information services to _________________ facilities
      in alternate work locations, if necessary.

· Repair, replace, or restore equipment at the damaged site

· Maintain effective command and control in any recovery effort.

This document is designed to provide for an organized recovery from major disruptions, with a minimum of interruption to business and operational services.  Portions of this plan were adapted from other ____________________ Recovery Plans, such as Plant Engineering, to allow for standardization and greater inter-departmental continuity.



NOTES:

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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HERE IS AN EXAMPLE OF THE “OBJECTIVES” SECTION.  USE THE VERBIAGE ABOVE FOR YOUR PLAN AND ADD ITEMS RELEVANT TO YOUR ORGANIZATION IN THE “NOTES” SECTION ABOVE.  

PLAN OVERVIEW

· The Plan specifically identifies key "Department" personnel and their recovery
      responsibilities.  The recovery assignments are shown on the DISASTER
      RECOVERY ORGANIZATION CHART shown on the first page of this section.

·  DISASTER RECOVERY PLAN activities are initiated through a “FIRST ALERT” process.  Management is informed of a disaster at a facility immediately after 
     discovery of the situation.

· An INITIAL ASSESSMENT of the damage will be made.  The location of a
      RECOVERY HEADQUARTERS will be selected.

· RECOVERY MANAGEMENT will assess the situation and determine if there is
      a need to activate the DISASTER RECOVERY PLAN.

· If the situation warrants full activation of the Plan, procedures identify authorization
      responsibilities and activation steps.  This is explained in the site-specific alert
      procedures beginning in section _____.

· Individuals will be assigned to provide assigned recovery tasks and participate in
      specific Recovery Teams.

· The Recovery Plan is divided into two categories:

A. OPERATING AND SECURITY STANDARDS (Appendix __)

B. RECOVERY PROCEDURES (the remainder of the document)

NOTES:
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________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

PLAN OVERVIEW, CONTINUED

· Certain CHECKLISTS are also provided where recovery tasks require a check-out column.  These can be found in the appendix section at the back of this plan.  FORMS are sometimes included which provide control mechanisms for recovery activities after the Plan is activated.

· In some instances, where the required information is complex, reference is made to where the information can be obtained from an external source, such as a company policy.  This is called a “pointer”.

· Existing reporting relationships will change during a recovery operation to provide central recovery direction and control.  These reporting changes are documented in the plan.



NOTES:

____________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

[image: image8.emf]


HERE IS AN EXAMPLE OF THE “PLAN OVERVIEW” SECTION.  USE THE VERBIAGE ABOVE FOR YOUR PLAN AND ADD ITEMS RELEVANT TO YOUR ORGANIZATION IN THE “NOTES” SECTION ABOVE.  

PLAN OVERVIEW, CONTINUED

· The plan makes provisions for establishing a RECOVERY HEADQUARTERS.  The Recovery Headquarters is the “meeting place” from which essential recovery activities are coordinated.  The RECOVERY HEADQUARTERS STAFF will alert all Information Technology, MIS, and other personnel of the disaster and will notify users concerning the service impact.  This group will provide all administrative and clerical support, coordinate travel arrangements and establish a method to control incoming telephone calls and media inquiries.  This group will collect all recovery status and expense reports.  Also, this group will coordinate initial data retrieval activities from the off-site storage location.

· The plan makes provisions for restoring damaged equipment.  An EQUIPMENT ROOM RESTORATION team coordinates the damage assessment and restoration tasks for the facilities, equipment, data, forms, and supplies.

NOTES:

____________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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HERE IS AN EXAMPLE OF THE “PLAN OVERVIEW” SECTION.  USE THE VERBIAGE ABOVE FOR YOUR PLAN AND ADD ITEMS RELEVANT TO YOUR ORGANIZATION IN THE “NOTES” SECTION ABOVE.  

PLAN OVERVIEW, CONTINUED

The SYSTEMS SOFTWARE team coordinates the recovery tasks for restoring LAN, mainframe, and telecommunications software.  

The WIDE AREA NETWORK CONFIGURATION section contains the recovery tasks for providing physical network transport services immediately following a disaster situation to the local telephone company or IXC (Long Distance Carrier), including:

· Loss of IXC (Interexchange carrier) such as AT&T.

· Loss of AT&T C.O.

· Loss of major _________________ communications hub.

NOTES:

____________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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HERE IS AN EXAMPLE OF THE “PLAN OVERVIEW” SECTION.  USE THE VERBIAGE ABOVE FOR YOUR PLAN AND ADD ITEMS RELEVANT TO YOUR ORGANIZATION IN THE “NOTES” SECTION ABOVE.  

DISASTER SCENARIO

The TECHNICAL SERVICES DISASTER RECOVERY PLAN has been designed to respond to the situation where a disaster occurrence prevents the delivery of mission critical information services for an unacceptable period of time.  “Critical” and “Unacceptable” are relative terms that can only be quantified by company management based on an analysis of financial impact and degradation of customer service.

Disasters include (but are not limited to):

· Fire and Explosion - Intentional/Accidental

· Water Damage - Overhead leakage, sprinklers, etc.

· Acts of God

· Floods

· Earthquake

· Hurricane

· Tornado



NOTES:

____________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________________
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HERE IS AN EXAMPLE OF THE “DISASTER SCENARIO” SECTION.  USE THE VERBIAGE ABOVE FOR YOUR PLAN AND ADD ITEMS RELEVANT TO YOUR ORGANIZATION IN THE “NOTES” SECTION ABOVE.  

DISASTER SCENARIO, CONTINUED

Exclusion from computer site

· Terrorist take-over

· Bomb Threat

· Rioting, Martial Law

· Structural Integrity

· Contamination causing abandonment of structure

It is also important to note that unlike more “traditional” recovery planning (as for mainframes), the focus of concern has sometimes shifted.  Whereas, in mainframes, we have been mostly concerned with what can happen “in here” (the computer room), with open systems, telecommunications, and the prospect for terrorism for example, we are most concerned with what can happen “out there” (the network).  The plan considers these new dynamics.

Disasters in Open System’s can also be particularly serious, since Open Systems are often directly tied to the core business, and have immediate revenue impact.

NOTES:

____________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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HERE IS AN EXAMPLE OF THE “DISASTER SCENARIO” SECTION.  USE THE VERBIAGE ABOVE FOR YOUR PLAN AND ADD ITEMS RELEVANT TO YOUR ORGANIZATION IN THE “NOTES” SECTION ABOVE.  

General Recovery Strategy

20.01 RECOVERY STRATEGY 

The primary objective of the Information Technology recovery teams will be to concentrate efforts on re-establishing mission-critical information services in an affected facility as indicated by the situation.  Salvageable items will be restored, while those irreparably damaged will be quickly replaced by means of “rapid replacement” vendor programs, equipment restoration companies, relocation of the department, or other methods.  The following section details the specific individual responsibilities to assure an orderly recovery process.

NOTES:

____________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
[image: image13.emf]

RECOVERY TEAMS

20.02

FORMATION OF RECOVERY TEAMS

20.02.01

THE EXECUTIVE MANAGEMENT TEAM (EMT)

During any possible disaster in a __________________ facility, which may have affected an automated system (meaning Open Systems, mainframe, telecommunications, etc.), a core contingent of its employees will assemble for the purpose of coordinating the disaster response.  This is referred to as the Executive Management Team, or EMT.  Detailed duties and responsibilities for the EMT are contained in Appendix 1 of this document.

20.03

__________ EXECUTIVE INVOLVEMENT IN THE EMT

In the event the disruption causes a major disruption in production, cash flow, normal public relations, or other situation requiring executive involvement, selected __________________ executive personnel will also become involved.  These persons and situations are contained in the operating standards in Appendix 18.

20.04

FIRST ALERT PROCEDURES

“First Alert” procedures are defined in Section 30, designed to assure word gets out from those persons who will probably first discover the disaster (Plant or Building Engineering) to the Information Technology Team, which will respond.

NOTES:

____________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
RECOVERY TEAMS, CONTINUED

20.05

INITIAL RESPONSE PERSONNEL

Information Technology Personnel to respond to a possible disaster will include:

The Executive Management Team

The Affected Site Team Leader

Central Support Coordinator

Data Retrieval Leader

Equipment Installation Team Leader

Equipment Recovery Team Leader

Systems Software Manager

20.06

RESPONSE PERSONNEL - OUTLYING PLANTS
(On-site personnel in the outlying plants are identified in appendix 13.)

NOTES:

____________________________________________________________________________________________________________________________
__________________________________________________________________________________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
NOTIFICATION PROCEDURES

SECTION 30.00
SPECIFIC RECOVERY NOTIFICATION PROCEDURES

30.01

Locations Affected

The following locations are deemed critical to the operation and continuance of _________________ business activity and have special procedures for restoral outlined in this document.  They are also the direct responsibilities of _______________________

LIST YOUR LOCATIONS HERE

_______________________
______________________
______________________

_______________________
______________________
______________________

_______________________
______________________
______________________

_______________________
_______________________
______________________

_______________________
_______________________
______________________

_______________________
______________________
______________________

_______________________
______________________
______________________

_______________________
______________________
______________________

_______________________
_______________________
______________________

_______________________
_______________________
______________________

_______________________
______________________
______________________

_______________________
______________________
______________________

_______________________
______________________
______________________

_______________________
_______________________
______________________

_______________________
_______________________
______________________

_______________________
______________________
______________________

_______________________
______________________
______________________

_______________________
______________________
______________________

_______________________
_______________________
______________________

_______________________
_______________________
______________________

“FIRST ALERT” PROCEDURES
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1) Event occurs, such as broken water pipe at 3:00 A.M.

2) “First Alert” person notices and reports the incident to Plant Engineering.

3) The responsible plant engineer receiving the report becomes the “Disaster Verifier”.

4) The Disaster Verifier notifies other departments, including Information Technology.

5) If the situation warrants, a disaster is declared.

Procedures Are Included In This Section.

NOTIFICATION PROCEDURES, CONTINUED

30.02

WHAT TO DO IF YOU ARE THE FIRST ALERT PERSON 

IF YOU are the first person to become aware of a problem at the building, assume "FIRST ALERT PERSON" responsibilities.

1. Immediately after completing the alerts and notifications required by existing emergency procedures, determine whether the disaster could have affected computer, telecommunications, or other specialized equipment.
2. If the electronic equipment could have been affected, notify one of the INITIAL DISASTER RESPONSE PERSONNEL listed in Appendix 13 of this document.  Use the form below to log each name, the time you called them, and the outcome of the call.
NAME
HOME PHONE #
RECORD OUTCOME OF CALL
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Furnish the following information to the first individual contacted:

1. Your name 

2. Phone number where you can be reached

3. Description of the disaster occurrence

4. Preliminary report of damages and injuries

5. Any information regarding attempted or actual contacts from
#2 above.

NOTES:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
NOTIFICATION PROCEDURES, CONTINUED
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WHAT TO DO IF YOU ARE THE "DISASTER VERIFIER" 

DISASTER VERIFICATION 

1. The first person contacted and notified of the disaster will assume the responsibility of the DISASTER VERIFIER and perform all the tasks outlined below.

2. While on the telephone with the FIRST ALERT PERSON; obtain information related to the following questions:  (Use form below)

a. Who is making the alert?

Name:_____________________________________________

Time: ______________________________________________

Date: ______________________________________________

Day:______________________________________________

Contact Phone:_____________________________________

Location:___________________________________________

NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

NOTIFICATION PROCEDURES, CONTINUED

b. What is the nature of the problem?____________________________

What is the preliminary assessment (Damages and Injuries)?  



__________________________________________________


__________________________________________________


__________________________________________________

c. Can access to the building be gained?__________________________


________________________________________________________

Are there any immediate dangers or restrictions? ________________

Review status of contact attempts ____________________________

Provide information as to when you will arrive and where you will meet the FIRST ALERT person.

Advise FIRST ALERT person that you will make all contacts.

Remind FIRST ALERT person NOT to make any public statements regarding the situation.

NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

NOTIFICATION PROCEDURES, CONTINUED

Verify that a disaster situation exists by calling one of the following:

                                                         PHONE NUMBER
OUTCOME OF CALL

______________________ INFO TECHNOLOGY



PLANT ENGINEERING



BUILDING SECURITY

(LOBBY)



GUARD SHACK



FIRE DEPT. DISPATCHER



POLICE DEPT DISPATCHER



ALARM VENDOR



EMERGENCY SERVICES
911


NOTE:  IF VERIFICATION TELEPHONE CONTACT CANNOT BE ESTABLISHED,  ASSUME DISASTER MODE AND PROCEED WITH THE DISASTER VERIFICATION RESPONSIBLILITIES.

NOTES:

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

NOTIFICATION PROCEDURES, CONTINUED
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*GUARD DESK




_____________________

*TELEPHONE ROOM 




_____________________

*OFFICE AREAS




_____________________

*NEAREST PAY PHONES



_____________________

*LOCATION





_____________________

Telephone numbers that are operational during extended power outages up to four hours are listed in Appendix ____.  Use these numbers if the disaster makes normal phones inoperable.  Use form above to write down the numbers you are using.

NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

NOTIFICATION PROCEDURES, CONTINUED

Notify one of the EXECUTIVE MANAGEMENT TEAM PERSONNEL from Appendix 1 of this plan that a disaster situation exists.  Use the PERSONNEL NOTIFICATION PROCEDURE - APPENDIX 13.  This person will become the EXECUTIVE MANAGEMENT TEAM CONTACT.  Start with the Recovery Chairman; if unavailable, go down the list in order as shown in Appendix 1.

TITLE/TEAM
PERSON CONTACTED
HOME PHONE
TIME CONTACTED
RESULT OF CONTACT

EMT





Affected Site Team Leader





Central Support Team Leader





Data Retrieval Leader





Equipment Installation Team Leader





Equipment Recovery Team Leader





Systems Software Manager





NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

NOTIFICATION PROCEDURES, CONTINUED

1. Provide the following:

a. Preliminary assessment information.

b. Status of all contacts.

c. Name and contact phone number of the individual making the FIRST ALERT.

d. Estimated time of your arrival at the disaster site.

e. Estimated time elapsed for a follow-up call with instructions related to
                  activation or cancellation.

f. Instruct the EXECUTIVE MANAGEMENT TEAM CONTACT to prepare for 
                  EXECUTIVE MANAGEMENT TEAM & COMPANY MANAGEMENT
                  ALERT.

NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

NOTIFICATION PROCEDURES, CONTINUED

2. Take your copy of the Disaster Recovery Plan, travel to the disaster site and contact the following individuals upon your arrival:

[image: image33.emf]

FIRST ALERT Individual

a. On-site company building management personnel

b. On-site company security personnel

c. On-site fire/police captain

3. Obtain the following information:

a. Can the facility be entered?
_______________________________________

b. If not, when will access be allowed?______________________________

___________________________________________________________

___________________________________________________________

___________________________________________________________

c. Estimate of damage to the building:______________________________

___________________________________________________________

___________________________________________________________

d. Estimate of damage to the contents

e. Estimate of damage to the computer equipment:____________________

__________________________________________________________

___________________________________________________________

4. Make no public statements regarding the situation or use general statement.

5. If the facility can be entered, tour the area and evaluate the extent of damage.

6. Evaluate all information obtained and decide if a true disaster situation exists.  If all facilities, equipment and data are unaffected and the problem can be easily solved by operations personnel and vendor systems engineers, notify the EXECUTIVE MANAGEMENT TEAM CONTACT to cancel all DISASTER RECOVERY PLAN ACTIVATION activities.

NOTES:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
NOTIFICATION PROCEDURES, CONTINUED

7. If a disaster situation does exist: Select the location for the RECOVERY HEADQUARTERS.

a. The affected facility (if accessible) is first choice.

b. SECOND CHOICE - 
____________________ NORTH

Large 1st Floor Conference Room
2450 Preston Rd.
Dallas, TEXAS, 75235
Phone:  (214) 555-7602

c. THIRD CHOICE  - 
As directed by Recovery Chairman.

8. Notify the EXECUTIVE MANAGEMENT TEAM CONTACT to proceed with the EXECUTIVE MANAGEMENT TEAM & COMPANY MANAGEMENT ALERT.

9. Assist in establishing an area to house the news media in the vicinity of the affected facility.

a. Direct news media to the assigned area.

b. Provide news media with the following initial statement:

NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

MEDIA AFFAIRS
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Avoid panic among families, investors and media.  Develop a

solid press release in advance of a disaster and include it in 

your plan.

INITIAL NEWS MEDIA STATEMENT 

The emergency is being handled in accordance with established company emergency procedures.  Our management team is meeting with the local authorities right now to obtain official information related to the incident.

a) We want you to publicize the facts regarding the situation.

b) Management will be presenting a company statement very shortly.  You will be invited and advised of the location..”

c) The situation is under control.

NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

MEDIA AFFAIRS, CONTINUED

______________________________________________ PRESS RELEASE

“__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________”

Take a shot at your own press release here. Better yet, have someone in your legal department do it.

WHAT DOES THE EMT DO?

30.04
WHAT TO DO IF YOU ARE THE "EXECUTIVE MANAGEMENT TEAM” CONTACT 

The EXECUTIVE MANAGEMENT TEAM will be assembled only when authorized by an EXECUTIVE MANAGEMENT TEAM member, contacted by the damaged site.
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1. Determine and write down the following information prior to making calls: 
a. HEADQUARTERS LOCATION
_______________________________

b. HEADQUARTERS TELEPHONE #
_______________________________

c. NAME OF EXECUTIVE MANAGEMENT TEAM MEMBER(S) AT DISASTER SITE
_______________________________

d. BRIEF DESCRIPTION OF PROBLEM
__________________________

__________________________________________________________

__________________________________________________________

__________________________________________________________

2. Travel to Recovery Headquarters.

3. Alert all EXECUTIVE MANAGEMENT TEAM members that a disaster situation exists and direct them to report to the RECOVERY HEADQUARTERS.  Use the PERSONNEL NOTIFICATION PROCEDURE IN APPENDIX 13.  Use the form below to log the status of your efforts.

NAME
PHONE NUMBER
OUTCOME OF CALL

















NOTES:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
WHAT DOES THE EMT DO?, CONTINUED

30.05

DISASTER ASSESSMENT/PLAN ACTIVATION 

When the available EXECUTIVE MANAGEMENT TEAM members assemble at the RECOVERY HEADQUARTERS, they will direct the following activities:

1. Dispatch several EXECUTIVE MANAGEMENT TEAM members to the disaster site to re-assess the extent of damage to the facility and its contents.  Instruct the individuals to:

a. Tour the affected area if access is allowed.

b. Obtain facility and content damage reports from on-site management and/or local authorities.

c. Obtain injury reports from on-site representatives and/or local authorities.

d. If access is restricted, obtain an estimate of when access will be allowed by local authorities.

e. Formulate a DISASTER RECOVERY PLAN ACTIVATION or CANCELLATION recommendation.

NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

WHAT DOES THE EMT DO?, CONTINUED

2. Set up a Command Center at the RECOVERY HEADQUARTERS to:

a. Review the findings of the re-assessment activities.

b. Answer telephone contacts and provide a focal point for Command and Control.

c. Determine the level of disaster:

i. LIMITED RECOVERY  - Only certain teams may be activated based on the affected areas.  The potential types and duration of instances requiring LIMITED RECOVERY are numerous, but could include loss of a LAN or PBX System, with the rest of the building intact.

ii. LONG TERM RECOVERY  -This level of disaster may require that all teams be activated (LAN, Telecom, Facilities, Plant Engineering, Executive, etc.).  The goals and objectives for the recovery operation have been identified and each team's specific activities will be controlled by the recovery tasks within the Plan.

d. Review the recommendations to ACTIVATE or CANCEL.

3. If no further recovery activities are required, CANCEL all recovery activities.

4. If recovery operations are required, obtain approval to activate the Plan.  Only the EMT or the designated alternate is AUTHORIZED to activate the DISASTER RECOVERY PLAN.  In the absence of both individuals, a designated _______________ Officer - Level Executive will activate and coordinate the Plan.

5. Authorize ACTIVATION of the DISASTER RECOVERY PLAN throughout the affected area.

a. Identification of the recovery goals and objectives.

b. Identification of any additional individuals or support teams required at the RECOVERY HEADQUARTERS and authorization for the alerting of those persons.  (Use form on next page.)

NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

WHAT DOES THE EMT DO?, CONTINUED

6. Alert all remaining assigned personnel and instruct them to report to the RECOVERY HEADQUARTERS. 

7. Advise senior management and Information Technology executives at corporate telecommunications that the Plan has been activated; request that they advise their staff members. 

8. Contact and alert utility services using form at the end of this section. 

NAME
TITLE
PHONE NUMBER
OUTCOME OF CALL































(All area codes are ___ unless otherwise noted.)

[image: image36.emf]


WHAT DOES THE EMT DO?, CONTINUED

30.06

RECOVERY TEAM ALERT CHECKLIST 

The EXECUTIVE MANAGEMENT TEAM will use the checklist below to alert remaining MANAGERS and Function LEADERS and to make appropriate alternate assign​ments.  Highlight the actual individual responsible during recovery.   See Appendix 13 for telephone numbers.

DISTRIBUTION REGISTER 

The following outline identifies the Primary and Alternate areas of responsibility for the STAFF SUPPORT individuals/departments for the Disaster Recovery Plan.

FUNCTION
PERSON CONTACTED / NUMBER
RESULT OF CALL





Corporate Communications 



Human Resources



Facilities



Finance



Risk Management



Internal Audit



Labor Relations



Legal



Medical



Office Services



Public Affairs



Purchasing



Transportation



Telecommunications



Use a Utility Service Check List like the one on the following page

UTILITY SERVICES

30.07

UTILITY SERVICES ALERT CHECKLIST

COMMERCIAL UTILITY SERVICES ALERT CHECKLIST
UTILITY COMPANY:

ELECTRIC & ILLUMINATING
NAME:
____________________________



BUSINESS #
____________



SERVICE TELEPHONE#:
____________

TYPE SERVICES:  ELECTRIC
RESULT OF ALERT:
____________

[image: image37.png]



UTILITY COMPANY:
WATER DEPT.

NAME:
___________________________



BUSINESS #:
____________



SERVICE TELEPHONE#:
____________

TYPE SERVICES:  WATER

RESULT OF ALERT
:____________

[image: image38.png]



UTILITY COMPANY:

GAS

NAME:
____________________________



BUSINESS #:
____________



SERVICE TELEPHONE#:
____________

TYPE SERVICES:  GAS

RESULT OF ALERT:
____________

NOTES:

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

RECOVERING OPEN SYSTEMS (LANS)

SECTION 40.00 
LOCAL AREA NETWORK RESTORATION OR RECONFIGURATION

[image: image39.png]



Add a high level overview for restoration of your organization’s “open systems” here.

NOTES:

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
[image: image40.emf]


Refer back to your check lists of “top 10” mission critical systems from Chapter 1.

TELECOMMUNICATIONS RECOVERY

SECTION 50.00

WIDE AREA NETWORK RECOVERY
[image: image41.emf]


Add references to your firm’s telecommunications procedures here.  

Don’t forget:

(Redirection of Incoming Numbers

(Publication of EMT Numbers

(Wireless Numbers of Key Employees
TELECOMMUNICATIONS RECOVERY, CONTINUED

50.05
CUSTOMER NOTIFICATION PROCEDURES

50.10
REDIRECTION OF DIAL IN MAINTENANCE PORTS

50.15
I/P NETWORK RECONNECTION AND ESTABLISHMENT

50.20
ROUTER NETWORK RECONNECTION AND ESTABLISHMENT

50.25
PBX, ACD, VOICE MAIL DISRUPTION

50.30
EMERGENCY CARRIER OVERRIDE PROCEDURES FOR LONG-DISTANCE COMPANY FAILURE

50.35
800 SERVICE REDIRECTION / RESTORAL PROCEDURES

50.40
AT&T CALL-FORWARDING AND REDIRECTION PROCEDURES

50.45 EQUIPMENT SOFTWARE LOAD / REMOTE LOAD PROCEDURES

OTHER SYSTEMS (LIST HERE)
_____
____________________________________________________

_____
____________________________________________________

_____
____________________________________________________

_____
____________________________________________________

_____
____________________________________________________

_____
____________________________________________________

_____
____________________________________________________

_____
____________________________________________________

NOTIFYING YOUR INTERNAL CUSTOMERS

[image: image42.wmf]
CUSTOMER NOTIFICATION PROCEDURES 
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NOTES:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

REDIRECTION OF DIAL IN MAINTENANCE PORTS

[image: image45.emf]
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NOTES:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

I/P NETWORK RECONNECTION AND ESTABLISHMENT 



NOTES:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Router Network Reconnection And Establishment


NOTES:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

PBX, ACD, VOICE MAIL DISRUPTION 




NOTES:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Emergency Carrier Override Procedures For Long-Distance Company Failure




NOTES:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

800 SERVICE REDIRECTION / RESTORAL PROCEDURES



NOTES:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
AT&T CALL-FORWARDING AND REDIRECTION PROCEDURES

 


NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

EQUIPMENT SOFTWARE LOAD / REMOTE LOAD PROCEDURES




NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
RECOVERY TEAMS


· WHAT?

· WHY?

· WHO?

EXECUTIVE MANAGEMENT TEAM

WHAT?

· Report immediately to Recovery Headquarters

· Provide liaison to senior management, request executive representative if necessary

· Authorize Recovery Plan Activation

· Provide high level management and coordination of the recovery process

· Review Reports Submitted by:

The EMT

The Affected Site Team Leader

Central Support Coordinator

Data Retrieval Leader

Equipment Installation Team Leader

Equipment Recovery Team Leader

Systems Software Manager

WHY?

· Compile report for Executive Management based on input reports from teams.

· Maintain interface with staff support department representatives.

a) Legal

b) Facilities

c) Purchasing

d) Risk Management

e) Security

f) Transportation

WHO?
· Generally Executive Management

EMT
DUTIES & RESPONSIBILITIES
















WHO?
RESPONSIBLE INDIVIDUALS

FILL IN RESPONSIBLE PERSONNEL HERE

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

EMT





























NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
AFFECTED SITE TEAM

WHAT?

Maintain security and begin restoration of the damaged site.

WHY?

1. Report immediately to damaged site.

2. Direct initial assessment activities.

3. Alert Staff Support Department management.

4. Direct Recovery operations, including:

5. Direct damage assessment activities (repairs and replacement)

6. Activate Equipment Room Restoration functions as required.

7. Monitor Equipment Room restoration activities

8. Determine the extent of damage to:

a) Equipment (LANs, Voice and Data Communications)

b) Data and Magnetic Media

c) Documentation (Paper)

d) Forms

e) Other 

9. Evaluate salvageable status with vendor (Call BMS Catastrophe)

10. Coordinate move and storage of salvageable items

11. Determine need to order equipment

12. Coordinate ordering and receipt of replacement equipment and material

13. Monitor the repair of damaged equipment

14. Coordinate the installation and testing of equipment

15. Coordinate movement of personnel, equipment and material to alternate site.

WHO?

Obtain the names of the Staff Support Department representatives from the RECOVERY HEADQUARTERS MANAGER.  The representatives will support damage, salvage, and restoration activities.

AFFECTED SITE TEAM, CONTINUED

STAFF SUPPORT

DEPARTMENT
NAME
NUMBER





SECURITY



FACILITIES



RISK MANAGEMENT



PURCHASING



LEGAL



TRANSPORTATION



17. Maintain good written documentation of all changes and modifications to current operating procedures in anticipation of return to normal operations.

18. Maintain a record, with receipts where possible, of all personal expenses incurred during the recovery operation.

19. Accumulate daily written RECOVERY STATUS REPORTS from the assigned SUBORDINATE TEAM LEADERS; prepare an overall report and forward to the RECOVERY HEADQUARTERS MANAGER.

20. Accumulate all Expense Reports, from the assigned SUBORDINATE TEAM LEADERS; review, approve, and submit to the RECOVERY HEADQUARTERS MANAGER for processing.


AFFECTED SITE TEAM, CONTINUED
WHO?

RESPONSIBLE INDIVIDUALS

FILL THEM IN HERE:

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Affected Site Team





























NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
CENTRAL SUPPORT TEAM

WHAT?

Provide for the care and feeding of the EMT

WHY?

1. Report immediately to Recovery Headquarters.

2. Ensure that adequate space and facilities are provided in the RECOVERY HEADQUARTERS.

3. Conduct an initial meeting with the assigned personnel.

4. Review incoming status reports on the condition of the facility and its contents.  Keep the AFFECTED SITE TEAM LEADER informed on all team status reports and restoration recommendations.

5. Alert the major vendors regarding the situation and request their assistance.  Provide the vendor names to the AFFECTED SITE TEAM LEADER so temporary passes can be issued to help control site assess.

6. Distribute inventory lists to the appropriate recovery function Leaders for damage assessment and salvage activities.  These are included in this plan under the following sections:

TITLE




      SECTION #
 EQUIPMENT INVENTORY



APPENDIX __

FORMS INVENTORY




 APPENDIX __

7. Request assistance from the utility companies, if required, to assess damage and restore services.  Use the UTILITY SERVICES ALERT CHECKLIST.  Obtain clearance to send personnel into the affected building.  Obtain the approval from an authorized individual (Facilities, Security, or local authorities).  To protect the company from possible negligence suit, obtain a written access authorization, if possible.

8. Activate an EQUIPMENT ROOM DAMAGE ASSESSMENT function (if not already done), and direct recovery personnel to travel to the disaster site and initiate facility damage assessment activities.

9. Obtain a facility damage assessment report from the EQUIPMENT ROOM DAMAGE ASSESSMENT LEADER and promptly notify the AFFECTED SITE TEAM LEADER about the status of the damaged facility.

CENTRAL SUPPORT TEAM, CONTINUED

10. Activate an EQUIPMENT/MEDIA DAMAGE ASSESSMENT AND SALVAGE function and direct recovery personnel to travel to the disaster site to initiate salvage activities.

11. Obtain a salvageable data report from the EQUIPMENT/MEDIA DAMAGE ASSESSMENT and SALVAGE LEADER.  Promptly notify the Affected Site Team Leader of salvageable data.

12. Using the list of salvageable equipment obtained from the EQUIPMENT/MEDIA DAMAGE ASSESSMENT AND SALVAGE LEADER, develop purchase orders for required replacement equipment.

13. Obtain appropriate approvals and coordinate the ordering of replacement equipment.

a) Maintain lists of ordered equipment.

b) Designate space for delivery, acceptance, and temporary storage.

c) Establish procedures to control the delivery, receipt, and storage of equipment.

d) Maintain accurate records of equipment ordered and received.

e) Maintain a record of any extraordinary charges resulting from equipment delivery or storage.

f) Provide copies of all invoices to the AFFECTED SITE TEAM LEADER.

14. Obtain estimated delivery dates from the vendors for replacement of equipment.  When required, meet with vendor senior management to expedite shipments of equipment.

15. Review and approve restoration recommendations.

16. Act as an interface between the EXECUTIVE MANAGEMENT TEAM, the RISK MANAGEMENT representative, and the insurance company.

17. Act as an interface between the EXECUTIVE MANAGEMENT TEAM and all departments, contractors, and vendors regarding assessment salvage, and reconstruction activities.

18. Be prepared to meet with the EMT and other senior management personnel to provide status reports and recommendations on repair and re-equipping activities.

19. Monitor all facility construction, repair, or selection activities with the appropriate staff representatives.

20. Direct and monitor all EQUIPMENT ROOM RESTORATION activities for the duration of the recovery operation.

WHO?
Selected executive support staff personnel.

RESPONSIBLE INDIVIDUALS

LIST THEM HERE

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Central Support Team





























NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
FACILITY RESTORATION TEAM ORGANIZATION



[image: image2.wmf]Equipment Room Damage Assessment Function

Equipment / Media Damage Assessment

and Salvage Function

Vendor Representatives

Liaison with Related Teams

Affected

Site

Team

Leader


NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
RELATED TEAM SUPPORT CHECKLIST FOR CENTRAL SUPPORT FUNCTION
Use this Checklist to determine where staff support is required.  The predetermined recovery support functions are listed below.  An “X” below identifies the areas requiring support representatives.  Once you have determined the needs based on the situation, provide the names and functions to the Damaged Site Team Leader so that he or she may make arrangements for support.

SUPPORT FUNCTION
RECOVERY HEADQUARTERS
AFFECTED SITE





EMPLOYEE RELATIONS
X


FACILITIES
X
X

FINANCE
X


RISK MANAGEMENT
X


INTERNAL AUDIT
X


LABOR RELATIONS
X


LEGAL
X


TELECOMMUNICATIONS
X
X





OFFICE SERVICES



MAIL SERVICES
X


SECURITY
X
X

SHIPPING & RECEIVING
X
X

MEDICAL
X
X

PUBLIC AFFAIRS
X
X

PURCHASING
X


TRANSPORTATION
X


EQUIPMENT INSTALLATION TEAM (Recovery Site)

WHAT?

Installation of new equipment at backup location

WHY?

1. Report immediately to computer recovery facility or as directed.

2. Activate restoration functions as required 

3. Monitor Equipment Room restoration activities

4. Maintain interface with vendors 

5. Coordinate as required (and directed) with other associated teams:

a) Facilities

b) Risk Management

c) Transportation

d) Purchasing

e) Security

f) Legal  

6. Contact vendors, request an on-site representative, if required.

7. Document and log recovery efforts

8. Evaluate salvageable status with Equipment Recovery Team Leader.

9. Coordinate move and storage of salvageable items to alternate facility.

10. Determine need to order equipment

11. Monitor repair of damaged equipment

12. Coordinate installation and testing of equipment

13. Coordinate movement of personnel, equipment and material

WHO?

Selected technical services personnel.

EQUIPMENT RECOVERY TEAM (Affected Site)

WHAT?

Organize salvage and recovery activities at the affected (damaged) site.

WHY?

1. Direct damage assessment activities (repairs and replacement)

2. Activate restoration functions as required 

3. Monitor Equipment Room or equipment restoration activities

4. Maintain interface with vendors 

5. Coordinate as required (and directed) with other associated teams:

a) Facilities

b) Risk Management

c) Transportation

d) Purchasing

e) Security

f) Legal  

6. Determine extent of Equipment Damage 

7. Contact vendors, request an on-site representative

8. Contact equipment restoration companies, such as BMS Catastrophe or ServPro

9. Documentation and logging of recovery efforts

10. Evaluate salvageable status

11. Coordinate move and storage of salvageable items with Equipment Installation Team Leader

12. Determine need to order equipment

13. Monitor repair of damaged equipment

14. Coordinate installation and testing of equipment

15. Coordinate movement of personnel, equipment and material

WHO?

Selected technical services personnel.

RESPONSIBLE INDIVIDUALS

LIST THEM HERE

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Equip. Install Team





























NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
SYSTEMS SOFTWARE AND DATA RETRIEVAL TEAM

WHAT?

Coordinate retrieval of off-site stored materials.

WHY?

A.
ADMINISTRATIVE TASKS
1. Participate in the RECOVERY CHIEF’S activation meeting.

2. Maintain good written documentation of all changes and modifications to current operating procedures in anticipation of return to normal operations.

3. Maintain a record, with receipts where possible, of all personal expenses incurred during the recovery operation.

4. Prepare a Network Systems Software Status Report and forward to the CENTRAL SUPPORT COORDINATOR.

5. Provide file names and description to the off-site storage companies and request retrieval from the alternate site.

6. Verify that the data and items retrieved are correct.

7. Arrange to have documentation copied and one set returned to off-site storage.

8. Alert the Software Vendors, if necessary, using SOFTWARE VENDOR CHECKLIST in Appendix 8.

a) Request any required vendor support.

b) Ask vendor if the package will run on a different PBX or Open System.

c) If the software will not run on the newer hardware, request patches for the new environment or new software.

9. Reload all required disk data using available backups.  Verify that data is properly loaded.

10. Bring up and test the Network Systems software.

11. Contact the AFFECTED SITE TEAM LEADER and the Central Support Coordinator and provide an estimate of when systems and software configuration will be ready for recovery operations.

12. Assist with problem resolution, installation of resolutions or fixes.

WHO?

Selected technical services personnel or transportation team members.

RESPONSIBLE INDIVIDUALS

LIST THEM HERE

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Systems Software/

Data Retrieval Team





























NOTES:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

 Related Support Teams

The following are related disaster recovery functions, which may be already in place, most likely in the existing Corporate Plan.  Since close coordination will be required between MIS, Telecommunications, and Facilities Departments for a total recovery effort, it is advisable to understand their functions.  It also avoids duplication of effort, by allowing one off-site storage team, for example, to serve several different departments.






HUMAN RESOURCES TEAM

Team 1

SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Notify families of injured personnel; explain benefits program

3. Medical insurance coverage

a) Wage continuation

b) Employment continuation

c) Special considerations

d) Obtain temporary personnel during the recovery operation

4. Arrange for senior management to present briefings to the personnel affected by the disaster.  The purpose of the briefing is to address the organization's ability to successfully recover from the disaster and ensure employees of their job continuance.

5. Provide special considerations for employees who were required to work during recovery versus those who were required to stay home.

6. Provide guidance on pay and compensation for employees.

7. Be prepared to provide list of employee home addresses if needed during the recovery operation.

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Human Resources





























FACILITIES TEAM

TEAM 2
SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Provide guidance to local authorities while accessing the facility as related to the existence of unique preventative measures (i.e. lexon windows; automatic locking doors; raised floors; etc.)

3. Provide assessment of investigation of the cause

4. Assist in the assessment of building damage

a) Architectural

b) Electrical

c) Utilities

d) Environment (HVAC)

5. Manage building repairs and reconstruction activities

6. Manage disposal of damage residue

7. Obtain temporary recovery headquarters location 

8. Obtain temporary work locations

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Facilities





























FINANCE TEAM

Team 3

SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Alert appropriate corporate and company financial departments

3. Provide immediate emergency credit arrangements, petty cash, and travel advances 

a) Air travel & lodging

b) Gasoline

c) Ground transportation (rental car, taxi)

d) Parking

e) Tolls

f) Food

g) Miscellaneous out-of-pocket expenses

4. Provide communications with Tax Regulatory Agencies (Federal, State, and Local)

5. Assist in the investigation to account for any "lost" or destroyed negotiable items

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Finance





























RISK MANAGEMENT TEAM

TEAM 4


SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Notify the appropriate insurance companies

a) Obtain written releases

b) Obtain "Proof of Loss" documentation instructions (photographs)

c) Obtain claims filing instructions

3. Provide guidance regarding actions to be taken during the salvage operations

a) Provide necessary support documentation

b) Complete all "proof of loss" forms

c) Process all insurance claims

4. Advise Recovery personnel as to the type of records and information to be retained for insurance purposes.

a) Provide special General Ledger account number to record recovery cost only.

b) Collect and record all recovery-related costs

5. Provide special insurance coverage:

a) Temporary operations location

b) Personal auto riders for personnel who use their own vehicles during recovery

c) Revise Fleet insurance to allow messenger vehicles to transport personnel during recovery.

6. Coordinate with the EMPLOYEE RELATIONS representative to provide the proper handling of workers' compensation claims

7. Provide insurance recovery for future loss charge created as a result of malfunctions experienced on equipment repaired as initially directed by the insurance company

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Risk Management














INTERNAL AUDIT TEAM

TEAM 5

SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Assist SECURITY as required to coordinate investigations during the recovery

3. Monitor computer processing of applications if processing must be performed with "out-of-balance conditions"

4. Verify that controls are in place for applications modified to meet limited resources available at the computer backup site

5. Verify that controls are in place on data generated from computer processing of a critical application and needed for input to an unscheduled application

6. Review recovery procedures to ensure assets control

7. Notify external auditors, if necessary.


DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Internal Audit





























LABOR RELATIONS TEAM

TEAM 6

SUPPORT ACTIVITIES:

1.  Provide a representative at RECOVERY HEADQUARTERS


DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Labor Relations





























LEGAL AND REGULATORY TEAM

TEAM 7

SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Handle legal issues with “next of kin”

3. Advise Recovery personnel on contractual obligations

4. Existing equipment contracts

5. New equipment contracts

6. Real estate contracts

7. Customer commitment contracts

8. Provide copies of contracts destroyed by the disaster

ADVANCE \D 6.0
DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Legal





























MEDICAL SERVICES TEAM

TEAM 8

SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Handle minor medical requests

3. Coordinate with local hospitals for additional medical requirements

4. Identify and locate injured personnel already moved to the hospital

5. Assist in obtaining proper nourishment for recovery personnel during initial stages of the recovery operation 

6. To avoid exhaustion, ensure recovery team members work reasonable hours

ADVANCE \X 0.0
DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Medical





























SECURITY TEAM

TEAM 9

SECURITY SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Provide security at all recovery operation locations

3. Coordinate with the Corporate Security Officers to provide:

4. Control of investigations for the cause of the disaster

5. Liaison with local law enforcement and fire prevention agencies

6. Notifications to OSHA of the disaster situation

7. Coordinate with RISK MANAGEMENT representatives to get approval for the removal of any material from the damaged site.


DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Security
























MAIL SERVICES TEAM

Team 10

MAIL SERVICES SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Alert Post Office to advise of the situation

3. Establish a Mail Services area within the Recovery Headquarters to handle mail for recovery personnel

SHIPPING & RECEIVING SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Establish area to accept deliveries twenty-four hours a day

3. Verify and maintain all receipts paperwork

4. Develop control for further movement of all materials

5. Maintain record of all special charges

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Mail Service Support Activities





























PUBLIC AFFAIRS TEAM

TEAM 11

ADVANCE \X 0.0

ADVANCE \D 6.0
SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Coordinate radio and/or TV announcements to notify employees as to where they will report

3. Prepare official company statement to minimize adverse publicity

4. Direct and coordinate all press conferences

5. Provide, monitor, and control photographer

6. Develop recovery progress notifications for publication

a) Internal newsletters

b) Stockholders newsletters

c) Outside news media

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Public Affairs





























PURCHASING TEAM

TEAM 12

SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Obtain office equipment, furniture, forms and supplies, as needed:

a) To replace unsalvageable items

b) For the alternate operating sites

3. Issue purchase orders for all recovery requisitions

4. Obtain an emergency replacement of computer forms needed for immediate processing during the recovery operation

5. Identify and record special delivery or temporary storage costs


DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Purchasing





























TRANSPORTATION TEAM

TEAM 13

SUPPORT ACTIVITIES:

1. Provide a representative at RECOVERY HEADQUARTERS

2. Provide ground transportation  (trucks, station wagons, etc.)

a) Retrieve backup files, documentation, forms, and supplies

b) Move salvageable equipment and materials

c) Transport supplies to alternate operations site(s)

d) Transport personnel

3. Provide courier coordination and scheduling

4. Provide air transportation

a) Company plane

b) Commercial plane

c) Private plane

5. Obtain hotel accommodations

DEPARTMENT
PRIMARY/ALTERNATE
HOME PHONE
RESULT OF ALERT

Transportation





























OTHER USEFUL FORMS AND CHECKLISTS


Facility Status Form for Report to EMT

Use this FORM to record the status of damage to the facility.  Upon completion of the evaluation, prepare a PHYSICAL DAMAGE ASSESSMENT STATUS REPORT and submit to the AFFECTED SITE TEAM LEADER.

SYSTEM
STATUS

UTILITIES / SERVICES


Electrical


Lighting


Heating


Power Cooling Equipment


Telephones


Communications


Plumbing


Water Supply


Fire Protection


Security System


Elevators


UPS System (batteries & equipment)


Motor Generator area


Motor Generator back-up





POWER


Computer


Source Equipment


Separate Transformer


UPS


Engine Generator





MISCELLANEOUS POWER CONSIDERATIONS


Power Regulation


Power Distribution


Computer System Motor Generator Wiring


Circuit Beakers and Power Cables/Cord


POWER FAILURE PHONES

Most phones in large enterprises using PBX’s will not work in a major disaster.  Identify POWER FAILURE PHONES here.


POWER FAILURE PHONE NUMBERS

ORIGINAL NO.
LOCATION/PLANT
POWER FAILURE NUMBER

















































EQUIPMENT INVENTORY FORM

Most of the equipment inventory for ___________________ Telecommunications is automatically updated.  In the event a long hand form is required, please use this one.

________________________________________________________________

Equipment:

________________________________________________________________

Manufacturer:

________________________________________________________________

Serial Number:

________________________________________________________________

Purpose:

________________________________________________________________

Criticality Rating (1,2,3,4,):

________________________________________________________________

Date of Purchase:

Remarks:

________________________________________________________________

________________________________________________________________

________________________________________________________________

SOFTWARE INVENTORY FORM

Most of the software inventory for _________________________ Telecommunications is automatically updated.  In the event a long hand form is required, please use this one.

________________________________________________________________

Equipment:

________________________________________________________________

Manufacturer:

________________________________________________________________

Serial Number:

________________________________________________________________

Purpose:

________________________________________________________________

Criticality Rating (1,2,3,4,):

________________________________________________________________

Date of Purchase:

Remarks:

________________________________________________________________

________________________________________________________________

________________________________________________________________

PRIORITY TELEPHONES FOR RECOVERY

A plan should make provisions to restore critical phones, but may force many larger locations to prioritize.  List your most critical numbers here for priority in recovery.  Remember, FAX lines count as phones.

Telephone Number
Location
Purpose/Owner





























































































Plan Distribution Forms

A complete copy of the ________________________________________ CORPORATE DISASTER RECOVERY PLAN or parts thereof will be distributed to the following:

A.
The following individuals have received complete copies of the Plan:


COPY#

NAME

SECTIONS
DATE RECEIVED
DATE RETURNED

























































































































PLAN DISTRIBUTION FORM

The following individuals have received partial copies of the Plan which include the Table of Contents, Introduction, Maintenance & Distribution, Appendices, and other sections (with associated checklists) indicated below:


COPY#

NAME

SECTIONS
DATE RECEIVED
DATE RETURNED











































































































































ACKNOWLEDGMENT OF RECEIPT FORM

TO:

SUBJECT:

The ________________________ CORPORATION INFORMATION TECHNOLOGY DISASTER RECOVERY plan is distributed to authorized personnel to assist them in the understanding and performance of responsibilities and procedures related to the activation of their DISASTER RECOVERY procedures.

The PLAN is intended for the individual's use while an employee of _________________________CORPORATION.  Upon any departmental or company change of employment status it is the responsibility of the individuals to return their assigned copy or sections of the DISASTER RECOVERY PLAN to the DATA CONTROL MANAGER, and fill out the change form contained in Appendix 3.

The recipient, in turn, will be responsible for the proper maintenance and security of the PLAN for as long as it is so assigned.  The holders of the PLAN or any parts thereof will not allow unauthorized copying, review or audit of the MANUAL.  No one outside of __________________________ CORPORATION will be permitted to read, review or audit the PLAN without prior written approval from the DIRECTOR, INFORMATION TECHNOLOGY.  Individual copies of the PLAN and/or sections will be subject to review and audit at the request of the DIRECTOR, INFORMATION TECHNOLOGY.

The undersigned does therefore acknowledge the receipt of the subject PLAN and/or sections and does understand and concur with the maintenance and security conditions above.

RECEIPT ACKNOWLEDGED BY:
________________________ 

DIRECTOR, INFORMATION TECHNOLOGY:
________________________

DATE:

________________________

FOR THE POSITION OF:
________________________

DATE OF RECEIPT: 
________________________

RETURN ACKNOWLEDGED BY:
________________________

DATE OF RETURN:
________________________

INFORMATION TECHNOLOGY DEPARTMENT

PERSONNEL NOTIFICATION INFORMATION

This data gathering form is used to create the IS department personnel notification checklist.  This checklist will be used to notify employees of the activation of the Plan and to advise them as to what they are supposed to do.

Fill out the information for each team leader, alternate team leader, required team member, or alternate member.

Employee Name:
____________________________________________

Job Title:
____________________________________________

Department Name:
____________________________________________

Home Phone:
____________________________________________

Cell Phone:
____________________________________________

Beeper:
____________________________________________

Address (Street):
____________________________________________

Address (City, State, Zip Code):
 __________________________________

Recovery Team:
______________________________________________

Location:
______________________________________________

________________________________________________________________

REPLACEMENT (If Applicable)

Employee Name:
______________________________________________

Job Title:
______________________________________________

Department Name:
______________________________________________

Home Phone:
______________________________________________

Cell Phone:
______________________________________________

Beeper:
______________________________________________

Address (Street):
______________________________________________

Address (City, State, Zip Code):
___________________________________

Recovery Team:
________________________________________

Location:
______________________________________________

TERMINATION CHECKLIST

_____________________________ CORPORATION CORPORATE HEADQUARTERS

Name _________________________________ Social Security No._____________________

Date of Termination _____________________ Last Day Worked  ______________________
Company Credit Cards & Key

Initials

Air Travel Card



________________

Car Rental Card



________________

Telephone Card



________________

Company Equipment


________________

Building Cardkey/Keys


________________

American Express Card


________________

Disaster Recovery

Disaster Recovery Team member?  Yes_____ No_____

If “Yes”, which Department and Team? 

_____________________________________________

Health Care Cards



Initials

PAID




_______________

CORPORATE EXPENSE ACCOUNT
Amount Due to the Company
$ ________________

Amount Due to the Employee
$ ________________

Cleared?

________Yes
________ No

BENEFITS/CONVERSION FORMS

Initials

LTD (Disability Conversion Insurance)

___________

Savings & Investment Plan


___________

Voluntary Group Accident Insurance

___________

Non-Contributory Life Insurance

___________

COBRA Notification



___________

Deferred Vested Pension Calculation

___________

Retirement Eligible Pension Calculation

___________

Group Universal Life Insurance


___________

Termination Form



___________

FORWARDING ADDRESS

Address/P.O. Box  
__________________________________City, State, Zip
____________________________

Area Code / Telephone No.   __________________________________________________

(REPORT ADDRESS CHANGES TO THE ___________________________ HUMAN RESOURCES DEPARTMENT)

________________________________________________________________________________________________

AUTHORIZATION

Employee Acknowledgment _____________
Date ________________________

Supervisor or Department Head 
________
Date ________________________

Human Resource Manager ____________________Date ________________________

SPECIAL EQUIPMENT / Disaster Agreements

List here.

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Hardware Lists and Serial Numbers

List here.

Equipment


Function


Serial Number

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Software Lists and License Numbers

List here.

Software


Function


License Number

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Vendor Call Out and Escalation List

List here.

Vendor Number


Manager


Number

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Carrier Call Out and Escalation Lists

List here.

Carrier Number



Escalation Number

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Network Schematic Diagrams


Equipment Room Floor Grid Diagrams


Employee Inventory

List here.

Employee
Title Function
Home Phone
Wireless Phone

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Reference to Contract and Maintenance Agreements

EQUIPMENT
NOTES








































Use additional pages as necessary.

References to Operating Instructions for Equipment

SPECIAL NOTES ON EQUIPMENT

1. 


2. 


3. 


4. 


5. 


6. 


7. 


8. 


9. 


10. 


Use additional pages as necessary.

CRISIS MANAGEMENT

Consider identifying a formal Crisis Management Team

THE CRISIS RESPONSE TEAM (AKA EMT)

A Crisis Response Team is hereby established at ___________________ Corporate Headquarters which shall consist of the following members and alternates:

FUNCTION
MEMBER
ALTERNATE

Executive in Charge
President & Chief Executive Officer
General Counsel

Financial
Vice President, Controller & Treasurer
Assistant Treasurer

Legal
Vice President, Secretary, & General Counsel
Associate General Counsel

Employee Relations
Vice President, Employee & Community Relations
Compensation

Security
Director, Government Compliance


Public Affairs Media Contact
Director, Investor Relations


The names, office, and residence telephone numbers of the current members of the Crisis Response Team and their alternates as of the origination date of this CMP are set forth in the Schedule.  This Schedule will be updated as changes occur.

The Crisis Response Team shall determine and manage _________________’s handling of News Media-Sensitive Situations, providing direction, guidance and assistance to the local business unit involved.  The Crisis Response Team shall also be responsible for the handling or supervision of responses to press and other media inquiries concerning News Media-Sensitive Situations and Disaster Situations.

NOW YOU ARE ON YOUR WAY


First Alert


Person








Disaster


Verifier





Executive


Management


Team Contact





Others as Required:


Plant Engineering


Building (Lobby) Security


Fire Dept/Police/EMT


Alarm Vendor





Information


Technology





Initial Damage Response


Personnel





Executive Management Team





Report to Recovery Headquarters





Review Support Team Reports








Actual Disaster?





“Stand Down” (Deactivate Alert)





Make Report of Occurrence for Management





Unconfirmed





Assume Command 


Function





Alert Staff


Support Functions








Related Teams








Vendor Representatives





Equipment and Media Damage Assessment Function





Equipment Room Damage Assessment Function





( Corporate Communications�  (Voice)


( Human Resources


( Facilities


( Finance


( Risk Management


( Internal Audit


( Labor Relations


( Legal


( Medical


( Office Services


( Public Affairs


( Purchasing


( Transportation





( Electric


( Telephone


( Gas


( Other





( Information Services


( Teams





( Building Services


( Department Heads


( Teams
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TELECOMMUNICATIONS





FACILITIES





A





AFFECTED SITE TEAM LEADER





Notes: ____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________








HERE IS AN EXAMPLE OF THE “SCOPE” SECTION.  USE THE VERBIAGE ABOVE FOR YOUR PLAN AND ADD ITEMS RELEVANT TO YOUR ORGANIZATION IN THE “NOTES” SECTION ABOVE.  YOU HAVE JUST BEGUN DOCUMENTING YOUR PLAN!





HERE IS AN EXAMPLE OF THE “PLAN OVERVIEW” SECTION.  USE THE VERBIAGE ABOVE FOR YOUR PLAN AND ADD ITEMS RELEVANT TO YOUR ORGANIZATION IN THE “NOTES” SECTION ABOVE.

















DID YOU KNOW…..


USE CONFERENCE BRIDGES, BLACKBERRIES, LOW POWER RADIO STATIONS AND OTHER TECHNOLOGIES TO INFORM YOUR USERS.





DID YOU KNOW……


DURING DISASTERS, COMPANIES ARE MOST VULNERABLE TO HACKERS SINCE THEIR PRIMARY SYSTEMS ARE IMPAIRED.  KEEP THIS IN MIND WHEN RESTORING REMOTE ACCESS IN A DISASTER!





DID YOU KNOW……


DURING DISASTERS, COMPANIES ARE MOST VULNERABLE TO HACKERS SINCE THEIR PRIMARY SYSTEMS ARE IMPAIRED.  KEEP THIS IN MIND WHEN RESTORING REMOTE ACCESS IN A DISASTER!





DID YOU KNOW….


ARE ROUTING TABLES BACKED UP AND STORED OFF SITE AS PART OF YOUR NORMAL ARCHIVAL PROCESS?





DID YOU KNOW…..


IF EVERY SUPERVISOR PHONE USED AN OUTSIDE VOICE MAIL VENDOR (AS OPPOSED TO IN HOUSE) A BACKUP CAPABILITY CAN BE CREATED?  WHEN CALLERS CAN’T GET WORKERS, EVENTUALLY THEY CALL THE BOSS!  THE BOSS’S RECORDING CAN CONTAIN EMERGENCY INSTRUCTIONS.





DID YOU KNOW…


10-10-XXX CODES STILL WORK FOR LONG DISTANCE BACKUP?  YOU MAY BE ABLE TO FIND THEM IN THE FIRST FEW PAGES OF YOUR PHONE BOOK.





DID YOU KNOW…


800 REDIRECTION TAKES ONLY MINUTES – IF YOU KNOW WHERE TO CALL?  PUT THAT NUMBER IN YOUR PLAN NOW.





DID YOU KNOW…


800 REDIRECTION TAKES ONLY MINUTES – IF YOU KNOW WHERE TO CALL?  PUT THAT NUMBER IN YOUR PLAN NOW.








DID YOU KNOW…


YOU WILL HAVE EQUIPMENT IN THREE DIFFERENT PLACES? (1) DAMAGED SITE, 


(2) RECOVERY SITE, AND (3) EMT LOCATION.  IF YOU CAN REMOTELY ACCESS AND CONFIGURE EACH, YOU ARE WELL AHEAD OF THE GAME.


























Insert here, use additional sheets as necessary.





Only HIGH LEVEL diagrams to avoid cluttering the plan!














Insert here, use additional sheets as necessary.





Only HIGH LEVEL diagrams to avoid cluttering the plan!
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Equipment Room Damage Assessment Function







Equipment / Media Damage Assessment







and Salvage Function







Vendor Representatives







Liaison with Related Teams
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